
Submission 1 
Gregory Warren 

To the Intelligence and Security Commission 
 
I oppose the changes this Bill proposes to the legislation governing the Government 
Communications Security Bureau for two reasons: 
 1) There are serious civil liberties concerns when an agency is given carte blanche to spy 
on New Zealanders' private communications. The oversight suggested in the Bill as it 
stands is woefully inadequate, however I would not support the Bill no matter what 
'protections' were put in place because 
2) There is no need for this Bill. The fact that the GCSB has overstepped the bounds of 
their legal role in the past does not mean their role needs to be expanded, it suggests that 
they need more oversight. The alleged threats to New Zealand that this bill would address 
are imagined. New Zealand has not been struck in the past by a terrorist attack or the like 
that could have been prevented through better intelligence, so clearly the intelligence we 
have is sufficient to protect us. 
 
Gregory Warren 
 



Submission 2 
Gavin Millar 

This bill is a disgusting attempt to spy on ordinary people and an erosion of the right to privacy 
all New Zealanders should enjoy. The Regulatory Impact Statement indicates just how little 
justification there is for this kind of massive expansion of powers. The statements from MPs 
supporting this bill don’t provide any evidence that this bill is required to fight “terrorism”. And 
let’s not mention that terrorism itself a nebulous term when used by the NZ Government to 
basically mean saying things they disagree with in a loud voice. 
 
The suggestion that the solution to a badly run organisation that can’t seem to stay within the 
law is to change the law to make their actions illegal is terrifying. If it was fiction it’d be 
considered too ridiculous to be true, and yet here we are. 

I suggest this bill never be allowed to see the light of day. Shame on all supporters of this bill and 
the GCSB as a whole. 
 



Submission 3 
Adams and Huatau Marae 

Submission on the GCSB Bill 
  
From John Adams submitting on behalf of the Adams and Huatau Marae 
  
Dear Select Committee Members 
  

1. I am in agreement with the GCSB Bill in principle. Citizens who are involved in 
matters such as drug dealing, fraud and terrorism must be apprehended and 
stopped by any means available. 

  
2. However, robust checks and balances must be in place to ensure citizens 

seeking natural justice and due process are not labelled and treated as enemies 
of the state. 

  
3. History is littered with conscientious objectors to whacky government policy, and 

those seeking natural justice and confidence in public process being targeted for 
surveillance and/or marginalisation. 

  
4. To illustrate point 3 above I have copied in below a recent letter to Hon. 

C.Finlayson that remains unanswered. 
  
  
Hon. C. Finlayson 
Attorney General 
  
20 April 2013 
  
Dear Hon. C. Finlayson 
  

Ref. Lack of response from your office concerning the 
 Chair of Turitea Board of Inquiry 

  
1. Judge Kenderdine was appointed as Chair of the Turitea Board of Inquiry. Judge 

Kenderdine’s warrant as a judge was compulsorily surrendered in August 2010 
because she had reached the mandatory retirement age for judges. What role do 
you perform in administering judicial warrants?  

2. The Chair continued as an unwarranted Judge, i.e. an ordinary citizen, in the role 
of Chair for a full 13 months until the final decision was released in September 
2011. At this point she fraudulently signed off as “Environment Judge”.  

3. A matter such as this undermines confidence and trust in the Judiciary. In our 
opinion to dismiss such an unconstitutional matter amounts to confirmation and 
approval of the fraud and deception that has taken place. Explain why the Chair, 
considering your earlier dismissal of this serious issue, has not placed your office 
in a compromised position.  

4. The matter has been amateurishly dismissed by deliberately misinterpreting  
s.149J (b) of the RMA, i.e.   1 member as the Chairperson, who must be a 
current, former, or retired Environment Judge or a retired High Court Judge.  



5. 149J(b) can only mean this, the Chair must be an unretired Judge, or a retired or 
former Judge who is current, i.e. warranted, or is eligible to be re-issued a 
warrant, and has not reached the compulsory retirement age.  

6. Once a Judge has retired and surrendered his/her Judicial warrant they become 
ordinary citizens and no longer have judicial privilege and immunity. This means 
that any Judge acting in a judicial capacity, i.e. chairing a Board of Inquiry must 
be continuously in possession of a judicial warrant.  

7. Because the Chair’s fraud and deception were carried out while she was an 
unwarranted Judge, i.e. an ordinary citizen, she does not have the protection and 
rights of a Judge and can be held liable. The Chair did not recuse herself.  

8. In demanding that this matter be addressed, in order that confidence and trust in 
the Judiciary and due process be restored, we have been unfairly labelled as a 
disaffected party and dismissed as a nuisance without valid reasons.   

9. The guilty party in this case is the Chair and not us. Explain why your office has 
dismissed the fraud carried out by the Chair. 

  
  
Yours sincerely 
  
  
  
John Adams 
(On behalf of the Adams and Huatau) 
  
Cc. Law Commission, Chief Justice, Hon. C. Borrows, Hon.J.Collins,  
Hon.Dr Smith (Minister who commissioned the Turitea Board) 
  
  
To conclude this submission: 
How can we trust the Government/ Judiciary/ Public Service to get it right when they are 
incapable of responding/ resolving a constitutional issue such as that outlined in our 
letter to Hon. C.Finlayson? 
 
Would our quest for due process and natural justice be regarded as candidacy for 
surveillance?  
 
What role in distorting natural justice and due process would an over zealous and 
whacky political coalition create in the future? 
 
   
Thank you for considering this submission. 
  
John Adams 
(On behalf of the Adams and Huatau Marae) 
  
  
3 June 2013 
 



Submission to the Intelligence and Security Committee 

GCSB Bill 

1.    Section 14 of the Government Communications Security Bureau Act 2003 says: 

                “… Neither the Director, nor an employee of the Bureau, nor a person acting on behalf of the Bureau may authorize or take any       

                action for the purpose of intercepting the communications of a person (not being a foreign organization or a foreign person) 

                who is a New  Zealand citizen or a permanent resident…” 

2.    I am a New Zealand citizen and both the NZSIS and the GSCB appear to have files on me. I am one of the 88 identified but not 

named in the Kitteridge Report, March 2013. Both spy organizations have refused me my files citing various clauses in acts 

authorizing them to spy on me on the grounds that I am threat to the economic interests of the country, and potentially aware of 

trade secrets.  

3.    No evidence has been provided to me by either agency to support these false claims. I have lodged complaints with the Privacy 

Commissioner and the Office of the Ombudsman to have my files released. These matters are currently under investigation. 

4.    Let me state from the outset that I support the need for agencies to monitor threats to the country and do not have any issue with 

the proposed changes to the way the GCSB acts in order to provide support and synergy between these agencies.   

5.    There is however one major qualification to my endorsement and that is the lack of any meaningful oversight to identify abuse 

of these monitoring powers.  Our experience to date has also shown that there is no meaningful separation of powers between 

the NZ Police, the Judiciary, The executive, The Financial Marketing Authority and The Serious Fraud Office. We have a kept a 

detailed record of this. 

6.    I have been singled out by the state as a whistleblower exposing corruption and incompetence and have paid a very high price as 

a consequence. The electronic monitoring of me dates from late 2008 when my computers were hacked – see paragraphs 72-74. 

7.    The state has focused on my opposition to the Turitea wind farm and my exposure of the conspiracy against Palmerston North 

and its citizens. It also enlisted Google to manipulate search results, hinder access to one of the websites I run on this conspiracy, 

and to protect one time judge, Kenderdine. In early March this activity stopped as Google finally read incriminating evidence, 

which had always been freely available on two other wordpress websites. 

8.    The use of the word conspiracy is not an exaggeration. The sorry tale which I now relate is a stain on the country’s claim to be a 

democratic state adhering to the rule of law. My rights as a law abiding citizen have been violated by the state, but I am not 

alone. Hundreds of Palmerston North city ratepayers are also been affected.  

9.    The local branch of the Green Party concluded in their submission, 479. “We do not object to the erection of wind farms per se 

but do STRONGLY OBJECT (sic) to the erection of a wind farm on or around the Turitea Reserve, Palmerston North” 

10. Here is how we unwittingly became involved. The images below show the B&B we developed in Fitzherbert Avenue, 

Palmerston North.  

The Gables Bed and Breakfast 179 Fitzherbert Avenue Palmerston North 

 

 Developed by Paul and Monica Stichbury from a semi derelict building, at great expense, using borrowed funds. Owned 

and operated for 12 years.  

 

 A successful business which catered for the business community, visiting academics, tourists and sometimes members of 

parliament. 

  

Listed in:  

 

 The Friars Guide for the Discerning Traveler  

             The Lonely Planet (the highest accolade a business such as ours could earn)  

The Rough Guide  
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 The building was totally renovated by us and extended by approximately 50%.  

 A barn style private apartment was built at the rear of the property over an art gallery/language school classroom. 

 

 

 

11. For our next project we purchased 309 Nga Here Park on the Tararua foothills for the development of a superior multi 

functional building for weddings, house concerts, cooking school, accommodation with two B&B apartments, art gallery, tea 

rooms, owners’ accommodation. The Lonely Planet guaranteed us a listing for this development on the basis of our reputation 

and public service. Note many houses have been constructed in Ngahere Park subdivision since this photo was taken some 

years ago. Our section at 309 was less than 9kms from the Square on a mostly winding road. There were 60 or so 40 story 

turbines directly impacting us. Today there are quite a number of houses for sale near our former section, but because of the 

wind farm there are no buyers. 
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12. Incomplete scale model of the building proposed for the site. I made the model, designed using Palladian dimensions. The brief 

with drawings are still with the architect, Colin Duckett, Broadway, Palmerston North 

 

 

13. When The Gables was sold we invested the proceeds and the investment did well. It was then quite by accident that we found 

out about the wind farm from a shocked neighbour who had seen the plans. 

  

14. MRP and PNCC did all it could to prevent us from discovering the true extent and impact of the development on us. We were 

ready to withdraw our investment several times and to build but our research showed we were going to be dramatically affected, 

particularly by noise.  
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15. MRP eventually caved in to our demands and gave us a private confidential viewing of the secret photomontages. They were 

breathtaking in their audacity, absurdity and environmental vandalism. The transmission lines and substations were excluded 

from this photomontage and they are still secret to this day. The theme of fraud and conspiracy will be examined in more detail 

throughout this submission.  

 

16. This image is from just below the Square. The nearest turbine is over 8 kms away. When compared to the 10 metre shorter 

Tararua three turbines you can see that this photomontage features “penciled in” versions which bear no resemblance to reality  

 

 

Tararua three turbines 

 

17. Ours and many other properties were shown on a map with a red line drawn around them but MRP offered no elaboration.  

 

18. We were falsely led to believe that the RMA process would deal with the huge problem we faced.  

 

19. In the very protracted period waiting for the truth from both MRP and PNCC – which never came - our investment collapsed 

into bankruptcy. This left us continuing to rent and supporting our son financially at Massey Fine Arts School in Wellington – 

he was 16 when he began his studies.  

 

20. Our section took almost a year to sell, at a discount, to someone from out of town who claimed he wasn’t going to build a house. 

I was upfront about the wind farm with the purchaser.  

 

21. I quit my teaching position at Queen Elizabeth College where I worked for 31 of my 37 year teaching career and moved to 

Sydney where we ran an accommodation business for two years before moving to Hong Kong to look after my wife's mother. 

We are still in Hong Kong.  

 

22. During our time out of the country we pursued the bankruptcy in the New York courts and, while we won, the outcome is still 

very far from certain. The bankruptcy and our legal expenses etc have today left us virtually penniless. I will be 63 this year.  

 

23. Our losses, excluding any lost income from the business we planned for 309 Ngahere Park, total an eye watering NZ $1.25 

million.  

 

24. We are just collateral damage and as the RMA makes no provision for financial loss there are no avenues for redress. This suits 

the government’s purposes admirably.  

 

25. A large number of ratepayers are very seriously affected by the illegally consented wind farm and astoundingly corrupt Final 

Decision. I have continued to help them, since our situation could not possibly get any worse, and I would not want anyone to 

suffer a loss like ours. The matter of the illegal consent will be examined in detail further in this submission. 
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26. If the wind farm is built there will certainly be ratepayers with mortgages on unsalable properties who like us will be ruined.  

 

27. The fraud and conspiracy on Palmerston North is rather complex and rests on several related actions taken by central 

government in particular where PNCC, struggling with its finances, is condemned by a once secret contract to deceive and lie to 

its own ratepayers. 

 

28. We start, however, with a visible manifestation of this conspiracy, one designed to psychologically soften up the minds of 

ratepayers to the planned wind farm of which they were blissfully unaware. Below is a turbine logo which simultaneously 

appeared on the PNCC website, PNCC vehicles, stationery and billboards at the city’s entrances. After much prevaricating 

PNCC lawyer, Annabel, admitted to me that the logo was imposed on the city without any consultation or public process. It has 

recently become less ubiquitous. 

 
 

29. The key to the establishment of the wind farm was to get a change of purpose authorized for the Turitea water catchment, which 

supplies the bulk of the city’s water, and is the city’s prominent landscape and prized remaining block of regenerating bush with 

rare, endangered and protected native bird species. This was the only landscape image used in the document distributed to 

households. Compare it to the photomontage in paragraph 16 above. It is a scene unrecognizable to city residents. There is not 

the slightest doubt that this was deliberately intended to deceive.  

 

 

 

30. The change of purpose was additionally disguised with the promise of an Eco Park with the then Mayor, Heather Tanguay 

claiming we would all be able to tramp at will through the Turitea Reserve and go for boat rides on the two dams in the 

catchment.   

31. An additional aspect to this elaborate fraud was the creation of the so called Turitea Outdoor Recreation Hub. It has vanished 

now that 5,800+ truck movements will endanger the lives of cyclists, joggers, equestrians and residents using the narrow, 

twisting Kahuterawa and Greens roads. 

32. The eco-park was a scam from the beginning. Chris Pepper from PNCC admitted to me that it was a last minute “sweetener” to 

the phony Turitea Consultation Document circulated to PN residents. The eco-park concept originated from a visit by PNCC 

staff to Tasmania. Pepper has since resigned in disgrace after costing the city a fortune with poorly audited, harebrained 

alternative energy programmes. 

33. PNCC claimed in the fake consultation document that the proposed Eco Park, which includes the reserve, a protected and 

strictly off limits water catchment, would provide the following ludicrous recreational and tourism opportunities – all in, 

among, and under 131, 40 story wind turbines with blade tips travelling at 200kms per hour. 

Submission 4 Paul Stitchbury 



1. 4WD access 

2. orienteering 

3. cross country 

4. triathlon 

5. tramping 

6. battery powered boats on the two reservoirs 

7. an up market Eco Lodge 

8. turbine treks 

9. abseiling off the dam 

10. mountain biking 

11. kayaking 

12. horse trekking 

13. quad biking 

14. guided walks to the water's edge in the reserve 

15. regular steam train rides loaded with “excited” tourists who then make a bee line to the “Eco” Park. 

34. This farcical document will go down in NZ history as the most egregious example ever of a local authority trying to deceive its 

constituents into accepting a vanishingly vague development which was manifestly not in their interests. For sure the 

government secretly had its grubby hands all over it. Despite overwhelming opposition the Council approved the change –

explained in detail in paragraphs 42 and 43. 

               And where is the Eco Park now? It doesn’t exist and it never did. 

 

35. One time Mayor Tanguay in recent weeks permanently quit the city for Auckland. She had lied to ratepayers and had been 

forced by us to hold public meetings over the change of purpose. These meetings were attended by hundreds of furious 

ratepayers. Her incoherent refusal to give any information about the wind farm made her a liability to the “cause” and she was 

duly replaced by Naylor who received electoral funding from wind farm interests. These are Tanguay’s outrageous parting 

words to those living near to the Te Rere Hau wind farm which has been found in breach of its noise conditions by the 

Environment Court.  

"Yes, wind farms are contentious and yes, there have been mechanical problems that have made it difficult for the 

people living near to them, but if I had my time again I certainly would support them again." 

36. We forced a meeting with a team from Mighty River Power only days away from the closing of submissions on the change of 

purpose to the Turitea Reserve. At this meeting we were lied to by one Mike Omer, the team leader. Omer was to later feature 

prominently in the lives of those affected as he slunk from household to household picking off the vulnerable one at a time.  

37. The Manawatu Standard made a sincere effort to report on the wind farm fiasco and the fact that PNCC was now refusing to 

give either John Adams or myself any information about the wind farm and how it affected us or hundreds of our neighbours.  

38. PNCC’s response to the Manawatu Standard stories was to withdraw all advertising. PNCC was a prominent source of 

advertising revenue and despite high level meetings to this day has continued to penalise the paper for doing its job.   

 NB When we issued a press release on Scoop regarding the fraudulent Turitea consent and the paper reported it, they were    

genuinely afraid of the consequences. Their circulation has dropped sharply and journalists fear for their jobs. 

39. The question then has to be why would a local authority do this to the voice of the very people whom it is meant to serve?  

40. The answer - a contract between PNCC and MRP (and let’s be clear MRP is nothing more than a proxy for the Government).  

41. This contract strikes at the very heart of human rights, the rule of law, ratepayer’s rights, property rights and the democratic 

process. It is so astounding that the average New Zealander would have trouble contemplating its fascist consequences. The 

contract is also the principle element contributing to our financial annihilation. Had I known about it and what it meant for us I 

would have sold up everything, including our investment and left the country in disgust. 

42. Here is the relevant part of the contract, which was put on the MFE website in a scanned, non searchable file – no one was 

meant to see it. Written submissions raised the issue of this corrupt contract but Kenderdine ignored them.  
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TURITEA WIND FARM DEVELOPMENT AGREEMENT 

“10.1 Council to support 

The Council agrees in its capacity as landowner (and subject to clause 17.2) 

to: 

(a) Support any application by Mighty River for the grant, renewal. Variation 

or continuation of any Consent necessary to give effect to Mighty River’s 

rights under this Agreement including consent for the lease; 

(b) Support Mighty River’s negotiations with Adjacent Owners, as requested 

by Mighty River; and 

(c) Provide such written evidence of this support (and any consent or approval) 

as Mighty River may reasonably require.” 

and 

10.2 Council not to oppose. 

The Council agrees in its capacity as landowner (and subject to clause 17.2) 

that it will not, either directly or indirectly: 

(a) object to, oppose or impede 

(1) any application by Mighty River for the grant, renewal, variation or 

continuation of any Consent necessary to give effect to Mighty River's rights 

under this agreement, including without limitation a subdivision consent for 

the lease; 

(11) any action taken by Mighty River to give effect to Mighty River's rights 

under this Agreement; or (111) the granting to Mighty River of any lease, restrictive covenant or 

easement necessary for the Wind Farm Project or the Investigation; or 

(B) fund, facilitate or promote any person, entity or group to take any action 

that would be in breach of this clause 10 if done by Council. 

12.2 D “The liability of Council (other than in its statutory capacity) for 

breach of this contract or for any negligent act or omission shall be limited 

to $3,000,000 in aggregate during the term of this Agreement. This limitation 

of liability shall not apply to deliberate acts or omissions of Council that 

breach this Agreement.” 

 

 

NB: Clauses 17.3 and 17.4 relate to the need to maintain secrecy. 

Clause 5.2 sections b and c show the cynical steps taken to pretend to 

follow the requirements of the Local Government Act 2002 for public 

consultation while having the outcome predetermined. 

Clause 5.3 section e, MRP to consult with “affected persons, community 

groups.” This was not done prior to the wind farm layout being finalised. 

 

43. Let’s parse this outrage. PNCC for literally years refused to give us any relevant information, threatened to charge us an 

exorbitant sum for “wasting their time” and all along everything they did was based on the certainty that if they gave us any help 

or assistance or information they would have to cough up $3 million to the government in the guise of Mighty River Power. If 

PNCC opposed the wind farm then their liability was unlimited. The contract to this day is driving every nefarious action 

connected to the wind farm. The first example I have already given - the fake consultation over the change of purpose to the 

Turitea Reserve, where the contract had already been signed and sealed and “milestone” dollops of cash paid to PNCC. It is also 

behind the unannounced drive to prevent further subdivision, subdivision which is absolutely legal under the District Plan, and 

the surrendering of the last of the landscape behind the city to huge pylons. Even more sinister it is driving PNCC to accept a 

change to the District Plan which will allow MRP to make as much noise as they want with the Turitea wind farm, in effect 

cancelling the already corrupt noise standard NZS 6808-2010.  

44. To add insult to injury the secret plan to carpet bomb the city’s rural residential suburbs with gigantic wind turbines goes back to 

at least 1995, well before PNCC allowed subdivision to occur right under the turbines. Pepper and top management knew this 

full well. Subsequently PNCC fraudulently took subdivision fees, building consent fees and rates revenue from the hapless 

purchasers of these properties. To compensate for the future loss of rates income PNCC against widespread opposition recently 

took 1,100 ratepayers from Manawatu into the city’s boundaries. 

45. Promoters of wind farms tout them as saving the planet and claim they eliminate CO2 in energy production. I can provide a 

veritable mountain of research to negate these false claims. Successive governments have been in the thrall of extremists, rent 

seekers and carpetbaggers, all sensing the opportunity to control the political narrative and line their pockets at the expense of 
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the low information voter. If governments want more revenue, and is there one that doesn’t, then it is vital to be honest. Carbon 

trading – for accuracy actually CO2 trading, is dying in a ditch as the global warming scare fades from the public imagination. I 

used to teach this subject until I did some research. My research was prompted by the use of ad hominem by CAGW advocates 

who never provided any genuine scientific proof of even a mild catastrophe. That public policy should be dictated by these 

cultists is appalling and in defence of common sense I offer just three charts below for your information, in particular in relation 

to the fraudster Kenderdine, who ludicrously believes the world will be uninhabitable by 2040.  The source of her belief system, 

Sir James Lovelock, has publicly repudiated this utter nonsense. He also interestingly describes wind turbines as symbols of a 

failed civilization. Kenderdine will be discussed in detail later in this submission. 

46. This chart shows the 44 IPCC climate models alongside actual temperatures to date, temperatures which reflect the mild 

warming since the Little Ice Age ended around 1850. There has been no warming for approximately 16 years despite an increase 

in CO2 in the atmosphere to now slightly under 4 CO2 molecules out of every 10,000 molecules. Note the spike in 1997, the 

year of the super El Nino, driven by naturally warming ocean currents. 

 

             This chart is from the leaked draft of the AR5, the next IPPC report. The warming ability of CO2 is logarithmic. It is near 95%    

of capacity leaving little future warming potential. Temperatures are set to drop right out of the lowest IPCC estimates. 
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The third chart is just as self explanatory. The atmosphere is CO2 starved compared to earlier epochs. 

47.  

 

48. Recently I was contacted by a woman who asked for information about this house for sale in Greens Road. She had made a 

generous offer but it was rejected by the owners who live in Korea as they wanted well above CV. We were able to tell her that 

the agent selling the property was not fulfilling his legal obligations by failing to tell her that the owners have a deal with MRP 

where they will receive financial compensation “when” the wind farm is built. That money does not transfer to the new owners 

who would then find they owned a house which is unsalable and for all intents and purposes worthless. She and her husband 

obtained independent legal confirmation of this and were able to exit the deal to their great relief. There are other properties 

similarly compromised. There are numerous properties just above and in front of this house, including the section my wife and I 

used to own. We asked MRP to buy us out, but they refused. This galvanized me to fight back and websites were subsequently 

born to do this. 
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  The potential purchaser of this house also spoke to PNCC about it and was told that “they planned to fill in the gaps” This    

  means a row of 125m turbines are to be placed directly behind the house on the ridgeline and elsewhere.  

  No one else knows about this and it shows a total disregard for and callous abuse of the most fundamental rights. 

49. In a presentation I made to the rigged Turitea Board of Inquiry Call-In I stated that the city had been sacrificed to the Emissions 

Trading Scheme. Friends affected by the wind farm had paid my expenses to attend and present at the hearings. I was living and 

working in Sydney at the time. Naively I still believed that the Inquiry process was genuine. When I got to the hearing and saw 

the elaborate moves by Kenderdine, MRP lawyers and EPA staff to prevent me from speaking to their kangaroo court I was 

quickly disabused of that notion. Kenderdine’s corruption was on display for all to see and after presenting I walked out on her. 

Subsequently other submitters emulated my contempt by walking out also. 

50. Kenderdine wasn’t able to cope with the curve ball I threw her and her sycophantic board members. I presented a CD of a 

RadioLive interview by Marcus Lush with Heffernan and myself. In this interview Heffernan lied about the size of Turitea 

claiming it was the same size as Te Apiti, when it was 4 times bigger. He also tried to down play reasons for the Call-In. Omer, 

however,  had told me that MRP didn’t want to go to the Environment Court – the obvious reason being of course that the wind 

farm would never be approved. The RadioLive interview was deleted from the online archives as it was just another thread in 

the web of conspiracy against Palmerston North City needing to be hidden. Heffernan then went on to commit perjury as an 

expert witness as too did his side kick Mark Henry. Kenderdine was told about this breach of protocols and did nothing. Why 

became even more crystal clear when she showed up in her judicial robes as the principal speaker at the 2012 NZ Wind Energy 

Association conference where her address focused on how to put wind farms as close as possible to habitation. 

51. Later I made a complaint about “judge” Kenderdine’s disgraceful conduct but it remains to this day unanswered. You of course 

know why. She wasn’t a judge, but more on that later. 

52. Then Environment Minister Nick Smith had lied about the reasons for the Call-In. The local paper picked this up and made 

these concluding comments in an editorial 24/4 2009. 

Of eight criteria assessed to determine if the Turitea consent application is nationally significant, only two were met. 

The fact the wind farm affects two districts was cited (which hardly outweighs all the criteria not met), but what Dr 

Smith has clearly hung his "national significance'' hat on is New Zealand's obligations under the Kyoto Protocol. 

 

So, by that justification, it would seem any application to build a wind farm or renewable energy source is now a 

matter of national significance, and local interests are secondary. 

 

Palmerston North Mayor Jono Naylor hit the nail on the head when he said, in response to today's revelations, the 

council has been treated as "the guinea pigs for this process''. 

 

The National Government has an agenda to reform the Resource Management Act (RMA), which is its prerogative, 

but Dr Smith's call-in decision was based on reforms to the RMA that haven't yet been made. 

 

"The call-in is consistent with my intention to amend the RMA to provide for priority consents for larger scale 

infrastructure,'' he said in the memo to Cabinet. 

 

At best, the documents obtained by this newspaper lay bare a woefully inept decision-making process. At worst, they 

are evidence of an orchestrated campaign to deceive the people of this region and usurp the council's statutory role. 

 

Either way, the decision to call-in the consent application was a sham. 

53. So there it is “evidence of an orchestrated campaign to deceive the people of the region” I am not alone in declaring the Turitea 

farce a corrupt conspiracy.  

54. As for Kyoto, that farce is dead and buried. Europe is poised to bring its ultra expensive renewable energy sector to heel and this 

graph from the Financial Times, May 14 2013 shows why. 
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55. MRP admitted fraud in this statement in the Manawatu Standard 19/03/2009, after the Call-in submissions closed. The article 

containing this statement like other incriminating evidence has unsurprisingly since disappeared from the stuff archives but was 

copied onto a message board. 

http://www.skyscrapercity.com/archive/index.php/t-539705.html 

56. “Asked about "negative" press coverage, Mr McDonnell said Mighty River Power had previously created an information 

vacuum through lack of communication. 

 

The company planned to be more forward in the coming weeks.” 

57. Let me translate that for you. “We kept affected parties in Palmerston North in the dark to make sure their submissions were 

shallow and nothing more than guesswork. We’ll tell you how we plan to shaft you, but in our own good time.” 

58. Kenderdine then proceeded to run a Call-In which was a farcical parody of honesty and integrity. In total there were four 

revisions to the wind farm layout as the chair did accommodating back flips for the applicant in an iterative meander to the 

biggest shambles imaginable. 

59. This is a list of the disgraceful conclusions Kenderdine came to. 

  The Turitea wind farm 

  Final Decision 

  A summary of errors and omissions, although not limited to these identified below. 

1. The Turitea wind farm approved right on the Wellington and Northern Ohariu fault lines.  

            This includes 60, 125 metre turbines, two substations and transmission towers. 

2. The noise standard was fraudulently developed, concrete evidence was provided. 

3. A callous disregard of amenity and residents' rights, in fact no noise assessment was  

            done for the Tararua District at all. 

4. The noise conditions like the traffic conditions were never agreed.  
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5. Absurdity as to the actual location of the wind farm. The Final Decision claims that the  

           wind farm is 10 km South East of Palmerston North. As the city boundary goes to the top of the Tararuas               

           this locates it  more or less down the main street of Pahiatua. 

6. A single victim was selected for compensation on the basis of the restoration of an  

           historic building - a matter of personal interest to Kenderdine, everyone else was  

           ignored. 

7. The mana of Huatau Marae was trampled on. 

8. The corrupt contract between MRP and PNCC which imposes a $3 million dollar  

penalty on PNCC, if it helps any of the hundreds of affected ratepayers. 

9. Public safety concerns ignored by permitting 6 turbines next to a state highway, the  

            Pahiatua track, contrary to manufacturer’s specifications. 

10. MRP given a free pass on espionage and the blatant perjury of Mark Henry  

            and Douglas Heffernan. 

11. The Turitea Board of Inquiry protocols, the Judicial Oath, Guidelines for Judicial  

            Conduct, and objects of the Resource Management Law Association were not followed. 

12. Neither MRP nor the Board provided photo-montages of any infrastructure, leaving  

            residents when it was too late, to find out to their horror that they were severely  

            impacted.  

13. An MOU, which “paid off” the local Taniwha, i.e. “sold” the Turitea Ranges within the city boundary to MRP,             

was touted as evidence but not presented for public scrutiny. 

14. No final photo-montage was ever provided. 

15. There was no evidence that the comprehensive comments on the Draft Decision were  

even looked at. 

16.  No reasons were given for a number of decisions taken. 

17. Principal issues were limited by the bias of the Board and its Chair. 

60. The report— 

                          a) must state the board's decision; and 

                         (b) must give reasons for the decision; and 

                         (c) must include the principal issues; and 

                         (d) must include the findings of fact. 

                          Out of the four criteria, only a) was accomplished. 
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61. Now let’s explore the issue of the wind farm being “approved” on major fault lines. The cursory and unfinished work done for 

Turitea was carried out by Beca Carter, a member of the NZWEA. Let’s face it. If you want a particular result, get a mate to do 

it for you, even if they do identify fault lines running through and under your proposed wind farm, just ignore them. You 

wouldn’t want to upset the value of your asset when you plan to sell it. 

62. The silent earthquake currently underway and pictured in the graphic in paragraph 62 clearly shows that additional pressure is 

being applied to the Wellington and Northern Ohariu faults, including the Wairarapa fault under Puketoi. Puketoi was fast 

tracked. No opposing submissions were put online and there was no right of reply given to submitters. The commissioners once 

they heard the “evidence” then retired to Christchurch to write their report. That’s right, Christchurch. 

63. Kenderdine as chair of the Historic Places Trust then oversaw the Trust successfully demand that 200 buildings just downwind 

from the Turitea Wind Farm be strengthened because of the severe earthquake risk. Movement on the Wellington fault is in the 

region of 4 to 5 metres horizontally and 1 metre vertically. Shutter ridges under the Tararua Ranges are said to be more 

pronounced than those on the San Andreas Fault. I have personally seen these shutter ridges on a geography teachers’ field trip 

examining local natural hazards. They are on private farm land and cannot be seen from the road. Kenderdine was told all of this 

and even given an aerial photograph. 

 

64. The magnitude 7 quake is centred to the west of the capital and is 40km deep, and has been rolling all year, GeoNet Operations 

Scientist Caroline Little said. “This Kapiti slow-slip event is affecting an area spanning over 100km from Levin to the 

Marlborough Sounds” Recurring slow-slip events were seen in four regions in New Zealand: Kapiti, Manawatu, Hawke's Bay, 

and Gisborne. The Kapiti and Manawatu events were deep, larger events that occurred over several months to a year, recurring 

every five years.      Source: The New Zealand Herald May 27 2013. 

65. Palmerston North is built on the flood plain of the Manawatu River much of it on soft soils prone to liquefaction. When 

renovating our B&B we had to go to considerable expense to strengthen the building and foundations. As events have unfolded I 

am not confident that we did enough. The interface between the Pacific and Australian plates is just 20 kms below the city. The 

next moderate earthquake is expected to cause major damage to the CBD, let alone private property. All Saints church, an iconic 

building has just been closed as it will not survive a magnitude 7+ earthquake, which occurs on average every 140 years. Such 

an earthquake, likely spawned by the Wellington fault, is overdue. 

66. I raised the earthquake risk to MRP’s two wind farms, with a presumed collective price tag of approximately $1 billion, with the 

Financial Markets Authority. An undertaking was made to inform MRP investors of material matters. Well, surprise, surprise it 

wasn’t done. James Miller is on the boards of both the FMA and MRP. 
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67. The other aspect raised by both John Adams and myself is the plain, unvarnished fact that MRP does not have a legal consent 

for Turitea. We publicized this in a Scoop press release and in a front page article in the Manawatu Standard. Kenderdine was 

not a warrant holding judge with the authority to make a binding legal decision, which can only be challenged on a point of law. 

She permanently ceased being a warrant holding judge 13 months prior to fraudulently signing off as Environment Judge on the 

corrupt Final Decision. We only found this out when Sir David Gascoigne could no longer cover for her and the executive after 

being asked “when did she actually retire?”  The question was asked to ascertain her status to renew demands that the 

outrageous, inexcusable errors in the Final Decision be corrected.  

68. What we now have on top of a multi-year litany of lies, deceit, corruption, conspiracy, malfeasance and plain fraud is a 

constitutional crisis. Congratulations. 

69. A TISSUE OF LIES AND A FRAUDULENT TURITEA WIND FARM “CONSENT”  

                 Kenderdine mandatorily and permanently ceased being a judge on 6 August 2010. She had 

previously twice had her judicial warrant extended for a two year period by the Governor 

General. Only under these circumstances could she be recalled as a “retired” judge and use 

this appellation until the end of her second and final two year appointment. After this time 

she became a “former” judge as noted on the 20 August 2010 by the Attorney General 

Christopher Finlayson in his appointment of her as chair of the Historic Places Trust. 

 

http://www.beehive.govt.nz/release/new-historic-places-trust-chair-appointed 
 

From 6 August 2010 she was an ordinary member of the public with no judicial authority 

whatsoever. 

 

To call herself a Retired Judge or an Environment Judge chairing a Board of Inquiry is a lie. 

This fraud is widely known in Government and Ministry circles.  

Note the dates in the following memoranda 
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Here Kenderdine dispenses with the corrupt title of “Retired Environment Judge,” as it’s 

giving the game away to anyone in the public astute enough to notice, and opts for the 

corrupt title “Environment Judge” in the Draft Report. 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
And six days later continues with her deception.
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In the Memorandum to submitters re the Draft Decision Kenderdine slips up and reverts to 

“Retired.” Major issues raised by opposing submitters were completely ignored. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

In the “Final Decision” “Environment Judge” has a more authoritative ring about it and is 

used again for good measure, as indeed it continues to be so used - fraudulently - on the MFE 

website, despite Kenderdine not having been a Judge with the authority to make a legal 

determination for a full year and one month. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Submission 4 Paul Stitchbury 



 

 

 
70. Judicial malfeasance 

 

An analysis 
 

Kenderdine was appointed to the Board of Inquiry as a “retired judge” with a then current judicial 

warrant. On the 6th August 2010 she was permanently removed from the judiciary after her second and 

final two year appointment expired and her warrant to make legally binding decisions was at the same 

time permanently withdrawn. The judge chairing a Board of Inquiry is required to possess a warrant. The 

term “former” judge in the RMA legislation, in such an appointment, can only mean a judge eligible to 

be reappointed with a warrant and who has not yet reached the final stage where he /she must be 

compulsorily and permanently removed from the judicial roll. Kenderdine reached that final stage and 

from the 7th August 2010 was no longer a warrant holding retired judge, and as such, was correctly described 

by Governor-General Satyanand in layman’s language, two weeks later, as a “former judge” in an official 

welcome to Government House. Satyanand knew full well that Kenderdine no longer had a warrant or 

any legal authority, as he was the one who canceled her warrant on the advice of the Attorney-General. 

It should also be noted that Satyanand as a District Court Judge was a colleague of Kenderdine’s and, 

while he held a warrant, had developed programmes for judicial orientation and education. 

 

When a warrant holding judge is unable for any reason to carry out his/her duties, then that judge is 

compelled by NZ law to withdraw. Recusal is a regular occurrence. Kenderdine, however, simply 

continued on as before without any public announcement of her change of status, i.e. that she was now 

just Ms Kenderdine, a member of the public. From the 6th August 2010 the Board of Inquiry no longer 

had an appointed judge with a warrant heading it. In effect the Board of Inquiry ceased to exist. 

 

Risible responses from warrant holding government ministers and others to date have all hinged on the 

word “former” as a cover up for Kenderdine, but as demonstrated in the first paragraph this is 

fraudulent nonsense. The letters have concluded with the statement “I am satisfied that …..” without 

any valid legal argument in support. 

 

Kenderdine was fully aware of her non status as a judge and on the 5 public documents she signed after 

6th August 2010, she vacillated between “retired Environment Judge” and “Environment Judge” in the 

hope that no one outside the inner circle would notice. Both designations, however, were false and 

fraudulent. As noted above “retired judge” can only describe a judge reappointed beyond the 

retirement age for two, two year terms until compulsory removal from the judicial roll. She was 

removed on the 6th August 2010.The most important documents, the Draft Decision and the Final 

Decision are signed off by her as “Environment Judge”. The evidence in order of specific dates is here. 

 

http://turiteadocuments.files.wordpress.com/2012/04/a-tissue-of-lies-and-a-fraudulent-turitea-wind- 

farm-consent-2-january-20132.pdf 

 

Note that at no time did Kenderdine sign any documents as “former judge” or “former environment 

judge” The Serious Fraud Office has itself fraudulently and absurdly claimed that not signing off as 

“former judge “ was simply an administrative oversight and that this excuses her. Ironically

                administrative oversights are, however, the very grounds for dismissing legal cases and the SFO’s 

response gives the Government the out it needs to tear up the invalid Turitea consent. 

 

Correspondence received to date from all parties involved has specifically avoided the plain unvarnished 

fact that Kenderdine did not have a judicial warrant for thirteen months before she fraudulently issued 

the Turitea Final Decision, a decision equivalent to that of any made by a judge with a legally possessed 

and current warrant, be it in the Environment Court or District Court. 
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Kenderdine has knowingly committed fraud and this fraud has  not only been covered up at the highest level, 

but she has been handsomely rewarded for it. 
 

The Government, to validate the Turitea Final Decision, would need to amend the law to state that legal 

decisions no longer need to be made by current, warranted and accountable judges. This of course also 

means that ordinary NZ citizens could then claim they no longer needed, for example, current, valid 

drivers’ licenses or any current, valid professional practicising certificates or qualifications. 

 

71. The Law Commission when reviewing the Judicature Act made the following telling observations. 

 

3.65 There is also a danger, routinely rehearsed in the academic literature, that judges approaching the retirement age could 

make decisions favourable to the government in order to secure an acting appointment.  

3.64 A judge who retires on a full pension under the pre-1992 judges’ scheme can become an acting judge under the new 

scheme and in effect receive a salary plus what some might see as double retirement support. 

3.70 Depending on the method of selection, the use of acting judges may also create a risk of particular judges being appointed 

to influence the outcome of a decision. 

This is exactly what happened at Turitea with the appointment by Smith of the compliant Kenderdine and her “see no 

evil, hear no evil” board. 

 

72.  

              So who is the government covering for? Well for a start the following 

 

Nick Smith, former Environment Minister 

Kenderdine 

Former Governor-General Satyanand 

The Attorney-General 

The Minister of Justice 

The EPA (who told me to take my concerns to a local citizen’s advice bureau) 

Heffernan 

 

And it would appear. 

 

Joan Withers MRP chair, one time Director of Meridian, but Fairfax CEO when the following visit to the 

palmerston-north.info website was made by Mighty River Power. It shows the government in the guise of MRP 

editing out any comment about the Turitea wind farm which exposed what was going on. I posted a comment on the 

Dominion Post drawing attention to the palmerston-north.info website and stating that it was outrageous that a 

massive wind farm was intended for the city’s precious Turitea Reserve and asked would such a proposal be made 

for the Karori Wildlife sanctuary.  

 

Subsequently my home and school computer and John Adam’s computer were hacked to delete the saved evidence 

of this visit. This espionage was brought to Kenderdine’s attention and was ignored. Fortunately the spies missed one 

place where I emailed this blatant proof of government conspiracy.  

 

It is obvious why MRP and Fairfax were very anxious that they not be found out and that this evidence not see the 

light of day.  The ever compliant Kenderdine made sure at the hearings that it did not. 
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73. And here it is 

Palmerston North.info 

By Details > Visit Detail 

Visit 858 

    [<<]  [>>] 

Domain Name   mightyriver.co.nz ? (New Zealand) 

IP Address   203.144.32.# (DMZGLOBAL) 

ISP   DMZGLOBAL 

Location 

  

Continent  :  Oceania/Australasia 

Country  :  New Zealand  (Facts) 

City  :  Wellington 

Lat/Long  :  -41.3, 174.7833 (Map) 
 

Language   English (New Zealand) 
en-nz 

Operating 
System 

  Microsoft WinXP 

Browser 
  
Internet Explorer 7.0 
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 
1.1.4322; .NET CLR 2.0.50727) 

Javascript   version 1.5 

Monitor 
  
Resolution  :  1280 x 1024 

Color Depth  :  32 bits  
 

Time of Visit   Jul 16 2008 9:08:01 am 

Last Page View   Jul 16 2008 9:08:01 am 

Visit Length   0 seconds 

Page Views   1 

Referring URL 
 

http://blogadmin.stu...0&approved=2&spam=13  

Visit Entry Page   http://palmerstonnorth.blogspot.com/  

Visit Exit Page   http://palmerstonnorth.blogspot.com/  

Out Click     

Time Zone   UTC+11:00 

Visitor's Time   Jul 16 2008 9:08:01 am 

Visit Number   858 
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74. MRP had been monitoring my activities and no doubt others too. The referring URL, below in full, takes you to the page below, 

which since July 2008 has changed. This shows that MRP had unfettered access to all posts on Fairfax newspapers to delete 

comments which exposed the conspiracy against Palmerston North, its landscape, water catchment and hundreds of ratepayers. 

My comments were deleted. As stated in paragraph 72 this sitemeter evidence resulted when I tried to post a comment linking to 

www.palmerston-north.info where I asked if Wellington would be prepared to have a wind farm built in the Karori (Wildlife) 

Sanctuary. MRP clicked on the link in my post and thus they were exposed. 

75.  

http://blogadmin.stuff.co.nz/wp-login.php?redirect_to=%2Fwp-
admin%2Fmoderation.php%3Fignored%3D35%26deleted%3D0%26approved%3D2%26spam%3D13 

 

                         Stuff Blogs Have Been Moved/Updated 
                         Three Things You Need To Know 

                         ONE: 

                           The new address is https://blogadmin.stuff.co.nz/ 

                           Note that we are using a self signed certificate for that site right now. Your web browser will give a warning   

                           about this. 

                          TWO: 

                           The login procedure has changed. An additional layer of password protection has been added and this requires 

                           an additional username and password. 

                           This page will be updated soon with procedures for getting the new password to you. That should be sorted by 

                           Tuesday afternoon. In the meantime, feel free to contact Reed reed@catalyst.net.nz with any questions. 

                          THREE: 

                           Your existing WordPress username has not changed but your password has been expired and will need to be  

                           reset. You can do this yourself by visiting the Lost your password? page and following the instructions.  

                           This is a two step process. 

 

76. The following has been reported in the press. 

                 April-May 2006: State-owned power companies Solid Energy and Mighty River Power admit hiring spies to monitor 

                 the activities of protest groups, including Save Happy Valley, a group occupying the site  of a proposed West Coast mine.  

                 The spies are recruited by an Auckland private investigation company, Thompson and Clark 

                  http://www.stuff.co.nz/4489507a11.html 

                And 

                Another corporate accused of spying 
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                29/05/2007 6:44:02 

                Greenpeace suspects it may also have been spied upon by a major corporation. 

                Solid Energy has defended its decision to hire an investigations company, which planted a spy among the Save Happy Valley 

                Coalition which is protesting against the state-owned enterprise's open cast mining on the West Coast. 

                Greenpeace alleges Mighty River Power may also have hired the same private eye company last year, when Greenpeace was 

                fighting the SOE's bid to refire the Marsden B coal-fired power station in Northland. Greenpeace says it has been trying for  

                some time to find out what information Mighty River had on it, including anything gleaned by private investigators. The issue is  

                now before the Ombudsman and the Privacy Commissioner, after Mighty River refused the request. 

                 http://www.newstalkzb.co.nz/newsdetail1.asp?storyID=118241 

77. The Government certainly has been thorough in keeping the Turitea disaster from the media, but for how much longer?  

78. The Turitea consent issued by a member of the public faking judicial authority will set a new low in Commonwealth     

jurisprudence when it is put before a real judge. The claim in a recent letter by the Governor-General that the Minister of Justice, 

Judith Collins, has dealt with the issue will be seen for what it is – a monumental lie.  

79. Spying on me, and by association John Adams, was a really dumb move. The factual material in this submission and a great deal 

more is available online at       http://turiteadocuments.wordpress.com/turitea-wind-farm-documents/ 

80. Let’s leave the final words on this matter with Kenderdine, who made these malicious statements in the Final Decision. 

                “This is the first wind project in New Zealand which will impact on a large population base.” 

 

       And these, contemptuous, hollow, mocking words.  

 

                “Creating an environment where wind farm noise will be clearly noticeable at times of quiet background sound levels is not an 

 

                 option the Board condones, especially where large numbers of residents are affected. It is the Board’s view that energy  

 

                 operations in New Zealand will have to learn not to place wind farms so close to residential communities if they are not  

 

                 prepared to accept constraints on noise limits under such conditions.” 

 

               

81. I repeat, Palmerston North, its environment and ratepayer equity and amenity have been scandalously and corruptly sacrificed.  

                The public senses something is seriously wrong in NZ and feels impotent to do anything about it – that’s why one million New  

                Zealanders didn’t bother to vote.                                   

                Paul Stichbury 

                 5 / 6 / 2013 
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Submission 5 
Dianne Sharma Winter 

Intelligence and Security Committee 

Submission on the Government Communications Security Bureau and Related 
Legislation Amendment Bill 

This submission is in my individual capacity as tangata whenua of this land. 

I do not wish to appear before the committee. 

 The stated purpose of the Bill is to provide a clear statutory framework governing the 
activities of the Government Communications Security Bureau (GCSB) and enhance 
oversight. This is welcome given the findings of the Kitteridge Report and the intrusive 
nature of the agency’s operations. 

As the Bill is being put through in an accelerated timeframe under urgency, there is a 
danger that there will be insufficient consideration and debate of the balance between 
national security, international relations, and economic well-being on the one hand and, 
on the other, New Zealanders’ values, privacy, and proportionality of response. 

Creation of a Surveillance State 

The combination of Sections 15A and 25 lays the foundation for ubiquitous surveillance 
in New Zealand, almost entirely in the hands of Ministers. In some cases, as detailed in 
Section 16, this does not even require a warrant or any oversight whatsoever. Under the 
guise of its Section 8A and 8B functions as well as the purposes laid out in Section 25(2), 
the GCSB will be able to collect, store and analyse all communications ‘just in case’ it is 
necessary as opposed to a response to an actual need. 

Section 15A(1)(a) allows the GCSB to apply for an interception warrant to the Minister 
“authorising the use of interception devices to intercept communications not otherwise 
lawfully obtainable” (emphasis added). A similar provision is contained in Section 
15A(1)(b). Section 15A(5) overrides all checks and balances in the Act. Further, Section 
25 provides GCSB with wide discretion in the retention, use and communication of 
incidental information collected. 

Together, these Sections provide the GCSB with the ability to undertake ubiquitous 
surveillance. 

There are no barriers for the data collected to be shared with the National Security 
Agency (NSA) and others in the Five Eyes arrangement. Not only does the Bill create a 
Surveillance State, it provides for New Zealanders to be subject to ubiquitous 
surveillance in real-time by foreign states. 



The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and 15A(1)(b) as 
well as the entirety of Section 15A(5) should be deleted. 

GCSB Spying on New Zealanders 

I do not support the inclusion of Section 8C of the Bill and related provisions that 
provides for the GCSB to provide assistance to the agencies listed in Section 8C(1). 

The stated rationale is that “In a small jurisdiction like New Zealand, it is essential that 
specialised capabilities developed or acquired by agencies like GCSB should be available 
to meet key government priorities, where appropriate and subject to necessary 
safeguards.” Further, as the Regulatory Impact Statement states, “Other agencies will not 
have to duplicate technical capabilities and expertise already held by the Crown, and 
make effective and efficient use of the GCSB’s capabilities.” No analysis has been 
provided of the costs vs. benefits (both tangible and intangible) of alternative options, in 
particular of an agency such as the New Zealand Security Intelligence Service (SIS) 
developing the capabilities it needs itself, or that the National Cyber Security Centre 
(NCSC) cannot be strengthened or re-purposed to achieve this goal. 

Extending this logic and the Better Public Services programme, in the name of efficiency, 
expertise concentration, systems, sources, and resource rationalisation, the SIS and GCSB 
should be merged into a single agency. The logic that drives the Government to keep 
these two agencies separate is the very reason that the specialised capabilities of the 
GCSB should not be used to further the work of the SIS and other agencies listed in 
Section 8C(1). The unrestrained flow of GCSB’s data to the NSA, as detailed below, is 
another consideration. 

In addition, GCSB’s limited resources and focus should be on functions that no other 
agency provides, i.e. Section 8A and 8B. Section 8(3) allows the GCSB Director, subject 
to only the Minister’s control, to be able to prioritise Section 8C functions over the 
others. This concern is not hypothetical as evidenced by the NSA’s increased focus on 
domestic surveillance in the United States of America. 

Section 8C and related provisions authorising GCSB spying on New Zealanders should 
be deleted from the Bill. 

Information flow to the NSA 

What sets the GCSB apart from the SIS is its close ties with NSA and others in the Five 
Eyes arrangement. 

Data collected by the GCSB will flow without any check or oversight to the NSA, 
including that collected by spying on New Zealanders under Section 8C as well as that 
resulting from an interception warrant/access authorisation under Section 15B and from 
New Zealand information infrastructure (including the content of the communications 
themselves) without a warrant under Section 16. How that data is subsequently stored and 



used by the NSA, as well as for what purpose, is beyond New Zealand’s sovereign 
control or even knowledge. 

In addition, data collected by the GCSB under secret warrants and based solely on 
Ministerial discretion will flow to the NSA due to the Telecommunications (Interception 
Capability and Security) Bill going through the legislative process in parallel. The data is 
from lawful interception, duty to assist requests, and network security reviews. 

 A specific provision should be introduced in the Bill prohibiting the GCSB from 
providing data about New Zealanders and New Zealand information infrastructure, 
whether collected directly or incidentally, from being given to any and every foreign 
organisation. 

Strengthen oversight arrangements 

GCSB needs to be able to operate in secrecy and outside normal public scrutiny 
processes.  

Experience shows that effective oversight is even more important in such situations as 
otherwise misuse of powers and convenient interpretations of the law are inevitable. The 
proposed oversight arrangements are clearly inadequate against this standard. 

Cross-party political oversight of the GCSB can provide a measure of additional 
oversight. For example, the Intelligence and Security Committee should be able to 
independently initiate an enquiry and satisfy itself that incidental information in relation 
to third parties collected, retained and communicated by the GCSB is in accordance with 
Section 25. 

The Intelligence and Security Committee Act 1996 be amended so as to provide the 
Committee with the powers to undertake the same functions that the Inspector-General of 
Intelligence and Security has under Section 11 of the Inspector-General of Intelligence 
and Security Act 1996. 

Mandatory informing the Minister on urgent issue of a warrant/authorisation 

Section 19A provides for the people specified in Section 19A(2) to issue an urgent 
warrant or authorisation if the Minister is unavailable. To provide for continued oversight 
of the Minister and prevent the Minister from disclaiming knowledge of the urgent 
warrant/authorisation, the Minister should be mandatorily informed of the urgent warrant 
or authorisation issue. 

A provision be included in the Bill that it is mandatory for the person issuing an urgent 
warrant or authorisation under Section 19A to inform the Minister as soon as the Minister 
is available after the issue of such warrant or authorisation. 

  



List of agencies that can be assisted 

Section 8C(1)(d) provides for the GCSB to assist any department (within the meaning of 
the Public Finance Act 1989) by an Order in Council. This is a very low threshold and 
does not allow for any debate or consideration by Parliament. Yet the intrusive and 
secretive nature of the GCSB’s activities requires careful public consideration of 
appropriateness and proportionality before the list of departments it is able to assist is 
extended. 

For example, if the GCSB is used to assist Inland Revenue in tackling tax avoidance or 
the Ministry of Social Development in benefit fraud, this should be the subject of 
Parliamentary consideration and the legislative process rather than a Cabinet decision. 

The list of agencies that the GCSB is allowed to assist should be able to be expanded 
only by amending the Act rather than an Order in Council. 

Ensure whistleblowing process is working 

The amended Section 11 increases penalties for unauthorised disclosures by GCSB staff. 
Given the secretive nature of the organisation, it is vital that public interest disclosure 
provisions work effectively. Section 12 of the Protected Disclosures Act 2000 provides 
for special rules that apply to the GCSB in relation to the internal procedures that it must 
have in place. 

Include a provision in the Bill that requires the GCSB Director to certify to the Inspector-
General of Intelligence and Security annually that all applicable requirements of the 
Protected Disclosures Act 2000 have been fully complied with and that all staff are 
adequately informed of internal procedures in relation to protected disclosures. Such 
information should be reported to the House of Representatives in accordance with 
Section 12(3). 

Thank you for the opportunity to put forward my views. 

Dianne Sharma Winter 

Na Ngati Awa ki Whakatane 

 
 



Submission 6 
Margaret Harris 

Dear Sir or Madam 
 
I am writing to express concern with the GCSB bill and its potential consequences. I also 
include submissions as to how the bill could be altered in order to balance privacy and 
our rights as New Zealanders, with the security concerns which seem to be driving this 
bill forward. It is my belief that the basic right to privacy outweighs nebulous possible 
security benefits from allowing spying on New Zealand citizens. If criminal activity is 
taking place then it is a matter for the police and the justice system, in full view and 
judgement of the public, not a 'secret police'-style spy agency.   
 
While the work of the GCSB is to protect New Zealanders from outside threats to our 
safety, it is important to clearly define within what boundaries they may operate. It has 
become clear over the last year that these boundaries were either breached or seriously 
pushed.  
 
It is my view that it is the public of New Zealand's place to set those boundaries, and it is 
utterly unacceptable for the GCSB to exceed them. Retroactively allowing such behavior 
by loosening the previous boundaries does not make the previous breach any less 
serious or unacceptable. 
 
I make the following submissions for the bill; 
 

 That the words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and 

15A(1)(b), as well as the entirety of Section 15A(5) should be deleted. 

 Section 8C and related provisions authorising GCSB spying on New Zealanders 

should be deleted from the Bill. 

 A specific provision should be introduced in the Bill prohibiting the GCSB from 

providing data about New Zealanders and New Zealand information 

infrastructure, whether collected directly or incidentally, from being given to any 

and every foreign organisation. 

 The Intelligence and Security Committee Act 1996 be amended so as to provide 

the Committee with the powers to undertake the same functions that the 

Inspector-General of Intelligence and Security has under Section 11 of the 

Inspector-General of Intelligence and Security Act 1996. 

 A provision be included in the Bill that it is mandatory for the person issuing an 

urgent warrant or authorisation under Section 19A to inform the Minister as soon 

as the Minister is available after the issue of such warrant or authorisation. 

 The list of agencies that the GCSB is allowed to assist should be able to be 

expanded only by amending the Act rather than an Order in Council. 



 Include a provision in the Bill that requires the GCSB Director to certify to the 

Inspector-General of Intelligence and Security annually that all applicable 

requirements of the Protected Disclosures Act 2000 have been fully complied 

with and that all staff are adequately informed of internal procedures in relation to 

protected disclosures. Such information should be reported to the House of 

Representatives in accordance with Section 12(3). 

These submissions would strengthen the rights of the individual to not have their 
information shared with third parties; it strengthens oversight of the organisation to 
prevent excesses such as what have occurred over the last year; it allows the New 
Zealand criminal justice system to operate for New Zealanders, in full view and 
judgement of the public, without a separate and much less accountable 'secret-police' 
element.  
 
For your consideration 
 
Margaret Harris 
Lower Hutt 
 



Intelligence and Security Committee 
 

Submission on the Government Communications Security Bureau 
and Related Legislation Amendment Bill 

 
 
This submission is in my individual capacity. I wish to appear in person before the Committee. 
 
Support for Purpose of the Bill 

The stated purpose of the Bill is to provide a clear statutory framework governing the activities of 
the Government Communications Security Bureau (GCSB) and enhance oversight. This is welcome 
given the findings of the Kitteridge Report and the intrusive nature of the agency’s operations. 

As the Bill is being put through in an accelerated timeframe under urgency, there is a danger that 
there will be insufficient consideration and debate of the balance between national security, 
international relations, and economic well-being on the one hand and, on the other, New 
Zealanders’ values, privacy, and proportionality of response. 

Creation of a Surveillance State 

The combination of Sections 15A and 25 lays the foundation for ubiquitous surveillance in New 
Zealand, almost entirely in the hands of Ministers. In some cases, as detailed in Section 16, this does 
not even require a warrant or any oversight whatsoever. Under the guise of its Section 8A and 8B 
functions as well as the purposes laid out in Section 25(2), the GCSB will be able to collect, store and 
analyse all communications ‘just in case’ it is necessary as opposed to a response to an actual need. 

Section 15A(1)(a) allows the GCSB to apply for an interception warrant to the Minister “authorising 
the use of interception devices to intercept communications not otherwise lawfully obtainable” 
(emphasis added). A similar provision is contained in Section 15A(1)(b). Section 15A(5) overrides all 
checks and balances in the Act. Further, Section 25 provides GCSB with wide discretion in the 
retention, use and communication of incidental information collected. 

Together, these Sections provide the GCSB with the ability to undertake ubiquitous surveillance. 

There are no barriers for the data collected to be shared with the National Security Agency (NSA) 
and others in the Five Eyes arrangement. Not only does the Bill create a Surveillance State, it 
provides for New Zealanders to be subject to ubiquitous surveillance in real-time by foreign states. 

 The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and 15A(1)(b) as well as 
the entirety of Section 15A(5) should be deleted. 

GCSB Spying on New Zealanders 

I do not support the inclusion of Section 8C of the Bill and related provisions that provides for the 
GCSB to provide assistance to the agencies listed in Section 8C(1). 

The stated rationale is that “In a small jurisdiction like New Zealand, it is essential that specialised 
capabilities developed or acquired by agencies like GCSB should be available to meet key 
government priorities, where appropriate and subject to necessary safeguards.” Further, as the 
Regulatory Impact Statement states, “Other agencies will not have to duplicate technical capabilities 
and expertise already held by the Crown, and make effective and efficient use of the GCSB’s 
capabilities.” 
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No analysis has been provided of the costs vs. benefits (both tangible and intangible) of alternative 
options, in particular of an agency such as the New Zealand Security Intelligence Service (SIS) 
developing the capabilities it needs itself, or that the National Cyber Security Centre (NCSC) cannot 
be strengthened or re-purposed to achieve this goal. 

Extending this logic and the Better Public Services programme, in the name of efficiency, expertise 
concentration, systems, sources, and resource rationalisation, the SIS and GCSB should be merged 
into a single agency. The logic that drives the Government to keep these two agencies separate is 
the very reason that the specialised capabilities of the GCSB should not be used to further the work 
of the SIS and other agencies listed in Section 8C(1). The unrestrained flow of GCSB’s data to the 
NSA, as detailed below, is another consideration. 

In addition, GCSB’s limited resources and focus should be on functions that no other agency 
provides, i.e. Section 8A and 8B. Section 8(3) allows the GCSB Director, subject to only the Minister’s 
control, to be able to prioritise Section 8C functions over the others. This concern is not hypothetical 
as evidenced by the NSA’s increased focus on domestic surveillance in the United States of America. 

 Section 8C and related provisions authorising GCSB spying on New Zealanders should be 
deleted from the Bill. 

Information flow to the NSA 

What sets the GCSB apart from the SIS is its close ties with NSA and others in the Five Eyes 
arrangement. 

Data collected by the GCSB will flow without any check or oversight to the NSA, including that 
collected by spying on New Zealanders under Section 8C as well as that resulting from an 
interception warrant/access authorisation under Section 15B and from New Zealand information 
infrastructure (including the content of the communications themselves) without a warrant under 
Section 16. How that data is subsequently stored and used by the NSA, as well as for what purpose, 
is beyond New Zealand’s sovereign control or even knowledge. 

In addition, data collected by the GCSB under secret warrants and based solely on Ministerial 
discretion will flow to the NSA due to the Telecommunications (Interception Capability and Security) 
Bill going through the legislative process in parallel. The data is from lawful interception, duty to 
assist requests, and network security reviews. 

 A specific provision should be introduced in the Bill prohibiting the GCSB from providing data 
about New Zealanders and New Zealand information infrastructure, whether collected 
directly or incidentally, from being given to any and every foreign organisation. 

Strengthen oversight arrangements 

GCSB needs to be able to operate in secrecy and outside normal public scrutiny processes. 
Experience shows that effective oversight is even more important in such situations as otherwise 
misuse of powers and convenient interpretations of the law are inevitable. The proposed oversight 
arrangements are clearly inadequate against this standard. 

Cross-party political oversight of the GCSB can provide a measure of additional oversight. For 
example, the Intelligence and Security Committee should be able to independently initiate an 
enquiry and satisfy itself that incidental information in relation to third parties collected, retained 
and communicated by the GCSB is in accordance with Section 25. 
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 The Intelligence and Security Committee Act 1996 be amended so as to provide the 
Committee with the powers to undertake the same functions that the Inspector-General of 
Intelligence and Security has under Section 11 of the Inspector-General of Intelligence and 
Security Act 1996. 

Mandatory informing the Minister on urgent issue of a warrant/authorisation 

Section 19A provides for the people specified in Section 19A(2) to issue an urgent warrant or 
authorisation if the Minister is unavailable. To provide for continued oversight of the Minister and 
prevent the Minister from disclaiming knowledge of the urgent warrant/authorisation, the Minister 
should be mandatorily informed of the urgent warrant or authorisation issue. 

 A provision be included in the Bill that it is mandatory for the person issuing an urgent 
warrant or authorisation under Section 19A to inform the Minister as soon as the Minister is 
available after the issue of such warrant or authorisation. 

List of agencies that can be assisted 

Section 8C(1)(d) provides for the GCSB to assist any department (within the meaning of the Public 
Finance Act 1989) by an Order in Council. This is a very low threshold and does not allow for any 
debate or consideration by Parliament. Yet the intrusive and secretive nature of the GCSB’s activities 
requires careful public consideration of appropriateness and proportionality before the list of 
departments it is able to assist is extended. 

For example, if the GCSB is used to assist Inland Revenue in tackling tax avoidance or the Ministry of 
Social Development in benefit fraud, this should be the subject of Parliamentary consideration and 
the legislative process rather than a Cabinet decision. 

 The list of agencies that the GCSB is allowed to assist should be able to be expanded only by 
amending the Act rather than an Order in Council. 

Ensure whistleblowing process is working 

The amended Section 11 increases penalties for unauthorised disclosures by GCSB staff. Given the 
secretive nature of the organisation, it is vital that public interest disclosure provisions work 
effectively. Section 12 of the Protected Disclosures Act 2000 provides for special rules that apply to 
the GCSB in relation to the internal procedures that it must have in place. 

 Include a provision in the Bill that requires the GCSB Director to certify to the Inspector-
General of Intelligence and Security annually that all applicable requirements of the 
Protected Disclosures Act 2000 have been fully complied with and that all staff are 
adequately informed of internal procedures in relation to protected disclosures. Such 
information should be reported to the House of Representatives in accordance with Section 
12(3). 

 

Thank you for the opportunity to put forward my views. 

Vikram Kumar 
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Submission 8 
Di Hickman 

 

 

This submission is from 

Diana Hickman,12 Rushden Terrace, Red Beach, Auckland 0932. 

I oppose the Government Communications Security Bureau and 
Related Legislation Amendment Bill. 

I do not wish to appear before the committee to speak to my submission. 

Discussion 

1. The SIS have already been given the power to deal with issues 
regarding NZ citizens. 

On 12 July 2011 the New Zealand Security Intelligence Service Amendment Act 
2011, Public Act 2011 No 28, was passed. Attorney-General Chris Finlayson said 
(during the third reading debate) the changes would ensure the SIS was 
equipped to deal with the now widespread use of computers, mobile phones and 
internet technologies, and take advantage of new surveillance technologies.  

2. There is therefore no need for the GCSB to expand its focus onto NZ 
citizens. 
Section 14 of the current GCSB Act states that the bureau may not "take any 
action for the purpose of intercepting the communications of a person ... who is 
a New Zealand citizen or a permanent resident".  
 

3. The GCSB broke the law by illegally spying on NZ residents and 
citizens and has still not been held to account for this. The answer is 
not to change the law. The GCSB was set up to provide foreign 
intelligence and that is its role. There is no ambiguity in the wording in 
Section 14.  

I suggest to the committee that this proposed act is another step down the 
path towards changing NZ into a totalitarian state. Can’t we as a country learn 
from seeing how much damage the US Patriot Act is doing to Americans or do 
we have to blindly follow and make the same mistakes?  

Government Communications Security Bureau  
and Related Legislation Amendment Bill 



This expansion of GCSB powers has the potential for misuse. The preservation 
of the freedom of free speech and human rights in NZ is too important to put 
at risk by passing this Amendment Bill.  

. 

 



 

 Intelligence and Security Committee  

 

Submission on the Government Communications Security Bureau 

and Related Legislation Amendment Bill 

 

This submission is in my individual capacity.  

 

Support for Purpose of the Bill  

The stated purpose of the Bill is to provide a clear statutory framework governing the activities of 

the Government Communications Security Bureau (GCSB) and enhance oversight. This is welcome 

given the findings of the Kitteridge Report and the intrusive nature of the agency’s operations.  

As the Bill is being put through in an accelerated timeframe under urgency, there is a danger that 

there will be insufficient consideration and debate of the balance between national security, 

international relations, and economic well-being on the one hand and, on the other, New 

Zealanders’ values, privacy, and proportionality of response.  

 

Creation of a Surveillance State  

The combination of Sections 15A and 25 lays the foundation for ubiquitous surveillance in New 

Zealand, almost entirely in the hands of Ministers. In some cases, as detailed in Section 16, this does 

not even require a warrant or any oversight whatsoever. Under the guise of its Section 8A and 8B 

functions as well as the purposes laid out in Section 25(2), the GCSB will be able to collect, store and 

analyse all communications ‘just in case’ it is necessary as opposed to a response to an actual need.  

Section 15A(1)(a) allows the GCSB to apply for an interception warrant to the Minister “authorising 

the use of interception devices to intercept communications not otherwise lawfully obtainable” 

(emphasis added). A similar provision is contained in Section 15A(1)(b). Section 15A(5) overrides all 

checks and balances in the Act. Further, Section 25 provides GCSB with wide discretion in the 

retention, use and communication of incidental information collected.  

Together, these Sections provide the GCSB with the ability to undertake ubiquitous surveillance.  

There are no barriers for the data collected to be shared with the National Security Agency (NSA) 

and others in the Five Eyes arrangement. Not only does the Bill create a Surveillance State, it 

provides for New Zealanders to be subject to ubiquitous surveillance in real-time by foreign states.  

 

� The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and 15A(1)(b) as well as the 

entirety of Section 15A(5) should be deleted.  

 

GCSB Spying on New Zealanders  

I do not support the inclusion of Section 8C of the Bill and related provisions that provides for the 

GCSB to provide assistance to the agencies listed in Section 8C(1).  

The stated rationale is that “In a small jurisdiction like New Zealand, it is essential that specialised 

capabilities developed or acquired by agencies like GCSB should be available to meet key 

government priorities, where appropriate and subject to necessary safeguards.” Further, as the 

Regulatory Impact Statement states, “Other agencies will not have to duplicate technical capabilities 

and expertise already held by the Crown, and make effective and efficient use of the GCSB’s 

capabilities.”  
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No analysis has been provided of the costs vs. benefits (both tangible and intangible) of alternative 

options, in particular of an agency such as the New Zealand Security Intelligence Service (SIS) 

developing the capabilities it needs itself, or that the National Cyber Security Centre (NCSC) cannot 

be strengthened or re-purposed to achieve this goal.  

Extending this logic and the Better Public Services programme, in the name of efficiency, expertise 

concentration, systems, sources, and resource rationalisation, the SIS and GCSB should be merged 

into a single agency. The logic that drives the Government to keep these two agencies separate is 

the very reason that the specialised capabilities of the GCSB should not be used to further the work 

of the SIS and other agencies listed in Section 8C(1). The unrestrained flow of GCSB’s data to the 

NSA, as detailed below, is another consideration.  

In addition, GCSB’s limited resources and focus should be on functions that no other agency 

provides, i.e. Section 8A and 8B. Section 8(3) allows the GCSB Director, subject to only the Minister’s 

control, to be able to prioritise Section 8C functions over the others. This concern is not hypothetical 

as evidenced by the NSA’s increased focus on domestic surveillance in the United States of America.  

 

� Section 8C and related provisions authorising GCSB spying on New Zealanders should be deleted 

from the Bill.  

 

Information flow to the NSA  

What sets the GCSB apart from the SIS is its close ties with NSA and others in the Five Eyes 

arrangement.  

Data collected by the GCSB will flow without any check or oversight to the NSA, including that 

collected by spying on New Zealanders under Section 8C as well as that resulting from an 

interception warrant/access authorisation under Section 15B and from New Zealand information 

infrastructure (including the content of the communications themselves) without a warrant under 

Section 16. How that data is subsequently stored and used by the NSA, as well as for what purpose, 

is beyond New Zealand’s sovereign control or even knowledge.  

In addition, data collected by the GCSB under secret warrants and based solely on Ministerial 

discretion will flow to the NSA due to the Telecommunications (Interception Capability and Security) 

Bill going through the legislative process in parallel. The data is from lawful interception, duty to 

assist requests, and network security reviews.  

 

� A specific provision should be introduced in the Bill prohibiting the GCSB from providing data 

about New Zealanders and New Zealand information infrastructure, whether collected directly or 

incidentally, from being given to any and every foreign organisation.  

 

Strengthen oversight arrangements  

GCSB needs to be able to operate in secrecy and outside normal public scrutiny processes. 

Experience shows that effective oversight is even more important in such situations as otherwise 

misuse of powers and convenient interpretations of the law are inevitable. The proposed oversight 

arrangements are clearly inadequate against this standard.  

Cross-party political oversight of the GCSB can provide a measure of additional oversight. For 

example, the Intelligence and Security Committee should be able to independently initiate an 

enquiry and satisfy itself that incidental information in relation to third parties collected, retained 

and communicated by the GCSB is in accordance with Section 25.  
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� The Intelligence and Security Committee Act 1996 be amended so as to provide the Committee 

with the powers to undertake the same functions that the Inspector-General of Intelligence and 

Security has under Section 11 of the Inspector-General of Intelligence and Security Act 1996.  

 

Mandatory informing the Minister on urgent issue of a warrant/authorisation  

Section 19A provides for the people specified in Section 19A(2) to issue an urgent warrant or 

authorisation if the Minister is unavailable. To provide for continued oversight of the Minister and 

prevent the Minister from disclaiming knowledge of the urgent warrant/authorisation, the Minister 

should be mandatorily informed of the urgent warrant or authorisation issue.  

 

� A provision be included in the Bill that it is mandatory for the person issuing an urgent warrant 

or authorisation under Section 19A to inform the Minister as soon as the Minister is available after 

the issue of such warrant or authorisation.  

 

List of agencies that can be assisted  

Section 8C(1)(d) provides for the GCSB to assist any department (within the meaning of the Public 

Finance Act 1989) by an Order in Council. This is a very low threshold and does not allow for any 

debate or consideration by Parliament. Yet the intrusive and secretive nature of the GCSB’s activities 

requires careful public consideration of appropriateness and proportionality before the list of 

departments it is able to assist is extended.  

For example, if the GCSB is used to assist Inland Revenue in tackling tax avoidance or the Ministry of 

Social Development in benefit fraud, this should be the subject of Parliamentary consideration and 

the legislative process rather than a Cabinet decision.  

 

� The list of agencies that the GCSB is allowed to assist should be able to be expanded only by 

amending the Act rather than an Order in Council.  

 

Ensure whistleblowing process is working  

The amended Section 11 increases penalties for unauthorised disclosures by GCSB staff. Given the 

secretive nature of the organisation, it is vital that public interest disclosure provisions work 

effectively. Section 12 of the Protected Disclosures Act 2000 provides for special rules that apply to 

the GCSB in relation to the internal procedures that it must have in place.  

 

� Include a provision in the Bill that requires the GCSB Director to certify to the Inspector-General 

of Intelligence and Security annually that all applicable requirements of the Protected Disclosures Act 

2000 have been fully complied with and that all staff are adequately informed of internal procedures 

in relation to protected disclosures. Such information should be reported to the House of 

Representatives in accordance with Section 12(3).  

 

Thank you for the opportunity to put forward my views.  

Ben Simpson 
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Submission 10 
Matthew Wilson 

Fairlie, NZ 
 
This submission is to register my opposition to the new GCSB bill. 
 
It broadens powers and weakens oversight on an organisation that has already (and frequently) 
shown that it is unable to act within the law. 
 
No arrests have followed GCSB surveillance, but the GCSB has broken the law in the execution of 
said surveillance; this is a net loss for justice in New Zealand. Based on this, New Zealand would 
be better off with no GCSB at all. With that in mind, it seems a dramatic error to increase the 
powers of this organisation. 
 
Additionally, the powers granted by this bill are massively and unjustifiably broad, with a bare 
minimum of oversight. Particularly, section 15A(1)(b) allows two individuals (the Minister and 
the Director) to between the two of them authorise surveillance (without a warrant) on whole 
new *classes* of "information infrastructures." In light of the revelations regarding the US 
PRISM system, it seems unfathomable that we should be trying to grant our intelligence 
agencies even broader powers. 
 
I would argue that an organisation should have to show itself capable of acting within the law 
before it should be trusted to increase its powers and reach. The GCSB has already shown that it 
cannot be trusted with the kind of broad and unrestricted powers this bill proposes to offer 
them. 
 
And with that all said, there has been shown no need for such an agency or such surveillance. 
The NZ Police are already responsible for most of these matters, have channels through which 
to access surveillance and wiretaps as necessary, and are generally more successful in procuring 
prosecutions from their surveillance. 
 
In short, I am entirely opposed to this bill. 
 
Regards, 
Matthew Wilson. 

 



Submission 11 
Joshua Grainger 

Dear Intelligence and Security Committee 
 
I am writing to submit on the GCSB and Related Legislation Amendment Bill. 
 
I am a Law (Honours) student at the University of Canterbury. I have an interest in 
security related matters, and the Official Information Act. 
 
I am writing to request an amendment to the Bill to improve accountability. One of the 
functions of the Bill is to improve the oversight of the Inspector-General of Intelligence 
and Security. I would propose that in order to promote this accountability the Inspector-
General is brought under the Official Information Act, through including the Office of the 
Inspector-General in Schedule 1 of the OIA. I believe that allowing the Inspector-General 
to come over the OIA will increase the trust in our intelligence agencies, by giving more 
openness to the organisation tasked with looking over them. 
 
The Office of the Inspector General is not currently under the OIA. This means that 
obtaining information about what they do can be rather difficult. For example, I have 
previously attempted to obtain the annual reports that the Inspector-General presents to 
be tabled in Parliament, and was unable to, because of this lack of transparency. 
 
I will briefly deal with some anticipated objections to including the Inspector. 
 
1. The small size of the Office. The Office of the Inspector-General is indeed a small 
organisation. However, other small organisations are included under the OIA: such as 
individual water quality inspectors, and small public schools. It is anticipated that there 
would also be a small amount of OIA requests to the inspector. 
 
2. The 'oversight' function of the Office. The Inspector-General exercises an oversight 
function, and it maybe argued that such an Office is not appropriate to be included under 
the OIA. However, other bodies with oversight functions are included under the OIA: 
notably the Office of the Privacy Commissioner. They appear to deal with OIA requests 
fine. I would suggest that due to this oversight function, however, that the appropriate 
way for the Office to come under the OIA is via Schedule 1 of the Official Information 
Act, as opposed to Schedule 1 of the Ombudsman Act. 
 
If the Committee are receiving remote submissions I would like to appear to speak to my 
submission.  
 
Regards, 
Joshua Grainger. 
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Support for Purpose of the Bill 
The stated purpose of the Bill is to provide a clear statutory framework governing the 
activities of the Government Communications Security Bureau (GCSB) and enhance 
oversight. This is welcome given the findings of the Kitteridge Report and theintrusive 
nature of the agency’s operations. 
 
As the Bill is being put through in an accelerated timeframe under urgency, there is a 
danger that there will be insufficient consideration and debate of the balance between 
national security, international relations, and economic well-being on the one hand and, 
on the other, New Zealanders’ values, privacy, and proportionality of response. 
 
Creation of a Surveillance State  
The combination of Sections 15A and 25 lays the foundation for ubiquitous surveillance 
in New Zealand, almost entirely in the hands of Ministers. In some cases, as detailed in 
Section 16, this does not even require a warrant or any oversight whatsoever. Under the 
guise of its Section 8A and 8B functions as well as the purposes laid out in Section 25(2), 
the GCSB will be able to collect, store and analyse all communications ‘just in case’ it is 
necessary as opposed to a response to an actual need. 
 
Section 15A(1)(a) allows the GCSB to apply for an interception warrant to the Minister 
“authorising the use of interception devices to intercept communications not otherwise 
lawfully obtainable” (emphasis added). A similar provision is contained in Section 
15A(1)(b). Section 15A(5) overrides all checks and balances in the Act. Further, Section 
25 provides GCSB with wide discretion in the retention, use and communication of 
incidental information collected. 
 
Together, these Sections provide the GCSB with the ability to undertake ubiquitous 
surveillance. 
 
There are no barriers for the data collected to be shared with the National Security 
Agency (NSA) and others in the Five Eyes arrangement. Not only does the Bill create a 
Surveillance State, it provides for New Zealanders to be subject to ubiquitous 
surveillance in real-time by foreign states. 
 
The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and 15A(1)(b) as 
well as the entirety of Section 15A(5) should be deleted. 
 
GCSB Spying on New Zealanders 



I do not support the inclusion of Section 8C of the Bill and related provisions that 
provides for the GCSB to provide assistance to the agencies listed in Section 8C(1). 
The stated rationale is that “In a small jurisdiction like New Zealand, it is essential that 
specialised capabilities developed or acquired by agencies like GCSB should be available 
to meet key government priorities, where appropriate and subject to necessary 
safeguards.” Further, as the Regulatory Impact Statement states, “Other agencies will not 
have to duplicate technical capabilities and expertise already held by the Crown, and 
make effective and efficient use of the GCSB’s capabilities.” No analysis has been 
provided of the costs vs. benefits (both tangible and intangible) of alternative  
options, in particular of an agency such as the New Zealand Security Intelligence Service 
(SIS) developing the capabilities it needs itself, or that the National Cyber Security 
Centre (NCSC) cannot be strengthened or re-purposed to achieve this goal. 
 
Extending this logic and the Better Public Services programme, in the name of efficiency, 
expertise concentration, systems, sources, and resource rationalisation, the SIS and GCSB 
should be merged into a single agency. The logic that drives the Government to keep 
these two agencies separate is the very reason that the specialised capabilities of the 
GCSB should not be used to further the work of the SIS and other agencies listed in 
Section 8C(1). The unrestrained flow of GCSB’s data to the NSA, as detailed below, is 
another consideration. 
 
In addition, GCSB’s limited resources and focus should be on functions that no other 
agency provides, i.e. Section 8A and 8B. Section 8(3) allows the GCSB Director, subject 
to only the Minister’s control, to be able to prioritise Section 8C functions over the 
others. This concern is not hypothetical as evidenced by the NSA’s increased focus on 
domestic surveillance in the United States of America. 
 
Section 8C and related provisions authorising GCSB spying on New Zealanders should 
be deleted from the Bill. 
 
Information flow to the NSA 
What sets the GCSB apart from the SIS is its close ties with NSA and others in the Five 
Eyes arrangement. 
 
Data collected by the GCSB will flow without any check or oversight to the NSA, 
including that collected by spying on New Zealanders under Section 8C as well as that 
resulting from an interception warrant/access authorisation under Section 15B and from 
New Zealand information infrastructure (including the content of the communications 
themselves) without a warrant under Section 16. How that data is subsequently stored and 
used by the NSA, as well as for what purpose, is beyond New Zealand’s sovereign 
control or even knowledge. 
 
In addition, data collected by the GCSB under secret warrants and based solely on 
Ministerial discretion will flow to the NSA due to the Telecommunications (Interception 
Capability and Security) Bill going through the legislative process in parallel. The data is 
from lawful interception, duty to assist requests, and network security reviews. 



A specific provision should be introduced in the Bill prohibiting the GCSB from 
providing data about New Zealanders and New Zealand information infrastructure, 
whether collected directly or incidentally, from being given to any and every foreign 
organisation. 
 
Strengthen oversight arrangements 
GCSB needs to be able to operate in secrecy and outside normal public scrutiny 
processes.  
 
Experience shows that effective oversight is even more important in such situations as 
otherwise misuse of powers and convenient interpretations of the law are inevitable. The 
proposed oversight arrangements are clearly inadequate against this standard. 
 
Cross-party political oversight of the GCSB can provide a measure of additional 
oversight. For example, the Intelligence and Security Committee should be able to 
independently initiate an enquiry and satisfy itself that incidental information in relation 
to third parties collected, retained and communicated by the GCSB is in accordance with 
Section 25. 
 
The Intelligence and Security Committee Act 1996 be amended so as to provide the  
Committee with the powers to undertake the same functions that the Inspector-General 
of Intelligence and Security has under Section 11 of the Inspector-General of Intelligence 
and Security Act 1996. 
 
Mandatory informing the Minister on urgent issue of a warrant/authorisation Section 19A 
provides for the people specified in Section 19A(2) to issue an urgent warrant or  
authorisation if the Minister is unavailable. To provide for continued oversight of the 
Minister and prevent the Minister from disclaiming knowledge of the urgent 
warrant/authorisation, the Minister should be mandatorily informed of the urgent warrant 
or authorisation issue. 
 
A provision be included in the Bill that it is mandatory for the person issuing an urgent  
warrant or authorisation under Section 19A to inform the Minister as soon as the Minister 
is available after the issue of such warrant or authorisation. 
 
List of agencies that can be assisted 
Section 8C(1)(d) provides for the GCSB to assist any department (within the meaning of 
the Public Finance Act 1989) by an Order in Council. This is a very low threshold and 
does not allow for any debate or consideration by Parliament. Yet the intrusive and 
secretive nature of the GCSB’s activities requires careful public consideration of 
appropriateness and proportionality before the list of departments it is able to assist is 
extended. 
 
For example, if the GCSB is used to assist Inland Revenue in tackling tax avoidance or 
the Ministry of Social Development in benefit fraud, this should be the subject of 
Parliamentary consideration and the legislative process rather than a Cabinet decision. 



The list of agencies that the GCSB is allowed to assist should be able to be expanded 
only by amending the Act rather than an Order in Council. 
 
Ensure whistleblowing process is working 
The amended Section 11 increases penalties for unauthorised disclosures by GCSB staff.  
 
Given the secretive nature of the organisation, it is vital that public interest disclosure 
provisions work effectively. Section 12 of the Protected Disclosures Act 2000 provides 
for special rules that apply to the GCSB in relation to the internal procedures that it must 
have in place. 
 
Include a provision in the Bill that requires the GCSB Director to certify to the Inspector-
General of Intelligence and Security annually that all applicable requirements of the  
Protected Disclosures Act 2000 have been fully complied with and that all staff are  
adequately informed of internal procedures in relation to protected disclosures. Such  
information should be reported to the House of Representatives in accordance with 
Section 12(3). 
 
Thank you for the opportunity to put forward my views. 
 



Intelligence	  and	  Security	  Committee	  
	  
Submission	  on	  the	  Government	  Communications	  Security	  Bureau	  and	  Related	  
Legislation	  Amendment	  Bill	  
	  
This	  submission	  is	  in	  my	  individual	  capacity.	  I	  do	  not	  wish	  to	  appear	  in	  person	  
before	  the	  Committee.	  
	  
Support	  for	  Purpose	  of	  the	  Bill	  
	  
The	  stated	  purpose	  of	  the	  Bill	  is	  to	  provide	  a	  clear	  statutory	  framework	  
governing	  the	  activities	  of	  the	  Government	  Communications	  Security	  Bureau	  
(GCSB)	  and	  enhance	  oversight.	  This	  is	  welcome	  given	  the	  findings	  of	  the	  
Kitteridge	  Report	  and	  the	  intrusive	  nature	  of	  the	  agency’s	  operations.	  
	  
As	  the	  Bill	  is	  being	  put	  through	  in	  an	  accelerated	  timeframe	  under	  urgency,	  there	  
is	  a	  danger	  that	  there	  will	  be	  insufficient	  consideration	  and	  debate	  of	  the	  balance	  
between	  national	  security,	  international	  relations,	  and	  economic	  well-‐being	  on	  
the	  one	  hand	  and,	  on	  the	  other,	  New	  Zealanders’	  values,	  privacy,	  and	  
proportionality	  of	  response.	  
	  
Creation	  of	  a	  Surveillance	  State	  
	  
The	  combination	  of	  Sections	  15A	  and	  25	  lays	  the	  foundation	  for	  ubiquitous	  
surveillance	  in	  New	  Zealand,	  almost	  entirely	  in	  the	  hands	  of	  Ministers.	  In	  some	  
cases,	  as	  detailed	  in	  Section	  16,	  this	  does	  not	  even	  require	  a	  warrant	  or	  any	  
oversight	  whatsoever.	  Under	  the	  guise	  of	  its	  Section	  8A	  and	  8B	  functions	  as	  well	  
as	  the	  purposes	  laid	  out	  in	  Section	  25(2),	  the	  GCSB	  will	  be	  able	  to	  collect,	  store	  
and	  analyse	  all	  communications	  ‘just	  in	  case’	  it	  is	  necessary	  as	  opposed	  to	  a	  
response	  to	  an	  actual	  need.	  
	  
Section	  15A(1)(a)	  allows	  the	  GCSB	  to	  apply	  for	  an	  interception	  warrant	  to	  the	  
Minister	  “authorising	  the	  use	  of	  interception	  devices	  to	  intercept	  
communications	  not	  otherwise	  lawfully	  obtainable”	  (emphasis	  added).	  A	  
similar	  provision	  is	  contained	  in	  Section	  15A(1)(b).	  Section	  15A(5)	  overrides	  all	  
checks	  and	  balances	  in	  the	  Act.	  Further,	  Section	  25	  provides	  GCSB	  with	  wide	  
discretion	  in	  the	  retention,	  use	  and	  communication	  of	  incidental	  information	  
collected.	  
	  
Together,	  these	  Sections	  provide	  the	  GCSB	  with	  the	  ability	  to	  undertake	  
ubiquitous	  surveillance.	  
	  
There	  are	  no	  barriers	  for	  the	  data	  collected	  to	  be	  shared	  with	  the	  National	  
Security	  Agency	  (NSA)	  and	  others	  in	  the	  Five	  Eyes	  arrangement.	  Not	  only	  does	  
the	  Bill	  create	  a	  Surveillance	  State,	  it	  provides	  for	  New	  Zealanders	  to	  be	  subject	  
to	  ubiquitous	  surveillance	  in	  real-‐time	  by	  foreign	  states.	  
	  

• The	  words	  “not	  otherwise	  lawfully	  obtainable”	  in	  Sections	  15A(1)(a)	  and	  
15A(1)(b)	  as	  well	  as	  the	  entirety	  of	  Section	  15A(5)	  should	  be	  deleted.	  
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GCSB	  Spying	  on	  New	  Zealanders	  
	  
I	  do	  not	  support	  the	  inclusion	  of	  Section	  8C	  of	  the	  Bill	  and	  related	  provisions	  that	  
provides	  for	  the	  GCSB	  to	  provide	  assistance	  to	  the	  agencies	  listed	  in	  Section	  
8C(1).	  
	  
The	  stated	  rationale	  is	  that	  “In	  a	  small	  jurisdiction	  like	  New	  Zealand,	  it	  is	  
essential	  that	  specialised	  capabilities	  developed	  or	  acquired	  by	  agencies	  like	  
GCSB	  should	  be	  available	  to	  meet	  key	  government	  priorities,	  where	  appropriate	  
and	  subject	  to	  necessary	  safeguards.”	  Further,	  as	  the	  Regulatory	  Impact	  
Statement	  states,	  “Other	  agencies	  will	  not	  have	  to	  duplicate	  technical	  capabilities	  
and	  expertise	  already	  held	  by	  the	  Crown,	  and	  make	  effective	  and	  efficient	  use	  of	  
the	  GCSB’s	  capabilities.”	  
	  
No	  analysis	  has	  been	  provided	  of	  the	  costs	  vs.	  benefits	  (both	  tangible	  and	  
intangible)	  of	  alternative	  options,	  in	  particular	  of	  an	  agency	  such	  as	  the	  New	  
Zealand	  Security	  Intelligence	  Service	  (SIS)	  developing	  the	  capabilities	  it	  needs	  
itself,	  or	  that	  the	  National	  Cyber	  Security	  Centre	  (NCSC)	  cannot	  be	  strengthened	  
or	  re-‐purposed	  to	  achieve	  this	  goal.	  
	  
Extending	  this	  logic	  and	  the	  Better	  Public	  Services	  programme,	  in	  the	  name	  of	  
efficiency,	  expertise	  concentration,	  systems,	  sources,	  and	  resource	  
rationalisation,	  the	  SIS	  and	  GCSB	  should	  be	  merged	  into	  a	  single	  agency.	  The	  
logic	  that	  drives	  the	  Government	  to	  keep	  these	  two	  agencies	  separate	  is	  the	  very	  
reason	  that	  the	  specialised	  capabilities	  of	  the	  GCSB	  should	  not	  be	  used	  to	  further	  
the	  work	  of	  the	  SIS	  and	  other	  agencies	  listed	  in	  Section	  8C(1).	  The	  unrestrained	  
flow	  of	  GCSB’s	  data	  to	  the	  NSA,	  as	  detailed	  below,	  is	  another	  consideration.	  
	  
In	  addition,	  GCSB’s	  limited	  resources	  and	  focus	  should	  be	  on	  functions	  that	  no	  
other	  agency	  provides,	  i.e.	  Section	  8A	  and	  8B.	  Section	  8(3)	  allows	  the	  GCSB	  
Director,	  subject	  to	  only	  the	  Minister’s	  control,	  to	  be	  able	  to	  prioritise	  Section	  8C	  
functions	  over	  the	  others.	  This	  concern	  is	  not	  hypothetical	  as	  evidenced	  by	  the	  
NSA’s	  increased	  focus	  on	  domestic	  surveillance	  in	  the	  United	  States	  of	  America.	  
	  

• Section	  8C	  and	  related	  provisions	  authorising	  GCSB	  spying	  on	  New	  
Zealanders	  should	  be	  deleted	  from	  the	  Bill.	  
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Information	  flow	  to	  the	  NSA	  
	  
What	  sets	  the	  GCSB	  apart	  from	  the	  SIS	  is	  its	  close	  ties	  with	  NSA	  and	  others	  in	  the	  
Five	  Eyes	  arrangement.	  
	  
Data	  collected	  by	  the	  GCSB	  will	  flow	  without	  any	  check	  or	  oversight	  to	  the	  NSA,	  
including	  that	  collected	  by	  spying	  on	  New	  Zealanders	  under	  Section	  8C	  as	  well	  as	  
that	  resulting	  from	  an	  interception	  warrant/access	  authorisation	  under	  Section	  
15B	  and	  from	  New	  Zealand	  information	  infrastructure	  (including	  the	  content	  of	  
the	  communications	  themselves)	  without	  a	  warrant	  under	  	  
	  
Section	  16.	  How	  that	  data	  is	  subsequently	  stored	  and	  used	  by	  the	  NSA,	  as	  well	  as	  
for	  what	  purpose,	  is	  beyond	  New	  Zealand’s	  sovereign	  control	  or	  even	  knowledge.	  
	  
In	  addition,	  data	  collected	  by	  the	  GCSB	  under	  secret	  warrants	  and	  based	  solely	  
on	  Ministerial	  discretion	  will	  flow	  to	  the	  NSA	  due	  to	  the	  Telecommunications	  
(Interception	  Capability	  and	  Security)	  Bill	  going	  through	  the	  legislative	  process	  
in	  parallel.	  The	  data	  is	  from	  lawful	  interception,	  duty	  to	  assist	  requests,	  and	  
network	  security	  reviews.	  
	  

• A	  specific	  provision	  should	  be	  introduced	  in	  the	  Bill	  prohibiting	  the	  GCSB	  
from	  providing	  data	  about	  New	  Zealanders	  and	  New	  Zealand	  information	  
infrastructure,	  whether	  collected	  directly	  or	  incidentally,	  from	  being	  given	  
to	  any	  and	  every	  foreign	  organisation.	  

	  
Strengthen	  oversight	  arrangements	  
	  
GCSB	  needs	  to	  be	  able	  to	  operate	  in	  secrecy	  and	  outside	  normal	  public	  scrutiny	  
processes.	  	  Experience	  shows	  that	  effective	  oversight	  is	  even	  more	  important	  in	  
such	  situations	  as	  otherwise	  misuse	  of	  powers	  and	  convenient	  interpretations	  of	  
the	  law	  are	  inevitable.	  The	  proposed	  oversight	  arrangements	  are	  clearly	  
inadequate	  against	  this	  standard.	  
	  
Cross-‐party	  political	  oversight	  of	  the	  GCSB	  can	  provide	  a	  measure	  of	  additional	  
oversight.	  For	  example,	  the	  Intelligence	  and	  Security	  Committee	  should	  be	  able	  
to	  independently	  initiate	  an	  enquiry	  and	  satisfy	  itself	  that	  incidental	  information	  
in	  relation	  to	  third	  parties	  collected,	  retained	  and	  communicated	  by	  the	  GCSB	  is	  
in	  accordance	  with	  Section	  25.	  
	  

• The	  Intelligence	  and	  Security	  Committee	  Act	  1996	  be	  amended	  so	  as	  to	  
provide	  the	  Committee	  with	  the	  powers	  to	  undertake	  the	  same	  functions	  
that	  the	  Inspector-‐General	  of	  Intelligence	  and	  Security	  has	  under	  Section	  11	  
of	  the	  Inspector-‐General	  of	  Intelligence	  and	  Security	  Act	  1996.	  
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Mandatory	  informing	  the	  Minister	  on	  urgent	  issue	  of	  a	  
warrant/authorisation	  
	  
Section	  19A	  provides	  for	  the	  people	  specified	  in	  Section	  19A(2)	  to	  issue	  an	  
urgent	  warrant	  or	  authorisation	  if	  the	  Minister	  is	  unavailable.	  To	  provide	  for	  
continued	  oversight	  of	  the	  Minister	  and	  prevent	  the	  Minister	  from	  disclaiming	  
knowledge	  of	  the	  urgent	  warrant/authorisation,	  the	  Minister	  should	  be	  
mandatorily	  informed	  of	  the	  urgent	  warrant	  or	  authorisation	  issue.	  
	  

• A	  provision	  be	  included	  in	  the	  Bill	  that	  it	  is	  mandatory	  for	  the	  person	  issuing	  
an	  urgent	  warrant	  or	  authorisation	  under	  Section	  19A	  to	  inform	  the	  
Minister	  as	  soon	  as	  the	  Minister	  is	  available	  after	  the	  issue	  of	  such	  warrant	  
or	  authorisation.	  

	  
List	  of	  agencies	  that	  can	  be	  assisted	  
	  
Section	  8C(1)(d)	  provides	  for	  the	  GCSB	  to	  assist	  any	  department	  (within	  the	  
meaning	  of	  the	  Public	  Finance	  Act	  1989)	  by	  an	  Order	  in	  Council.	  This	  is	  a	  very	  
low	  threshold	  and	  does	  not	  allow	  for	  any	  debate	  or	  consideration	  by	  Parliament.	  
Yet	  the	  intrusive	  and	  secretive	  nature	  of	  the	  GCSB’s	  activities	  requires	  careful	  
public	  consideration	  of	  appropriateness	  and	  proportionality	  before	  the	  list	  of	  
departments	  it	  is	  able	  to	  assist	  is	  extended.	  
	  
For	  example,	  if	  the	  GCSB	  is	  used	  to	  assist	  Inland	  Revenue	  in	  tackling	  tax	  
avoidance	  or	  the	  Ministry	  of	  Social	  Development	  in	  benefit	  fraud,	  this	  should	  be	  
the	  subject	  of	  Parliamentary	  consideration	  and	  the	  legislative	  process	  rather	  
than	  a	  Cabinet	  decision.	  
	  

• The	  list	  of	  agencies	  that	  the	  GCSB	  is	  allowed	  to	  assist	  should	  be	  able	  to	  be	  
expanded	  only	  by	  amending	  the	  Act	  rather	  than	  an	  Order	  in	  Council.	  

	  
Ensure	  whistleblowing	  process	  is	  working	  
	  
The	  amended	  Section	  11	  increases	  penalties	  for	  unauthorised	  disclosures	  by	  
GCSB	  staff.	  Given	  the	  secretive	  nature	  of	  the	  organisation,	  it	  is	  vital	  that	  public	  
interest	  disclosure	  provisions	  work	  effectively.	  Section	  12	  of	  the	  Protected	  
Disclosures	  Act	  2000	  provides	  for	  special	  rules	  that	  apply	  to	  the	  GCSB	  in	  relation	  
to	  the	  internal	  procedures	  that	  it	  must	  have	  in	  place.	  
	  

• Include	  a	  provision	  in	  the	  Bill	  that	  requires	  the	  GCSB	  Director	  to	  certify	  to	  
the	  Inspector	  General	  of	  Intelligence	  and	  Security	  annually	  that	  all	  
applicable	  requirements	  of	  the	  Protected	  Disclosures	  Act	  2000	  have	  been	  
fully	  complied	  with	  and	  that	  all	  staff	  are	  adequately	  informed	  of	  internal	  
procedures	  in	  relation	  to	  protected	  disclosures.	  Such	  information	  should	  be	  
reported	  to	  the	  House	  of	  Representatives	  in	  accordance	  with	  Section	  12(3).	  

	  
Thank	  you	  for	  the	  opportunity	  to	  put	  forward	  my	  views.	  The	  amended	  Section	  
11	  increases	  penalties	  for	  unauthorised	  disclosures	  by	  GCSB	  staff.	  Given	  the	  
secretive	  nature	  of	  the	  organisation,	  it	  is	  vital	  that	  public	  interest	  disclosure	  
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provisions	  work	  effectively.	  Section	  12	  of	  the	  Protected	  Disclosures	  Act	  2000	  
provides	  for	  special	  rules	  that	  apply	  to	  the	  GCSB	  in	  relation	  to	  the	  internal	  
procedures	  that	  it	  must	  have	  in	  place.	  
	  

• Include	  a	  provision	  in	  the	  Bill	  that	  requires	  the	  GCSB	  Director	  to	  certify	  to	  
the	  Inspector	  General	  of	  Intelligence	  and	  Security	  annually	  that	  all	  
applicable	  requirements	  of	  the	  Protected	  Disclosures	  Act	  2000	  have	  been	  
fully	  complied	  with	  and	  that	  all	  staff	  are	  adequately	  informed	  of	  internal	  
procedures	  in	  relation	  to	  protected	  disclosures.	  Such	  information	  should	  be	  
reported	  to	  the	  House	  of	  Representatives	  in	  accordance	  with	  Section	  12(3).	  

	  
Thank	  you	  for	  the	  opportunity	  to	  put	  forward	  my	  views.	  
	  
David	  ten	  Have	  
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Submission 14 
Ian Mackenzie 

 
Government Communications Security Bureau and Related Legislation Amendment Bill 
 
The GCSB has demonstrated that it does not respect those restrictions placed upon it by 
current law. The remedy for this should be to enforce democratic accountability and 
tighten up not only the checks and balances but the restrictions on what they are allowed 
to do to New Zealanders. 
 
This bill would greatly increase their powers and decrease oversight and decrease 
accountability. 
 
New Zealand is in more danger of having foreign governments suborn the GCSB, police, 
and other security forces than it is from terrorists. 
 
It is the wrong bill at the wrong time. 
 
Ian Mackenzie 
 



Submission 15 
Barry Phease 

 
I wish to lodge a submission in respect of the Government Communications Security Bureau and 
Related Legislation Amendment Bill 
 
This bill is a further erosion of NZers rights to freedom of expression and privacy. 
 
The power of a state to intrude into the personal communications of its citizens is something 
that should only be used where a serious crime is likely to be perpetrated otherwise.  There is 
already provision for the police to request interception warrants.  The police have the capability 
(or should have the capability) of getting access to information without recourse to other 
organisations. 
 
The police are subject to a number of controls which hold them to account for misuse of their 
powers.  The GCSB is secret and there is no public oversight of how it uses or misuses its powers.  
We should hope to trust the government oversight to stop the GCSB from overreaching its role 
to keep NZ safe from violent or seriously disruptive action (beyond normal criminal activity) but 
there is no visibility.  The temptation must exist to allow spying on people for activities that are 
a threat to something other than the well being of the people. 
 
The fact that this illegal activity came to light in regard to the Kim Dotcom case proves that it can 
be used inappropriately.  There is no way that Dotcom was a threat to NZ that required the 
surveillance of GCSB. 
It was purely a police matter.  Even if he had not been a NZ resident involving the GCSB was not 
indicated. 
 
The actions of the GCSB have been shown to be illegal.  The proper response to illegal behaviour 
is prosecution not to legislate to make it legal. 
 
It is time to stop increasing the powers of the state to intrude on the rights of the people. 
 
Barry Phease 
Lower Hutt 
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Pakeeza Rasheed 

 
I am opposed to the current bill in its current form. There is too much power being 
afforded to the GCSB with little to no oversight and no way for them to be held 
accountable. They have no right to access my private data and hold it in that capacity 
without good reason and without a rigorous framework. I understand the need for laws 
such as these but not to this extent, especially after the findings after the dot com fiasco 
and now with PRISM. If you go ahead with this, you would have lost the faith and 
support of all New Zealanders! 
 
My suggestions: 
 
– Remove the ability for Ministerially approved access where it is otherwise unlawful : 
who the HELL are ministers to make this kind of sensitive decision???!! 
– Provisions to spy on New Zealanders should be removed all together : if i wanted to 
live in the USA or China I would be there right now!! 
– Direct or indirect data collection about New Zealanders should not be allowed 
(currently the GCSB can collect metadata from sources such as emails without a 
warrant): as above 
– Ministers should be made aware with haste when a an urgent warrant is granted to the 
GCSB: they can't make the decision but they represent us and if i can't have access to 
confidential information i want to make sure my representative has it STRAIGHT AWAY. 
ALL of them. Not just the ones that support it or have a conservative pov!!  
– An annual audit should be imposed to make sure the GCSB is complying with the 
Protected Disclosures Act of 2000 and all staff are adequately informed of what that 
entails : this is absolutely NECESSARY after the worldwide spying, incompetence and 
corruption.  
Thank you for considering my point of view and making the right decision for NEW 
ZEALAND - no to this bill!  
 
Pakeeza Rasheed 
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Bevan McCabe 

 
To whom it may concern, 
 
I am opposed to this bill. 
The GCSB has demonstrated itself to be an incompetent organisation, incapable of 
sticking to the law. 
This is obvious form its conduct in the Dotcom affair and the spying on 80-plus New 
Zealanders. 
 
The GCSB is a relic of the cold war, and is not required to be part of New Zealand's 
security apparatus. 
Its powers should be reduced. Ideally, it should be disbanded. 
 
There is no need to have the GCSB spying on New Zealanders. The police already have 
sufficient powers to investigate criminal activity. 
 
There is no demonstrable threat to New Zealand to justify this expansion of GCSB 
powers. 
 
This bill should not be passed. 
 
 
Bevan McCabe 
Wellington, New Zealand. 
 



Re: Government Communications Security Bureau and Related Legislation Amendment Bill (109-1) 

To the members of the select committee, 

I wish to contribute to the discussion surrounding the Government Communications Security Bureau and Related 

Legislation Amendment Bill (109-1) in my capacity as a citizen of New Zealand. I acknowledge the necessity of 

updating legislation to reflect changes in technology and how it is used. However, I am opposed to the bill as it 

stands as it gives too much unchecked power to the GCSB and Government, and constitutes an unacceptable loss 

of personal privacy.  

I outline below my specific objection to this bill. 

1. Section 14 of the original GCSB Act (2003) specifies that the GCSB is not to conduct foreign intelligence 
activities against New Zealanders. The new section 14 specifies that this exclusion only applies to 
activities under the new section 8B (Intelligence gathering and analysis). Activities conducted under the 
new section 8A (Information assurance and cyber security) may therefore target New Zealand citizens.  

 
2. The new section 15A allows the GCSB to obtain a warrant for activities under the new section 8A from the 

Minister. 

 

3. These two points taken in conjunction open the possibility for the GCSB to conduct activities under 

section 8A, against New Zealand citizens, on the basis of a warrant issued by a New Zealand Government 

Minister. 

I feel that this third point is an unacceptable consequence of this bill.  

On a more general note, this discussion on privacy vs. security is very timely given the developments with the NSA 

in the USA. I would like to make some comments in defence of privacy. Proponents of this bill might argue that if 

citizens have nothing to hide, then they have nothing to fear from the expansion of online surveillance. This 

‘nothing-to-hide’ argument is very common, but it is flawed as ‘privacy’ is much more than just a desire to hide 

things.  

One’s privacy is compromised when one’s banking details are exposed to the country. But privacy is also 

compromised one is watched preparing dinner through the kitchen window. In the second case, no personal 

information or secrets have been revealed, and the victim had nothing to hide. And yet one would be right to be 

annoyed, and a little creeped out. It is this second, less tangible, loss of privacy that results from expanding 

communications surveillance. It can result in inhibitions regarding free speech, free association, and other 

freedoms we currently enjoy in NZ. 

I urge the members of the select committee not to accept the ‘nothing-to-hide’ argument, and to consider very 

carefully how the new provisions in this bill will affect the complex privacy issues surrounding online 

communication surveillance. 

Thank you for your time. 
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Submission 19 
Reihana Robinson 

1. The Bill is being passed through parliament under urgency – but there is no need 
for urgency. 

A. Like all Bills, this Bill should not be rushed through parliament.  
It was introduced as a result of findings in the Kitteridge Report that the GCSB had probably 
illegally spied on up to 88 people. However, a subsequent Neazor report (if we are to believe it) 
found that there had “been no breeches … “ so why is the urgency continued.  
Further, recent and on-going media coverage about the level of spying undertaken by the NSA 
show more than ever that there should be no expansion of the powers of the GCSB. At the least, 
the Bill should definitely no longer be introduced under urgency but rather run the normal length 
of time. 
B. The Crown Law's report on compliance of the Bill with section 7 of the Bill of Rights. The 
Crown Law's advice was that "the Bill raises questions in respect of the rights to freedom of 
expression, non-discrimination and against unreasonable search and seizure affirmed by ss 14, 
19(1) and 21 of the Bill of Rights Act," but then went onto say that despite that, "the Bill appears 
consistent with that Act." This is further evidence that the Bill should not be passed in urgency. 
C. The Regulatory Impact Statement. The RIS states "The GCSB Act contains intrusive state 
powers. Consequently any review of the GCSB Act will involve the consideration of human rights 
and privacy matters. Respect for human rights, and individual privacy and traditions of free 
speech in New Zealand were guiding principles in undertaking the review and developing 
recommendations." These 'guiding principles' can not be given much thought when the Bill is 
being rushed through in urgency. 
 
  2. The primary purpose of the proposed changes to the GCSB Act 2003 is to change the 
function of the GCSB. The GCSB was never intended to be a domestic spy agency but this Bill 
changes the function of the GCSB from that of the collection and analysis of 'foreign intelligence' 
to a role of national security. The SIS already exists to 'protect the economic well-being' and its 
functions and powers were expanded in an amendment to the SIS Act in 2011. 
 
  3. Removing the word “foreign” from the Act. By removing the word foreign from the Act, the 
Bill allows precisely what the previous version expressly ruled out: that the GCSB can be used to 
spy on NZ citizens and residents. 
 
    4. Expanding the power of the GCSB by 'co-operation with other entities to facilitate 
their functions '. Changes to Section 8 of the Bill enable the GCSB to spy on behalf of the New 
Zealand Police, Defence Force and the SIS, including other departments that may be specified by 
Order in Council. This section of the Bill also allows the GCSB to perform functions for these 
other agencies even if the activities were not allowed under the GCSB Act. 
 
    5. The mass collection and retention of data to be shared with other agencies.Sections 
15 and 25 allow for the GCSB to collect and store electronic communications for an unlimited 
time. This data can then be shared with the NZ police, the Defence Force, the SIS and 'any other 
person that the Director thinks fit to receive the information'. 
 
     6. Oversight of the GCSB. The oversight regime is not adequate. At the least the GCSB 
should be required to produce an annual report documenting its surveillance, including how many 
requests were made by the various NZ agencies and the numbers of people affected. 
 
     7.Abolish the GCSB. Above and beyond all the points raised above, the GCSB should be 
abolished. It primarily serves the interests of the USA and helps expand the network of 
surveillance maintained by Echelon and the UKUSA Agreement. 
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 The Bill is being passed through parliament under urgency – but 

there is no need for urgency. 
A. Like all Bills, this Bill should not be rushed through parliament.  
It was introduced as a result of findings in the Kitteridge Report that the 
GCSB had probably illegally spied on up to 88 people. However, a 
subsequent Neazor report (if we are to believe it) found that there had 
“been no breeches … “ so why is the urgency continued.  
Further, recent and on-going media coverage about the level of spying 
undertaken by the NSA show more than ever that there should be no 
expansion of the powers of the GCSB. At the least, the Bill should 
definitely no longer be introduced under urgency but rather run the 
normal length of time. 
B. The Crown Law's report on compliance of the Bill with section 7 of 
the Bill of Rights. The Crown Law's advice was that "the Bill raises 
questions in respect of the rights to freedom of expression, non-
discrimination and against unreasonable search and seizure affirmed by 
ss 14, 19(1) and 21 of the Bill of Rights Act," but then went onto say that 
despite that, "the Bill appears consistent with that Act." This is further 
evidence that the Bill should not be passed in urgency. 
C. The Regulatory Impact Statement. The RIS states "The GCSB Act 
contains intrusive state powers. Consequently any review of the GCSB 
Act will involve the consideration of human rights and privacy matters. 
Respect for human rights, and individual privacy and traditions of free 
speech in New Zealand were guiding principles in undertaking the 
review and developing recommendations." These 'guiding principles' 
can not be given much thought when the Bill is being rushed through in 
urgency. 
 
  2. The primary purpose of the proposed changes to the GCSB Act 
2003 is to change the function of the GCSB. The GCSB was never 
intended to be a domestic spy agency but this Bill changes the function 
of the GCSB from that of the collection and analysis of 'foreign 
intelligence' to a role of national security. The SIS already exists to 
'protect the economic well-being' and its functions and powers were 
expanded in an amendment to the SIS Act in 2011. 
 
  3. Removing the word “foreign” from the Act. By removing the 
word foreign from the Act, the Bill allows precisely what the previous 
version expressly ruled out: that the GCSB can be used to spy on NZ 
citizens and residents. 
 
    4. Expanding the power of the GCSB by 'co-operation with other 
entities to facilitate their functions '. Changes to Section 8 of the Bill 



enable the GCSB to spy on behalf of the New Zealand Police, Defence 
Force and the SIS, including other departments that may be specified 
by Order in Council. This section of the Bill also allows the GCSB to 
perform functions for these other agencies even if the activities were not 
allowed under the GCSB Act. 
 
    5. The mass collection and retention of data to be shared with 
other agencies.Sections 15 and 25 allow for the GCSB to collect and 
store electronic communications for an unlimited time. This data can 
then be shared with the NZ police, the Defence Force, the SIS and 'any 
other person that the Director thinks fit to receive the information'. 
 
     6. Oversight of the GCSB. The oversight regime is not adequate. At 
the least the GCSB should be required to produce an annual report 
documenting its surveillance, including how many requests were made 
by the various NZ agencies and the numbers of people affected. 
 
     7.Abolish the GCSB. Above and beyond all the points raised above, 
the GCSB should be abolished. It primarily serves the interests of the 
USA and helps expand the network of surveillance maintained by 
Echelon and the UKUSA Agreement. 
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Brendan	  Grant	  
34	  Church	  Street	  
Northcote	  Point	  
Auckland	  
0627	  
	  
	  
	  
Re:	  Government	  Communications	  Security	  Bureau	  and	  Related	  Legislation	  

Amendment	  Bill	  
	  
	  
To	  whom	  it	  may	  concern.	  
	  
	  
I	  believe	  this	  bill	  is	  heading	  down	  the	  slippery	  slope	  to	  putting	  aside	  privacy	  and	  
democracy	  for	  cold-‐war	  style	  authoritarianism	  and	  totalitarianism.	  It	  is	  in	  direct	  
violation	  of	  Section	  21	  of	  the	  New	  Zealand	  Bill	  of	  Rights	  Act:	  
	  
"Everyone	  has	  the	  right	  to	  be	  secure	  against	  unreasonable	  search	  or	  seizure,	  
whether	  of	  the	  person,	  property,	  or	  correspondence	  or	  otherwise."	  
	  
No	  person	  or	  organisation	  should	  be	  exempt	  from	  this,	  including	  the	  
government,	  bureaucracy	  and	  foreign	  governments.	  This	  is	  coercive	  
panopticonic	  bullying	  to	  remove	  power	  from	  people	  and	  give	  it	  to	  an	  
authoritarian	  government	  who	  is	  doing	  everything	  they	  can	  to	  undermine	  
democracy	  and	  service	  an	  international	  corporate	  elite.	  People	  have	  a	  right	  to	  
privacy.	  The	  also	  have	  a	  right	  to	  freedom	  of	  speech;	  to	  say	  what	  they	  want	  
without	  fear	  of	  unintended	  consequences.	  Security	  is	  no	  replacement	  for	  liberty.	  
I	  think	  this	  bill	  is	  a	  violation	  of	  everything	  that	  is	  good	  and	  just	  in	  democracy.	  It	  is	  
not	  democracy,	  it	  is	  totalitarianism.	  
	  
“Nothing	  was	  your	  own	  except	  the	  few	  cubic	  centimetres	  inside	  your	  skull.”	  

George	  Orwell	   	  
	  
	  

Sincerely	  
	  
	  
	  
Brendan	  Robert	  Grant	  
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Wellington 6401 
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12 June 2013 
 

Rt. Hon John Key 

Chair 

Intelligence and Security Committee 

Parliament Buildings 

P O Box 18 041 

WELLINGTON 6160 

 

 

Dear Committee Members 

GOVERNMENT COMMUNICATIONS SECURITY BUREAU AND 

RELATED LEGISLATION BILL 

Legislation Advisory Committee 

1. The Legislation Advisory Committee (“LAC”) was established to provide 

advice to the Government on good legislative practice, legislative proposals, 

and public law issues. It produces and updates guidelines for legislation, 

known as the Guidelines on the Process and Content of Legislation. These 

have been adopted by Cabinet. 

2. The terms of reference of the LAC include: 

 to scrutinise and make submissions to the appropriate body on aspects of 

Bills introduced into Parliament that affect public law or raise public law 

issues; 

 to help improve the quality of law-making by attempting to ensure that 

legislation gives clear effect to government policy, ensuring that 

legislative proposals conform with the LAC Guidelines, and 

discouraging the promotion of unnecessary legislation. 

General comments 

3. The Bill aims to update the functions and to clarify and, to some extent, 

expand the interception and access powers of the GCSB.  
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4. The LAC considers that the statutory framework governing the activities of 

the GCSB should include an adequate and appropriate range of safeguards 

and oversight mechanisms. The statutory framework contained in the Bill 

includes a number of safeguards; however the overall view of the LAC is 

that these safeguards could usefully be strengthened and improved, without 

unduly interfering with the stated functions of the GCSB.   

5. The LAC therefore makes a number of suggestions to add to and improve the 

range of safeguards in the Bill to enhance the protection of citizens from 

state surveillance, unless clearly justified in the circumstances, that the 

Committee may wish to consider: 

 Introducing appropriate principles underpinning the performance of the 

GCSB’s functions. 

 Introducing an agency approval process in relation to the GCSB’s 

function in s 8C to assist other agencies, consistent with the Search and 

Surveillance Act 2012. 

 Amending s 14 to strengthen the limitation on intelligence gathering in 

relation to New Zealanders. 

 Introducing thresholds and safeguards in relation to the sharing of 

“incidentally obtained intelligence” with domestic agencies under s 25. 

 Strengthening the Inspector-General’s oversight of the activities of the 

GCSB.  

 Including statutory measures to protect privilege, for consistency with 

the Search and Surveillance Act 2012. 

6. The LAC also invites the Committee to consider: 

 A judicial process for the issue of warrants relating to New Zealanders.  

 The scope of the GCSB’s powers to act without a warrant or other 

authorisation under s 16.  

Section 8 – Functions of Bureau 

7. The Bill extends the operations of the GCSB within New Zealand, 

particularly in relation to information assurance/cyber security (s 8A) and in 

relation to assisting other domestic agencies (s 8C). The Committee may 

wish to consider whether it would be desirable to include appropriate 

principles that underpin the GCSB’s revised functions, for example, as has 

been included in 2011 in s 4AAA of the New Zealand Security Intelligence 

Service Act 1969.  

8. Another consideration is whether there should be an express statement of 

political neutrality, as per s 4AA of the Security Intelligence Act.  
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Section 8C – assisting other agencies in the exercise of their functions  

9. The LAC’s view is that the s 8C function requires suitable criteria as to  both 

the type of agency that may be assisted, and the circumstances in which 

assistance may be requested by those agencies.  Without suitable criteria, 

there is a risk that the function is overly broad, and that the technological 

surveillance tools available to the GCSB could be used on behalf of domestic 

agencies in circumstances that do not warrant such intervention. Statutory 

criteria might be considered desirable to prioritise use of the GCSB’s 

resources. The LAC suggests an approach that is consistent with the Search 

and Surveillance Act 2012 in setting appropriate criteria. 

10. The LAC notes that section 45 of the Search and Surveillance Act provides 

criteria in relation to the use of interception devices to intercept private 

communications, specifying that such surveillance may only be used to 

obtain evidential material in relation to an offence punishable by a term of 

imprisonment of 7 years or more or certain offences under the Arms Act 

1983. By virtue of s 8C(2), this limit on the powers of the particular agency 

means that the GCSB’s powers to assist that agency through conducting 

interception on its behalf, are subject to the same limit.  

11. Section 50 of the Search and Surveillance Act also limits the agencies that 

are empowered to utilise interception devices for evidence gathering by way 

of an approval process under which the Minister of Justice may, after 

consultation with the Minister of Police, recommend an Order in Council 

where satisfied that it is appropriate for the agency to use interception 

devices and that the agency has the necessary technical capability, 

compliance procedures and expertise in using interception devices.  

12. The LAC suggests that the Committee may wish to introduce a similar 

approval process in s 8C(1)(d).  For example, a department may be specified 

for the purposes of s 8C where the Prime Minister or Minister responsible for 

the GCSB has consulted with the Minister of Justice and the Minister of the 

Police (and any other relevant Ministers) and is satisfied that it is appropriate 

for the department to be able to co-operate with and receive advice and 

assistance from the GCSB. Eligible departments could also be limited to 

those that employ enforcement officers as part of its functions (the definition 

of a “law enforcement agency” in the Search and Surveillance Act).  

13. If the suggestion made above for the inclusion in the Bill of a provision as to 

the underpinning principles is adopted by the Committee, an alternative 

approach to controlling exercise of the s 8C function would be to develop 

non-legislative guidance for the GCSB that relates back to these principles. 

From an accountability perspective, it would be desirable for any such 

guidance to be publicly released. 

Section 14 – limiting surveillance of New Zealanders for intelligence gathering 

purposes 

14. The LAC notes that s 14 of the GCSB Act is to be retained, although its 

effect is now to be focussed on the GCSB’s s 8B functions, and does not 
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affect the exercise of the GCSB’s interception functions under s 8A 

(information assurance/cyber security) or s 8C (assisting other agencies).   

15. The other key change to s 14 is the replacement of the term 

“communication” with the term “private communication.” This represents a 

potential narrowing of the section’s application.  

New Zealand citizens and residents 

16. S 14 is a critical section as it limits the GCSB’s power to seek a warrant to 

intercept the private communications of New Zealand citizens or residents 

(for the purpose of intelligence gathering under s 8B) whether within or 

outside New Zealand.  The LAC also notes that the scope of s 14 is relevant 

in setting the boundaries of the GCSB’s powers to engage in warrantless 

activity under s 16(3). 

17. Our first comment is that the inter-relationship of s 14(1) with s 15B(1)(b) 

and with the definition of “foreign person” could be made clearer. Our 

reading is that s 14 prevents the GCSB from intercepting the private 

communications of New Zealand citizens or residents for the s 8B 

intelligence gathering function, either under warrant or under warrantless 

powers. However, if a New Zealand citizen or resident falls within the 

definition of either a “foreign organisation” or a “foreign person” (as a 

citizen or resident acting as an agent or representative of a person who is not 

a citizen or resident), then the GCSB would need to obtain a warrant under s 

15A to intercept the private communications of that person.  

18. There is a clear prohibition on the interception of the private communications 

of New Zealand citizens or residents without a warrant or authorisation under 

either the s 8A or s 8B functions, by virtue of new s 16(1A), although we 

note this needs to be read subject to s 16(3) which provides that s 14 

overrides to the extent of any inconsistency.  

19. The LAC suggests that s 15B and s 16 should more clearly set out the 

circumstances in which the GCSB may intercept the communications of New 

Zealand citizens or residents, acting either under or without warrant or access 

authorisation, respectively.  

20. The LAC’s second point is to raise a question for the Committee’s 

consideration as to whether the category of people qualifying for s 14’s 

protection should be based on citizenship or residency status. Although the 

citizen/resident distinction is currently used in the Act, the LAC believes that 

there are both principled and practical reasons for broadening the s 14 

category to include all people lawfully in New Zealand, in light of the 

broadening of the GCSB’s intelligence-gathering functions under s 8A and s 

8B.  This would provide potential protection from state surveillance that is 

not explicitly authorised through a warrant process to lawful visitors to New 

Zealand including tourists, visiting dignitaries, conference delegates and 

other professional visitors, students, and those with lawful or pending 

immigration status.  
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21. The principled reason for such an approach is that human rights law, 

including the New Zealand Bill of Rights Act 1990, is not based on this kind 

of citizenship/residency distinction but operates holistically in its application 

to all. At the practical level, the LAC also wonders whether reliance on this 

distinction, involving due diligence into immigration status, would be the 

most workable in practice.  

22. The LAC believes a more satisfactory approach would extend s 14 to restrict 

intelligence gathering in relation to any person lawfully in New Zealand, 

with s 15B(1)(b) then authorising the GCSB to seek an interception warrant 

or access authorisation for s 8B purposes where a person who is lawfully in 

New Zealand comes within the definition of a foreign person (a person who 

is neither a New Zealand citizen nor a permanent resident) or a foreign 

organisation. Thus a distinction between citizens/residents and non-

citizen/residents would be retained for the purpose of seeking a warrant or 

authorisation, but non-citizen/residents lawfully in New Zealand would not 

be subject to warrantless interception under s 16, and any surveillance of 

those persons would require state authorisation through the warrant process.  

23. However, if an extension of this kind was considered to unduly interfere with 

the GCSB’s operations in relation to foreign intelligence (for example by 

requiring a prohibitively large number of warrants) it may be possible to 

refine the protected category so that, at a minimum, those people with a long 

or medium-term right to remain in New Zealand such as students, lawful 

migrants and refugees, are included in the scope of s 14.  

Private communications 

24. A key feature of s 14 as amended by the Bill is the adoption of the term 

“private communication”. This term derives from the Crimes Act 1961 

definition in section 216A, for the prohibition on using interception devices 

in s 216B, and is also used in the Search and Surveillance Act 2012. A Law 

Commission report
1
 has noted the difficulties with continuing to use this 

definition in light of technological developments and increasing 

technological convergence in telecommunications. The Government has not 

yet responded to the Law Commission’s assessment as the Ministry of 

Justice is currently considering the Commission’s broad multi-part review of 

privacy law. Nevertheless, the LAC believes it would be desirable for the 

Committee to assess the adequacy of the “private communication” definition 

as used in the Bill, given its centrality to the privacy protection mechanism in 

s 14. The key question is whether the definition provides the expected degree 

of privacy protection. 

25. One issue is that, although the term “communication” is broadly defined to 

include both human and machine produced information, the term “private 

communication” implies that only communications between human 

participants ("parties"), which one party wishes to be confined to the parties, 

                                                 
1
  Law Commission Invasion of Privacy: Penalties and Remedies (NZLC R113, 2010) at ch 3, 

Appendix A. The Law Commission recommended revision of the definition of “private 

communication” in the Crimes Act 1961 to adopt a “reasonable expectation of privacy” test (R10).  
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and in circumstances where there is not a likelihood of interception by an 

outsider, come within its scope. However, interception powers extend to 

communications data such as commands to computers that can be intercepted 

through various surreptitious techniques including Wi-fi data collection, 

keystroke logging, cookies, spyware or deep packet inspection.  To take one 

example, while a person’s data inputs to a device that are not communicated 

to another person would likely fall within the definition of a 

“communication”, it is less clear whether they would come within the scope 

of a “private communication”.   

26. Another issue is the circular nature of the “private communication” 

definition; any likelihood of interception may cancel out the desire of the 

parties to keep their communication private. The definition developed at a 

time when the fact inquiry was reasonably straightforward. A communication 

made in a public place attracted less protection than a communication made 

in confidential circumstances. The expansion of technological 

communications devices has made the assessment more complex as to the 

circumstances in which parties can expect that their communications are not 

susceptible to interception. The concern is that as technological development 

enhances interception capability, privacy protection is potentially diluted.  

27. Given these issues, it would be desirable for the Committee to consider the 

workability of the term “private communication” in this context. The LAC 

suggests that the definition of “private communication” be revised to better 

reflect the level of communications, information and data privacy that New 

Zealanders may reasonably expect. 

Section 15B – dual warrant authorisation process 

28. The Committee may wish to consider whether the framework would be 

strengthened by the use of judicial warrants in circumstances where warrants 

are sought in relation to New Zealanders, rather than through the joint 

authorisation system proposed in the Bill. The judicial authorisation of 

warrants is a fundamental cornerstone of New Zealand’s constitutional 

arrangements that ensures robust and independent oversight of the activities 

of law enforcement agencies, as well as the trust and confidence of the 

public. However, particular security arrangements would be needed to ensure 

additional levels of security and confidentiality in this context. The LAC 

notes however that the joint authorisation system proposed in the Bill is 

consistent with the New Zealand Security Intelligence Service Act 1969. 

29. The LAC also notes that the s 15B joint authorisation process only applies to 

warrants or authorisations to intercept the “private communications” of New 

Zealand citizens or residents. If the dual warrant authorisation process is to 

be retained, the LAC believes that it should apply to warrants or 

authorisations to intercept the “communications” of New Zealanders. This is 

consistent with the warrant requirement in s 15A(1)(a).  
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Section 16 – Interception not authorised by a warrant 

30. Another key mechanism in the Act is the setting of requirements for when 

interception warrants and access authorisations must be obtained. S 16 

authorises the GCSB to engage in warrantless surveillance in certain defined 

circumstances.  

31. What is unclear to the LAC is the extent to which the criteria in s 16 provide 

a substantive limitation on warrantless activities. For example, access to an 

information infrastructure is permitted, provided that access is limited to 1 or 

more communications links between computers or to remote terminals. It 

would be desirable for the Committee to assess the scope of activity 

permitted by this condition.  

Section 25 – Retaining and sharing “incidentally obtained intelligence” 

32. The LAC notes that the Bill does not provide oversight of the information 

sharing power in s 25 other than the Inspector-General’s annual review of 

compliance procedures as to information management and legal compliance. 

The Committee may wish to consider including additional safeguards such as 

a seriousness threshold before information is shared with domestic agencies. 

Only the first purpose in s 25(2)(a) contains a seriousness threshold, in 

referring to “serious crime” (an offence punishable by 2 or more years’ 

imprisonment).  

33. The LAC considers that the lower the threshold for sharing information, the 

greater the need for additional safeguards. The Committee may wish to 

consider whether any particular safeguards from Part 9A of the Privacy Act 

1993 should apply to information sharing between the GCSB and other 

agencies. The Committee may also wish to consider whether there should be 

any particular safeguards in relation to the sharing of intelligence about New 

Zealanders with overseas agencies.  

34. The LAC also suggests that the definition of “incidentally obtained 

intelligence” should clearly indicate whether it is limited to intelligence 

gathered under the s 8B function, or whether it extends to intelligence 

gathered under the s 8A function. Any intelligence gathered under the s 8C 

function should be excluded, as retention and the sharing of s 8C intelligence 

should be handled by the relevant domestic agency on whose behalf the 

GCSB is acting.  

Own-motion investigations by the Inspector-General 

35. The LAC notes that the own motion powers of the Inspector-General to 

investigate whether the actions of the security agencies may have adversely 

affected New Zealanders requires the concurrence of the Minister (proposed 

s 11(1)(c) of the Inspector-General of Intelligence and Security Act 1996). 

The Committee may wish to consider whether the concurrence of the 

Minister is a necessary pre-requisite to all such own motion investigations, as 

there are other mechanisms to properly protect sensitive information that 

may arise in any such inquiry (for example, s 26(3) – ministerial certificate 
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limiting disclosure by or to the Inspector-General; s 27(4) - Prime Minister 

may suppress aspects of the Inspector-General’s Annual Report; s 28 – 

Inspector-General’s obligation of secrecy). However if ministerial 

concurrence is to be retained as a requirement, the Committee may wish to 

consider whether the requirement can be narrowed in any respect.  

Inspector-General’s review of compliance 

36. The LAC suggests that the level of oversight provided by the Inspector-

General could be improved if the Inspector-General's function to review 

compliance in relation to the issue and execution of warrants and 

authorisations (s 11(d)(i) of the Inspector-General of Intelligence and 

Security Act, as amended by the Bill), is broadened to reviewing compliance 

with the law generally, not just the GCSB Act. This would ensure that 

compliance with broader obligations, such as under the New Zealand Bill of 

Rights Act 1990, is monitored.  

Privilege 

 

37. The GCSB will be subject to statutory provisions relating to the protection of 

privilege (e.g. legal, medical and religious privileges, and privileges 

protecting journalistic sources and informers) under the Search and 

Surveillance Act 2012 (section 140) in circumstances where they carry out 

interception on behalf of the Police or another agency (s 8C). (See also s 

4A(3) of the NZSIS Act). 

38. However where interception or access extends to the communications and 

information of New Zealanders in relation to the GCSB's other functions 

(intelligence gathering (s 8B) and assisting agencies in relation to cyber 

security (s 8A)) the extent to which privileged material is protected will 

depend on the common law. The Law Commission has noted that it is 

undesirable to have two sets of privilege rules.
2
 For legislative consistency 

and ease of operation, the Committee may wish to consider including in the 

Bill privilege measures such as those contained in section 140 of the Search 

and Surveillance Act. 

  

                                                 
2
  Law Commission Search and Surveillance Powers (NZLC R97, 2007) ch 12. 
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Conclusion 

39. Thank you for considering the LAC’s submission.  The LAC wishes to be 

heard on this submission. I can be contacted via my personal assistant, 

Catriona Boyes, tel 9144836, cboyes@lawcom.govt.nz.   

 

Yours sincerely 

 

Hon Sir Grant Hammond 

Chair 

Legislation Advisory Committee 

Submission 22 Legislation Advisory Committee

mailto:cboyes@lawcom.govt.nz


Submission 23 
Garth Williamson 

 
Dear Sir/Madam, 
 
I object strongly to most aspects of this bill. The following parts are what I object most 
strongly to.  

1) I believe that having the same set of people responsible for both domestic and foreign 
intelligence is dangerous to privacy and detrimental to security. Actions and tools which 
might be appropriate for foreign intelligence are not suitable for use domestically, while 
limiting GCSB to judicial oversight could be detrimental to foreign intelligence. Note 
that where I say foreign I refer to communications involving only non New Zealand 
residents/citizens. Investigations of New Zealand citizens should be the responsibility of 
a domestic agency (police etc). 

2) I recommend removing part 15A(1)(b) completely. The power to decide whether to 
intercept communications should reside with the judiciary - every exception to privacy 
from government eyes needs to have a warrant issued and to be overseen by a neutral 
party. 
 
3) Making the GCSB responsible for cyber defence of New Zealand confuses their goals. 
Defending New Zealand from remote attacks will only be effective with the co-operation 
of the IT and communications industries. Involving an organization which is secretive by 
design is detrimental to this purpose. 

Yours Sincerely 
Garth Williamson 
 



Submission 24 
Robert Tobias 

 
I have just finished reading this Bill and am absolutely horrified at the extension of the powers 
being granted to the GCSB. It seems to me puzzling (and frightening) that any New Zealand 
Government should even think that there is a need for an agency with such all‐embracing 
powers. And my concerns have increased as we have become aware of the extent of the powers 
of surveillance of US agencies and the prospects of widespread exchange of information. 
The scope of the GCSB and its powers are expanded to an extraordinary extent under the Bill. It 
seems to me that the nature of the Bureau itself is being changed radically and that it is 
intended that it should become a fully developed agency for spying on New Zealanders. In view 
of the ‘light’ public oversight of the GCSB in the past as well as the errors of judgement which 
have been fully documented, I am very concerned about the breadth of scope of the bill. The 
changes seem to allow increasingly for the cultivation of a culture or ‘moral panic’ not only 
within the New Zealand security bureau but also in other bureaux internationally. It is a culture 
which diminishes civil liberties and seeks constantly to exaggerate security dangers with minimal 
constraints.  
 
Robert Tobias  
 
This email may be confidential and subject to legal privilege, it may 
not reflect the views of the University of Canterbury, and it is not 
guaranteed to be virus free. If you are not an intended recipient, 
please notify the sender immediately and erase all copies of the 
message 
and any attachments. 
 
Please refer to http://www.canterbury.ac.nz/emaildisclaimer for more 
information. 
 



Submission 25 
Jason Potter 

Hamilton, New Zealand 3214 

 

SUBMISSION REGARDING THE GOVERNMENT COMMUNICATIONS SECURITY BUREAU 

AMMENDMENT BILL AND RELATED TELECOMMUNICATIONS (INTERCEPTION CAPABILITY AND 

SECURITY) BILL 

 

To principally 

The Rt. Hon. John Key, Prime Minister of New Zealand 

And who else it may concern  

 

Prime Minister,  

I am writing to your office, and as the Minister in oversight of the GCSB, to make a public submission 

regarding the GCSB amendment bill and the Telecommunications (Interception Capability and 

Security) Bill, and voice my disapproval of the proposed legislation and grounds of its Human Rights 

violations.  

Firstly I will outline these Human Rights, as proposed in the Bill of Rights (NZ) 1990 and the United 

Nations Universal Declaration of Human Rights. Secondly I will provide reasons why this is so. 

 

The GCSB amendment bill and TICS Bill breach the New Zealand Bill of Rights Act 1990 on the 

following counts, as of sections 14, 19(1) and 21: 

14 ‐ Freedom of expression 
Everyone has the right to freedom of expression, including the freedom to seek, receive, and impart 
information and opinions of any kind in any form. 
19 ‐ Freedom from discrimination 
(1) Everyone has the right to freedom from discrimination on the grounds of discrimination in the 
Human Rights Act 1993 
21 ‐ Unreasonable search and seizure 
Everyone has the right to be secure against unreasonable search or seizure, whether of the person, 
property, or correspondence or otherwise. 
 
Also the New Zealand Bill of Rights Act 1990 expressly states, as opening that the Act is, 

An Act— 

(a) to affirm, protect, and promote human rights and fundamental freedoms in New Zealand; 

and 

(b) to affirm New Zealand's commitment to the International Covenant on Civil and Political 

Rights 
 
Thereby ratifying New Zealand’s position within the United Nations and signing of the Universal 
Declaration of Human Rights and respect for International law. 



 

The GCSB amendment bill and TICS Bill breach the United Nations Universal Declaration of Human 

Rights on the following counts, as of Article 12, 18 and 19: 

Article 12 ‐ No one shall be subjected to arbitrary interference with his privacy, family, home or 
correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the 
protection of the law against such interference or attacks. 
Article 18 ‐ Everyone has the right to freedom of thought, conscience and religion; this right 
includes freedom to change his religion or belief, and freedom, either alone or in community with 
others and in public or private, to manifest his religion or belief in teaching, practice, worship and 
observance. 
 
Article 19 ‐ Everyone has the right to freedom of opinion and expression; this right includes 
freedom to hold opinions without interference and to seek, receive and impart information and 
ideas through any media and regardless of frontiers. 
 

My reasons for consideration of these breaches are as follows. 

1) These Bills are being passed through parliament under urgency, I ask why this is so. Is such 

because of the result of the findings of the Kitteridge report that the GCSB has already 

illegally performed surveillance on up to 88 people, without jurisdiction. In consideration of 

the following breaches of National and International law the GCSB will be granted intrusive 

powers by the proposed legislation, and as it is now a matter of urgency, the proper 

oversight for amendment or annulment cannot be applied. This circumvents democratic 

process. 

2) The word “foreign” has been removed in all instances from the proposed Acts, allowing the 

GCSB powers to potentially perform surveillance of New Zealand citizens. 

3) In regard to Section 8 of the GCSB amendment bill the GCSB is enabled to perform 

surveillance on behalf of co‐operation with other agencies, including the New Zealand 

Police, the Defence Forces and SIS. This explicitly implies and indicates co‐operation of New 

Zealand agencies performing surveillance at a domestic level upon New Zealand citizens. 

4) Sections 15 and 25 allow the GCSB to collect and store electronic communications for an 

unlimited amount of time, and allow distribution of that data to any person or agency the 

Director, under your responsibility Prime Minister, allows to receive the information.  

Furthermore 

1) The TICS Bill represents an expansion of New Zealand governmental powers over 

communication networks and internet providers over the free medium of the Internet, by 

ensuring that all network operators are must allow full surveillance capabilities, or they will 

not be able to operate in New Zealand. 

2) This applies to both Internet and communications providers irrespective of New Zealand of 

overseas companies. Giving the Minister power to ban the resale and market of 

telecommunications services in New Zealand if it does not provide surveillance capabilities. 

3) As New Zealand is a partner of the ‘Five Eyes’ United Kingdom and United States led 

initiative in respect to intelligence gathering and sharing of the information these breaches 

of New Zealanders Human rights and sovereignty will be shared with international interests 

without their knowledge. I draw attention to the face that the UKUSA agreement was a 



secret treaty, kept secret from Australian Prime Ministers until 1973, though it was first 

signed in March 1946. A principle directive of this treaty is the sharing of intelligence. 

To conclude, Prime Minister 

I urgently ask of your office, and demand for agreement and ratification of the New Zealand Bill of 

Rights 1990 and the United Nations Declarations of Human Rights and International Law, that you 

annul the proposed Government Communications Security Bureau amendment Bill and the 

related Telecommunications (Interception Capability and Security) Bill.  

1) Both of these bills represent a breach of the first mentioned New Zealand Bill of Rights and 

International law.  

2) Both of the proposed legislation circumvents democratic process, consolidates power into 

the hands of but a few ministers,  

3) These bills allow the surveillance of New Zealand citizens potentially and sharing of this 

inception with international interests 

4) These bills allow the censorship of free market principles and direct Government control 

over the medium of the Internet and related communication with preference to surveillance 

Prime Minister, the proposed GCSB legislation does not represent Democracy or democratic process, 

and infringes upon and abuses the Universal Human Rights of all people in New Zealand. I fear that 

the proposed GCSB amendment bill and the TICS bill will lead to an expansion on the police powers 

of the New Zealand government and surveillance of its citizens in the future. 

I advise your office that in addition to making a public submission to the GCSB bill, via 

GCSB.Bill@parliament.govt.nz, I will also be forwarding a copy of this letter to the Foreign affairs 

Minister for consideration and as a submission to the United Nations Commissioner for Human 

Rights, as the proposed legislation breaches United Nations International Law and Treaties, and to 

the Hamilton local National MP, Hon. David Bennett. 

Sincerely, 

Jason Potter 

 



Submission on the Government

Communications Security Bureau and

Related Legislation Amendment Bill

2013

Michael Fincham <michael@hotplate.co.nz>
Erin Salmon <erin@unleash.co.nz>

2013-06-11

1 Summary of position

These proposed amendments are not the “minor adjustments” or “clarifica-
tions” to the existing act they have been made out to be. They are not just
about letting the GCSB provide technical assistance to other government
departments.

In light of the recent disclosures of clandestine NSA spying programs tar-
getting the citizens of the United States, it is important that this bill and
the accompanying TICS/TICA bills be recognised for what they represent
- a complete government toolkit for the creation of a surveillance state.

New Zealanders deserve the right to private communication without the
ever present threat that the government is watching “just in case”. This
bill, which gives the GCSB even greater control over New Zealand com-
munications networks and essentially unlimited surveillance capabilities, is
fundamentally incompatible with this idea.

This submission reflects the views of the authors as individuals.
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2 General comments regarding the purpose of the
bill

The existence of lawful telecommunications interception processes are an
important part of the investigation and mitigation of crime within New
Zealand, and this is reflected in New Zealand law.

Subsequent to the revelation in 2012 that the Government Communications
Security Bureau (the Bureau) had unlawfully “spied” on a New Zealand
resident, a review conducted by Cabinet Secretary Rebecca Kitteridge iden-
tified a need for a clearer statutory framework under which the Bureau
would operate, and enhanced oversight in to its operations. This is a wel-
come recommendation in light of the further disclosure that the Bureau had
been engaged in unlawful intelligence gathering on a secret list of up to 85
people[1].

The Government Communications Security Bureau and Related Legislation
Amendment Bill has been positioned as a “clarification” of powers and re-
sponsibilities. In reality the bill represents several important changes to the
overall function of the Bureau. These changes include but are not limited
to:

• An expansion of the Bureau’s existing responsibility (and thus juris-
diction) to protect government communications to include all private
infrastructure in New Zealand.

• A new responsibility for the Bureau to assist other government de-
partments in executing their own lawful interceptions.

• Removal of the need for an interception warrant before the Bureau’s
interception capability may be engaged.

These changes are at odds with the notion of “clarifying” the existing func-
tion of the Bureau as they represent a substantial change in the scope of
the responsibilities of the Bureau, as well as substantial changes to the way
these activities are limited and carried out. Any changes to the GCSB Act
must be balanced against the potential cost to business and to the privacy
of individuals. There is a serious and inappropriate disconnect between the
severity of measures outlined in this bill (and thus their associated impact
on New Zealand) and the degree of change required to achieve the goals of
transparency and clarification needed in the wake of the Kitteridge report.
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3 Expansion of the Bureau’s responsibility and ju-
risdiction

This bill replaces sections 7 (Objective of Bureau) and 8 (Functions of Bu-
reau). These sections currently define the objectives and functions of the
Bureau as an organisation concerned with “foreign intelligence” and “advice,
assistance, and protection to departments of State and other instruments of
the Executive Government of New Zealand”.

Section 14 (Interceptions not to target domestic communications) is replaced
with a more specific section detailing “interceptions not to target New
Zealand citizens or permanent residents for intelligence-gathering purposes”.
Little comfort is provided by this adjustment, as while interceptions are not
permitted against New Zealand citizens or permanent residents (henceforth
“New Zealanders”) for “intelligence gathering”, they are now permitted un-
der the revised 8A and 8C functions of the Bureau for “cybersecurity” and
“assistance” purposes.

The replacement sections 8A, 8B and 8C re-task the Bureau not only with
the protection of government but also the “cybersecurity” interests of the
nation at large. This departure from a purely “foreign intelligence” and
“government security” focus to a focus on private infrastructure and com-
munication is inappropriate given the Bureau’s well understood involvement
in international intelligence arrangements.

Replacement section 8C (Co-operation with other entities to facilitate their
functions) is particularly troubling as in conjunction with section 25 (When
incidentally obtained intelligence may be retained and communicated to other
persons), it is not clear that information obtained by the Bureau in the
course of “co-operation” activities may not then be retained for the vague
purpose of “identifying, preventing, or responding to threats or potential
threats to the national security of New Zealand or any other country” and
then disseminated by the Director to a number of listed agencies but also
“any other person that the Director thinks fit to receive the information”.

This information collected under section 8C’s co-operation provisions as well
as information collected under Ministerial discretion (through the applica-
tion of section 15A) should not be available to an organisation that has close
ties with international intelligence arrangements. If this information were
to leave New Zealand, and this bill provides apparently little control over
this possibility, no guarantees could be made as to its handling or use.

It is not clear why the Bureau’s role must be extended to include these new
responsibilities and jurisdictions, and and no analysis has been forthcom-
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ing on why existing organisations such as the SIS or NCSC would not be
adequately if not better placed to provide these functions.

Recommendations

At minimum, section 8C and any related provisions authorising Bu-
reau interception of New Zealanders should be removed from this bill.
A more robust evaluation should be made on the appropriateness of
the Bureau as a protector of both national and international security
interests.

This bill should be amended to forbid the transmission out of the coun-
try of any information collected by the Bureau about New Zealanders
and New Zealand information infrastructure, either directly or indi-
rectly, in any form.

The list of agencies to which the Director is permitted to disseminate
information should be fixed and only changed pending an official public
review.

If the Bureau is to be tasked with the protection of specific private interests
of New Zealanders, those individuals and companies affected must be made
immediately and clearly aware of the actions being taken by the Bureau.
Similarly, any actions taken in the general public interest must be made
publicly known. These advisories must be presented in a way that is capable
of being reasonably cryptographically verified for integrity and authenticity.

It is an uncontested fact recognised within the security industry and by
leading experts in the field[2][3] that effective security cannot rely on the
secrecy of the implementation or details of the process or algorithm being
undertaken. This, known as “security through obscurity”, is not considered
a remotely sufficient paradigm under which to design a security system, yet
this is exactly the model under which the Bureau operates.

Furthermore, this bill provides no requirement for Bureau activities under-
taken in the line of their 8A duties to be known to the New Zealand public
or placed under any kind of public scrutiny.

Given the immense potential for abuse in a system where interception and
analysis work is carried out in complete secrecy, and with the understanding
that a robust and effective system that protects the cybersecurity interests
of New Zealand can not depend on this secrecy, there is no rational reason
for the Bureau to withhold information about its activities while engaged in
protection of New Zealand’s cybersecurity, and a clear necessity exists for
these activities to be continuously documented as a matter of public record.
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Recommendations

This bill should be amended to require that all activities undertaken
under section 8A to protect individuals, companies or in the general
public interest must be notified and made clearly available to the
affected parties. These notifications should be in a form that per-
mits reasonable cryptographic verification of their authenticity and
integrity.

Even if this degree of transparency is not found to be possible, this
should not diminish the other considerations presented in this submis-
sion.

4 Removal of the need for interception warrants

The Regulatory Impact statement provided by Rajesh Chhana on the 22nd of
March rightly identifies that “The GCSB Act contains intrusive state pow-
ers” and that consequently “any review of the GCSB Act will involve the
consideration of human rights and privacy matters”. While the statement
goes on to claim that “respect for human rights, and individual privacy and
traditions of free speech in New Zealand were guiding principles in undertak-
ing the review and developing recommendations” the new provisions under
which the powers of the Bureau may be exercised only serve to damage the
precision and clarity of the measures taken by the Bureau to protect these
core principles for all New Zealanders.

While the existing mechanisms outlined in section 15 (Interceptions for
which warrant or authorisation required) remain largely unchanged and con-
tinue to require an interception warrant, a new section 15A is added (Autho-
risation to intercept communications or access information infrastructures).
Section 15A allows for the provision of “access authorisations” permitting
access by the Bureau to information they “cannot otherwise lawfully access”.
These access authorisations may be made available solely at the discretion of
the Minister, or in the Minister’s stead the Attorney-General, the Minister
of Defence, or the Minister of Foreign Affairs.

The additional section 15B further clarifies that if these “access authorisa-
tions” are made to enable the interception of the private communications
of a New Zealand citizen (or permanent resident of New Zealand) that in
addition to the approval of the Minister (or acceptable substitute), a further
approval is required from the Commissioner of Security Warrants. This not
only makes it clear that the Bureau intends to engage in such interception,
but establishes a tightly coupled process for the granting of “access autho-
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risations” between the Bureau and Minister. This process is ripe for abuse
and disregard for the gravity of the “intrusive state powers” conferred upon
the Bureau as part of this act. Specific provisions are even made to issue
“urgent” warrants or authorisations.

The combinations of sections 15A and 15B provide no suggestions of specific
limits or expirations of authorisation beyond establishing that the Minister
“may issue a warrant or an authorisation subject to any conditions that
the Minister considers desirable in the public interest”. This open-ended
permission for the Minister and Commissioner of Security Warrants to make
arbitrary judgements on what private information may be intercepted is
insufficient.

Those involved in making these decisions are further insulated against the
repercussions of their actions by the specific provision of “immunity from
civil and criminal liability”, laid out in the replacement section 21, and the
provision in section 15A(5) which guarantees that the process outlined in
section 15 “applies despite anything in any other Act”.

This lack of guidance, lack of oversight and lack of accountability in the
provision of the Bureau’s extended powers to intercept the private commu-
nications of New Zealanders is insufficient to provide a fair and reasonable
guarantee of privacy to those citizens and residents.

Recommendations

The requirement for warrants should not be circumvented. The phrase
“not otherwise lawfully obtainable” in sections 15A(1)(a) and the
phrase “that the Bureau cannot otherwise lawfully access” from 15A(1)(b)
as well as the entire of section 15A(5) should be removed.

Section 21 should be removed and normal NZ law should apply to all
decisions made and actions taken by the Bureau and its employees.

5 References

1 http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=

10876344

Retrieved 2013-06-10

2 ttp://www.schneier.com/essay-056.html

Retrieved 2013-06-11

3 http://www.schneier.com/crypto-gram-0205.html#1

Retrieved 2013-06-11

6

Submission 26 Michael Fincham and Erin Salmon

http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=10876344
http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=10876344
ttp://www.schneier.com/essay-056.html
http://www.schneier.com/crypto-gram-0205.html#1


Submission 27 
Valerie Morse 

Intelligence	and	Security	Committee	
Parliament	
Wellington	
	
Submission	on	the	GCSB	Bill	
	

1. The	proposed	bill	is	an	expansion	of	the	power	of	the	state	to	conduct	surveillance.	I	am	
opposed	to	the	expansion	of	these	powers	as	unjustified	and	unreasonable.	
	
It	is	abundantly	clear	from	Parliament’s	own	record	in	2003	that	the	original	GCSB	Act	
did	not	authorise	surveillance	on	NZ	citizens	or	permanent	residents,	and	explicitly	
forbade	it.		
	

2. The	genesis	of	this	bill	was	the	illegal	activities	of	the	GCSB.	The	criminal	offending	of	the	
state	against	its	citizens	should	not	be	rewarded	by	expanding	the	power	of	the	
particular	institution	in	question.	

	
3. No	evidence	has	been	provided	to	suggest	that	the	criminal	offending	of	the	state	against	

its	own	citizens	will	be	punished	in	any	way.	No	members	of	parliament,	nor	employees	
of	the	GCSB	have	been	held	accountable	in	any	way	for	this	illegal	criminal	activity.		

	
4. Such	activity	by	the	state	demonstrates	a	double	standard	of	behavior	whereby	criminal	

offending	by	the	state	against	its	citizens	is	tolerated	and	rewarded.	
	

5. The	passage	of	this	bill	under	urgency	is	unnecessary	and	an	abuse	of	power.	There	is	no	
justification	for	such	an	abrogated	process.	

	
6. The	oversight	mechanisms	are	utterly	inadequate.	It	is	impossible	for	oversight	of	

actions	and	decisions	to	be	made	in	the	absence	of	meaningful	knowledge	and	full	
disclosure	of	the	particulars.	The	continuation	of	this	situation	is	unacceptable.	

	
At	the	very	least,	the	GCSB	should	be	required	to	provide	an	annual	record	of	warrants	
issued.	This	is	the	same	process	as	the	SIS	and	Police	are	required	to	follow.	

	
7. The	GCSB	is	part	of	an	international	intelligence	and	surveillance	network.	It	is	my	belief	

that	membership	in	this	network	is	contrary	to	the	interests	of	ordinary	New	Zealanders,	
and	indeed	contrary	to	the	interests	of	vast	majority	of	the	world.	As	such,	the	GCSB	
should	be	closed,	and	New	Zealand	should	cease	spying	on	its	Pacific	neighbours	and	on	
other	nations	at	the	behest	of	the	US	military.	

	
8. The	state	has	no	right	to	spy	on	its	citizens	or	indeed	any	person.	It	is	a	fundamental	

violation	of	privacy	and	individual	human	rights.		
	

9. The	sacrifice	of	human	rights	in	the	name	of	national	security	is	ultimately	
counterproductive.	The	more	you	abrogate	our	freedoms,	the	less	secure	the	state	
becomes.	

	
I	would	like	to	appear	before	the	committee	in	person.	
	
Yours	sincerely,	
Valerie	Morse	
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SUBMISSION REGARDING THE GOVERNMENT COMMUNICATIONS SECURITY BUREAU 
AMMENDMENT BILL AND RELATED TELECOMMUNICATIONS (INTERCEPTION CAPABILITY 
AND SECURITY) BILL 

To principally 

The Rt. Hon. John Key, Prime Minister of New Zealand 

And who else it may concern 

 
Prime Minister, 

 
I am writing to your office, and as the Minister in oversight of the GCSB, to make a public 
submission regarding the GCSB amendment bill and the Telecommunications (Interception 
Capability and Security) Bill, and voice my disapproval of the proposed legislation and grounds of 
its Human Rights violations. 

Firstly I will outline these Human Rights, as proposed in the Bill of Rights (NZ) 1990 and the 
United Nations Universal Declaration of Human Rights. Secondly I will provide reasons why this 
is so. 

The GCSB amendment bill and TICS Bill breach the New Zealand Bill of Rights Act 1990 on the 
following counts, as of sections 14, 19(1) and 21: 

 
14 - Freedom of expression 
 
Everyone has the right to freedom of expression, including the freedom to seek, receive, and 
impart information and opinions of any kind in any form. 
 
19 - Freedom from discrimination 
 
(1) Everyone has the right to freedom from discrimination on the grounds of discrimination in 
the Human Rights Act 1993 
 
21 - Unreasonable search and seizure 
 
Everyone has the right to be secure against unreasonable search or seizure, whether of the 
person, property, or correspondence or otherwise. 
 
Also the New Zealand Bill of Rights Act 1990 expressly states, as opening that the Act is, 
 
An Act— 

 
(a) to affirm, protect, and promote human rights and fundamental freedoms in New 
Zealand; and 

 



(b) to affirm New Zealand's commitment to the International Covenant on Civil and Political 
Rights 

 
Thereby ratifying New Zealand’s position within the United Nations and signing of the Universal 
Declaration of Human Rights and respect for International law. 
 
The GCSB amendment bill and TICS Bill breach the United Nations Universal Declaration of 
Human Rights on the following counts, as of Article 12, 18 and 19: 

Article 12 - No one shall be subjected to arbitrary interference with his privacy, family, 
home or correspondence, nor to attacks upon his honour and reputation. Everyone has 
the right to the protection of the law against such interference or attacks. 
 
Article 18 - Everyone has the right to freedom of thought, conscience and religion; this 
right includes freedom to change his religion or belief, and freedom, either alone or in 
community with others and in public or private, to manifest his religion or belief in 
teaching, practice, worship and observance. 
 
Article 19 - Everyone has the right to freedom of opinion and expression; this right 
includes freedom to hold opinions without interference and to seek, receive and impart 
information and ideas through any media and regardless of frontiers. 
 
My reasons for consideration of these breaches are as follows. 

 
1)      These Bills are being passed through parliament under urgency, I ask why this is so. 
Is such because of the result of the findings of the Kitteridge report that the GCSB has 
already illegally performed surveillance on up to 88 people, without jurisdiction. In 
consideration of the following breaches of National and International law the GCSB will 
be granted intrusive powers by the proposed legislation, and as it is now a matter of 
urgency, the proper oversight for amendment or annulment cannot be applied. This 
circumvents democratic process. 

 
2)      The word “foreign” has been removed in all instances from the proposed Acts, 
allowing the GCSB powers to potentially perform surveillance of New Zealand citizens. 

 
3)      In regard to Section 8 of the GCSB amendment bill the GCSB is enabled to perform 
surveillance on behalf of co-operation with other agencies, including the New Zealand 
Police, the Defence Forces and SIS. This explicitly implies and indicates co-operation of 
New Zealand agencies performing surveillance at a domestic level upon New Zealand 
citizens. 

 
4)      Sections 15 and 25 allow the GCSB to collect and store electronic communications 
for an unlimited amount of time, and allow distribution of that data to any person or 
agency the Director, under your responsibility Prime Minister, allows to receive the 
information. 

 
Furthermore 

 
1)      The TICS Bill represents an expansion of New Zealand governmental powers over 
communication networks and internet providers over the free medium of the Internet, by 
ensuring that all network operators are must allow full surveillance capabilities, or they 
will not be able to operate in New Zealand. 



 
2)      This applies to both Internet and communications providers irrespective of New 
Zealand of overseas companies. Giving the Minister power to ban the resale and market 
of telecommunications services in New Zealand if it does not provide surveillance 
capabilities. 

 
3)      As New Zealand is a partner of the ‘Five Eyes’ United Kingdom and United States 
led initiative in respect to intelligence gathering and sharing of the information these 
breaches of New Zealanders Human rights and sovereignty will be shared with 
international interests without their knowledge. I draw attention to the face that the 
UKUSA agreement was a secret treaty, kept secret from Australian Prime Ministers until 
1973, though it was first signed in March 1946. A principle directive of this treaty is the 
sharing of intelligence. 

 
To conclude, Prime Minister 

 
I urgently ask of your office, and demand for agreement and ratification of the New 
Zealand Bill of Rights 1990 and the United Nations Declarations of Human Rights and 
International Law, that you annul the proposed Government Communications Security 
Bureau amendment Bill and the related Telecommunications (Interception Capability and 
Security) Bill. 

 
1)      Both of these bills represent a breach of the first mentioned New Zealand Bill of 
Rights and International law. 

 
2)      Both of the proposed legislation circumvents democratic process, consolidates 
power into the hands of but a few ministers, 

 
3)      These bills allow the surveillance of New Zealand citizens potentially and sharing of 
this inception with international interests 

 
4)      These bills allow the censorship of free market principles and direct Government 
control over the medium of the Internet and related communication with preference to 
surveillance 

 
Prime Minister, the proposed GCSB legislation does not represent Democracy or democratic 
process, and infringes upon and abuses the Universal Human Rights of all people in New 
Zealand. I fear that the proposed GCSB amendment bill and the TICS bill will lead to an 
expansion on the police powers of the New Zealand government and surveillance of its citizens in 
the future. 

 

Sincerely, 

Nathan 
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Hi I would like to enter a submission in opposition to the proposed law. 
 
The views represented here are my own, and not necessarily those of my employer. 
 
It seems to me that the proposed powers given to GCSB in the proposed law are far in excess of 
what is needed to address the described problem. 
 
I take issue with the lack of oversight in particular; This act requires that we put faith in the 
absolute judgement of individuals, whose decisions may never see the cleansing light of public 
inspection. More than the fact that individual decisions may not be known, the number of 
searches approved may never be know. 
 
This also requires that we put faith in the capability of those same individuals to understand the 
ramifications of every search they approve. Just as the GCSB previously thought it was ok to 
monitor metadata without warrant, the current, or any future minister approving searches 
might not understand the amount of private information which can be mined from collections of 
apparently meaningless information. 
 
Fraught fraught fraught. 
 
Peter Bulmer 
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SUBMISSION	TO	THE	INTELLIGENCE	AND	SECURITY	COMMITTEE		

ON	THE	GOVERNMENT	COMMUNICATIONS	SECURITY	BUREAU	AND	RELATED	
LEGISLATION	AMENDMENT	BILL	

	
By	Keith	Locke	
11	June	2013	
	
This	submission	opposes	the	Bill.	The	submitter	holds	that	it	is	wrong	to	give	the	
Government	Communications	Security	Bureau	extra	powers,	as	this	legislation	
does,	when	both	Parliament	and	the	people	have	not	yet	been	adequately	
informed	as	to	what	the	GCSB	does	in	our	name.	Below	I	cover	the	areas	where	I	
think	that	information	is	wanting.		
	
The	balance	between	confidentiality	and	public	accountability	
	
In	an	agency	such	as	the	GCSB	there	should	be	a	balance	between	the	need	for	
confidentiality	and	the	need	for	public	accountability.	Both	this	government	and	
the	previous	one	have	not	sought	that	balance.	Instead,	they	have	routinely	
refused	to	provide	any	basic	facts	about	how	the	agency	operates	and	the	
manner	in	which	it	is	exchanging	information	with	other	foreign	agencies.	
		
To	give	one	example:	when	I	was	a	Member	of	Parliament	I	repeatedly	how	
much	GCSB’s	main	asset,	the	Waihopai	spy	base,	was	costing	the	taxpayer.	The	
gross	annual	dollar	amount	was	clearly	a	matter	of	public	interest,	not	a	matter	
of	national	security,	yet	the	Ministers	in	charge,	Helen	Clark,	then	John	Key,	
refused	to	give	that	information	to	me	as	an	MP,	on	behalf	of	the	taxpayers.	
	
Privacy	concerns	
	
We	should	not	proceed	with	this	Bill	when	we	are	still	a	long	way	from	finding	
out	how	much	intrusion	there	is	on	our	privacy	by	the	manner	in	which	the	GCSB	
(and	its	Five	Eyes	partners)	collect	information	on	people’s	communications.		
This	is	currently	a	matter	of	huge	debate	in	the	United	States	and	other	countries	
(including	New	Zealand)	as	a	result	of	the	disclosure	of	that	the	GCSB’s	US	
partner	agency,	the	National	Security	Agency,	is	being	provided	with	daily	
electronic	copies	of	all	telephone	call	records	of	American	telephone	companies.	
It	has	also	been	disclosed	that	the	NSA	has	systems	for	the	mass	collection	and	
processing	the	“metadata”	of	millions	of	email	and	internet	communications.	
Clearly	the	phone	and	email	data	of	hundreds	of	thousands	of	New	Zealanders	
are	being	caught	up	in	this	dragnet	if	they	are	communicating	to	or	from	
America.	
	
This	American	scandal	is	relevant	to	the	Bill	because	I	believe	there	is	some	
confusion	in	the	public	mind	as	to	what	the	GCSB	actually	can	do	if	the	Bill	grants	
it	the	power	to	assist	warranted	SIS	or	Police	operations	on	targets	who	are	New	
Zealand	citizens	and	residents.	The	general	impression	New	Zealanders	have	is	



that	the	GCSB	has	superior	communications	interception	technology		which	will	
be	used	to	help	the	SIS	and	Police	process	their	interception	warrants,	“on	the	
ground”	as	it	were.	In	fact,	the	SIS	and	Police	already	have	their	own	ready	access		
to	telecommunications	providers	to	proceed	with	warranted	intercepts,	and	
ready	access	to	phone	call	information	or	“metadata”	related	to	their	warrants.	
	
The	question	the	public	now	needs	answering	is	to	what	extent	the	GCSB	
contribution	of	“metadata”	to	the	SIS	and	Police	(“metadata”	made	up	most	of	the	
GCSB	contribution	referred	to	in	the	Kitteridge	report)	came	from	the	mass	
collection	of	phone	data,	either	from	communications	intercepted	by	the	satellite	
dishes	at	Waihopai,	or	communication	information	gained	directly	from	its	Five	
Eyes	partners	(particularly	the	NSA).	
	
The	extent	to	which	the	GCSB’s	close	association	with	the	NSA	(and	the	other	
three	Five	Eyes	partners)	compromises	our	protection	of	people	privacy	is	
something	that	needs	to	be	widely	debated	before	a	Bill	like	this	proceeds.		
	
Serving	New	Zealand’s	national	interest	
	
We	need	much	more	openness	and	information	regarding	what	goes	on	at	
Waihopai,	and	the	GCSB’s	links	with	the	other	Five	Eyes	intelligence	agencies,	so	
that	we	can	conduct	a	true	cost/benefit	analysis	of	the	GCSB.	
	
There	is	certainly	a	big	downside	to	being	part	of	such	a	five	nation	network	
which	is	intercepting	the	communications	of	every	other	government	in	the	
world.	This	was	brought	home	to	me	13	years	ago	on	a	parliamentary	visit	with	
our	Foreign	Minister	to	New	Caledonia,	where	our	delegation	was	berated	by	the	
New	Caledonian	government	for	spying	on	them	through	Waihopai.		European	
governments	are	also	unhappy	at	the	Five	Eyes	networks	spying	on	them.	
	
It	doesn’t	help	our	increasingly	important	relations	with	China	to	be	actively	
spying	on	their	government’s	communications	as	the	Five	Eyes	network	
(probably	including	the	Waihopai	spy	station)	currently	is.	
	
It	is	hard	to	detect	much	of	an	upside	to	New	Zealand	being	part	of	the	Five	Eyes	
network.	During	the	entire	period	of	its	existence	there	is	no	evidence	that	it	has	
discovered	a	single	criminal	(a	terrorist	or	otherwise)	or	significantly	added	to	
the	nation’s	intelligence	regarding	developments	in	our	region	–	beyond	what	is	
being	provided	by	diplomats	and	journalists	on	an	ongoing	basis.	
	
Protecting	the	independence	of	our	foreign	policy	
	
We	need	an	analysis	of	the	extent	to	which	being	part	of	the	Five	Eyes	network	
compromises,	even	if	to	a	degree	unintentionally,	the	independence	of	our	
foreign	policy.		As	far	as	we	can	tell	the	mass	communications	data	collected	at	
Waihopai	and	by	the	other	Five	Eyes	systems	is	shared	among	the	five	partners	
to	be	filtered	and	further	analysed	for	their	own	purposes.		Some	of	these	
purposes	(particularly	in	the	case	of	the	American	partner)	have	been	of	a	nature	



that	would	concern	most	New	Zealanders:	some	examples	have	been	the	use	of	
such	intelligence	in	the	Iraq	war,	the	use	of	intercepted	information	for	drone	
	
2	
strikes,	and	America’s	use	of	communications	intelligence	for	a	stance	towards	
China	that	is	more	confrontational	than	our	own.	
	
There	are	alternatives	
	
In	terms	of	dealing	with	real	criminal	threats	emanating	from	overseas,	the	
committee	should	consider	consolidating	operations	in	single	agency,	the	Police,	
which	would	mean	closing	down	the	GCSB	as	a	separate	entity.		The	Police	have	
their	own	intelligence	system,	including	links	with	overseas	law	enforcement	
agencies,	and	have	a	greater	degree	of	accountability	than	the	GCSB	to	Ministers,	
Parliament	and	the	public,	and	to	inspection	agencies	like	the	Independent	Police	
Conduct	Authority.	The	Police	are	also	the	agency	with	the	track	record	of	
dealing	with	terrorism‐related	incidents	in	New	Zealand	involving	foreigners,	of	
which	there	have	only	two	in	recent	times.	It	was	the	Police	who	tracked	down	
the	French	government	terrorists	who	bombed	the	Rainbow	Warrior,	and	it	was	
the	Police	who	brought	to	trial	two	Mossad	agents,	caught	in	the	process	of	
fraudulently	obtaining	New	Zealand	passports	in	order	to	conduct	terrorist	acts.	
	
The	Police	also	have	a	significant	cyber‐security	capacity,	which	could	be	
expanded	by	folding	the	GCSB	capability	into	it.	The	New	Zealand	National	Cyber	
Security	Centre	could	then	become	an	essentially	Police	agency.	
	
Closing	down	the	GCSB	would	help	avoid	the	problems	I	have	described	above.		
But	if	the	Committee	doesn’t	want	to	go	that	far	in	its	recommendations,	let’s	at	
least	have	a	more	open	debate	as	the	nature	and	functions	of	the	GCSB	and	its	
relations	with	its	Five	Eyes	partners,	and	the	extent	to	which	the	GCSB	is	or	isn’t	
of	benefit	to	New	Zealand.	
	
I	wish	to	be	heard	by	the	Committee	on	this	Submission.	
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1. I oppose this bill in its entirety.

2.  The reasons for my opposition are:

(a) The proposed increased powers of the Government Security Communications 
Bureau are excessive and contrary to the Bill of Rights Act.   Of particular concern 
is the reason “threats to our economic wellbeing” which can be used as the pretext 
for intelligence gathering.  This is much wider than the national security objective. 
An objective of contributing to the economic wellbeing of New Zealand is not a 
suitable objective for the Government Communication Security Bureau.  It allows 
and will continue to allow the Bureau to stray into spying on political parties, ngos 
and citizens advocating economic policies the government of the day considers are 
a threat to our economic wellbeing.

(b) The Government Communication Security Bureau has been acting outside its legal 
restrictions, including gathering intelligence on New Zealand citizens and residents. 
The way this illegal behaviour is proposed to be corrected is by legislation which 
extends their powers even further.  That is a bizarre, unethical and immoral 
approach to wrong doing.  

(c) I am aware that there is a statement from an oversight official that arguably the 
Government Communication Security Bureau has not broken the law.  That is not 
the same as saying that the Bureau has complied with the law.  The current law is 
not confusing: the bureau has no powers to spy on New Zealanders, whether 
asked by the police or the Security Intelligence Bureau or not.   Claims by the 
Bureau and the Government that the law is confusing and that this amendment Bill 
is necessary to clarify the law are disingenuous and opportunistic claims to extend 
the powers of the Bureau, and to avoid any accountability by the Bureau or the 
Prime Minister.

(d) This Bill is rushed legislation which may or may not be required.  Unfortunately no 
one can know unless and until there has been a full and comprehensive enquiry 
into the whole security area; looking at our intelligence and security needs, our 
performance so far, working out what is the best structure for providing such 
intelligence and security needs as are identified, what mechanisms to ensure there 
is robust and effective oversight and accountability, and, finally, what legislative 
changes are needed.  The enquiry should also look at the practical and legal 
justification and needs for telecommunications intercepts and the 
Telecommunications (Interception Capability and Security) Bill.

3. The decision I want the Select Committee to make is (a) to recommend that this Bill not 
proceeded with and (b) to recommend that a full and comprehensive public  enquiry be 
held into our intelligence and security needs, including any related telecommunications 
intercept capability and security.
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 Elaine Hampton 

 
To whom is may concern  
  
I am opposed to this rushed change to this  Government Communications Security Bureau and 
Related Legislation Amendment Bill. 
  
This should be debated properly and rushed through.  This bill will change the function of the 
GCSB, expanding the power of the GCSB.  New Zealand should not be providing data which 
would work against New Zealanders, security, collect and store data for unlimited time, with no 
oversight. 
  
Respect for human rights, free speech, and privacy are fundamental to the founding of this 
country. 
  
These will all be compromised. 
  
I am against this bill being passed without consultaion and thorough discussion, and expansion of 
the powers of the GCSB. 
  
Regards  
  
Elaine Hampton    
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To the Intelligence and Security Committee 
 
This submission is from Christopher James Russell. 
 
This submission is in my individual capacity.  I do not wish to appear in person before 
the Committee. 
 
Submission 
 
I support the revising of these bills because it is clear from recent events that the existing 
legislation governing the activities of the Government Communications Security Bureau 
(GCSB) is in significant need of review so that it is no longer simple to misinterpret.  In 
addition, enhanced oversight would be a welcome change. 
 
I wish to make the following comments. 
 
I don't think the GCSB should spy on New Zealanders, directly or via our foreign 
partners, or provide our foreign partners with data on New Zealanders and provisions 
authorising GCSB spying on New Zealanders should be deleted from the Bill. 
 
A provision should be made that prohibits the GCSB from providing data about New 
Zealanders from being given to any foreign partners. 
 
I don’t think our government need to turn New Zealand into a Surveillance State where 
information is collected and stored ‘just in case’ it is needed in the future. 
 
The United Nations Universal Declaration of Human Rights mentions in Article 12; 
No one shall be subjected to arbitrary interference with his privacy, family, home or 
correspondence, nor to attacks upon his honour and reputation. Everyone has the right to 
the protection of the law against such interference or attacks. 
 
I don't believe the current oversight is effective.  Effective oversight is important as 
otherwise misuse of powers or misinterpretations of the law are made possible. 
 
Thank you for the opportunity to put forward my views. 

Chris Russell 
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I oppose the bulk of the Government Communications Security Bureau and 
Related Legislation Amendment Bill. I specifically oppose the expansion of 
GCSB powers in part 1 of the bill. I cautiously support the amendments to the 
Inspector General of Intelligence and Security Act 1996 and the Intelligence and 
Security Committee Act 1996.   
 
Amendments to the Government Communications Security Bureau Act 
2003 
  

1.      I oppose the amendments to the Government Communications Security Bureau 
Act 2003 (“the GCSB Act”) in the bill and ask that they not be passed. 
  

2.      The primary effect of the amendments to the GCSB Act in the bill is to broaden 
the powers of the Government Communications Security Bureau (“the GCSB”) 
and allow it to spy on New Zealanders. I consider these amendments unjustified 
and a threat to democratic freedoms.   
  

3.      I do not accept the principal justification for these amendments that the existing 
law is "unclear". The present Section 14 of the GCSB Act expresses in plain 
language that the GCSB is barred from intercepting the communications of New 
Zealanders. And as the Hansard of the debates when the GCSB Act was passed 
makes clear, that was the clear intent of the government and of the House.  
  

4.      I am greatly concerned that the GCSB has apparently ignored the existing law 
and this Bill essentially proposes to justify the GCSB’s previous actions.  In my 
opinion any democracy which fails to hold its officers to account when they 
operate outside the law is diminished and such actions breed cynicism and 
disaffection in the general public, further weakening our democracy.   
  

5.      The revised interception powers in section 14 of the bill apply not just to foreign 
intelligence-gathering, but also to information assurance and cyber-security. The 
justification for the latter appears weak. According to the bill's Regulatory Impact 
Statement, they are required in order to prevent cyber-crime (identified as "cyber-
borne frauds and scams") in order to "allow the GCSB to see who (namely New 
Zealand individuals and companies) is being attacked". This appears to be a 
disproportionate response and also  
  

6.      The new interception powers are broader than the existing ones, applying not 
just to specific persons or places, but to classes of persons or places. As written, 
they would allow GCSB to obtain a warrant applying to "all members of 
Greenpeace", or to all ISP email servers. 
  



7.      I am greatly perturbed by the recent revelations from the USA regarding the 
actions of the National Security Agency in collecting on domestic telephone 
metadata and on internet user data in cooperation with major internet companies 
such as Apple and Google.  The Bill provides no assurances that the GCSB 
would not engage in similar behaviour. In fact under the bill, such actions would 
be completely legal. I do not accept that the level of threat New Zealand faces at 
present would justify such action.  
  

8.      Finally, I am concerned about the new objective of the bureau in section 6 of the 
bill, which includes "the economic well-being of New Zealand". This is a potential 
catch-all clause which has the potential to stifle debate by critics of government 
policy who are afraid of coming under suspicion.  Open discourse is the lifeblood 
of democracy and greatly enhanced surveillance powers are inimical to open 
discourse.  
  
Amendments to other Acts 
  

9.      I support the amendments to the Inspector-General of Intelligence and Security 
Act 1996 and Intelligence and Security Committee Act 1996 and ask that they be 
passed. 
  
I do not wish to appear before the committee. 
  
Yours faithfully 
Terry Baucher 
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I wish to appear before the committee. 
 
Background 
 
I take it as read that in a free society citizens have a justified expectation that they can 
communicate privately. The knowledge that the State monitors communications inhibits 
citizens in communicating with other citizens. 
 
Implications of the Bill in combination with existing and pending legislation 
 
I note that the Telecommunications Interception Capability Act 2003, if amended by the 
Telecommunications Interception Capability and Security Bill, would put in place a 
thorough-going technical capability for the GCSB to spy on any communications, subject 
to the limits in that law and the GCSB Act. Network operators would be bound to make 
this possible by constraints on whom they employ, their network design, and the 
equipment they install, as well as by provisions requiring their co-operation. 
 
Section 15A of the proposed GCSB Bill makes it possible for the GCSB to exercise this 
capability without judicial oversight through the mechanism of an access authorisation 
from the responsible minister. This would apply to New Zealanders with only the 
additional supervision of the Commissioner. 
 
The effect in toto is that it would be possible after the passage of this bill for the GCSB to 
collect communications wholesale with a single certificate, with little oversight, no cross-
party oversight, and no public scrutiny. 
 
This is unacceptable in a free society. It is the legal infrastructure for a surveillance state 
of the kind that we rightly despised during the Cold War. 
 
Given the inability of NZ's intelligence agencies even to operate within the legal 
boundaries they currently have in recent years, and public disquiet over recent revelations 
about indiscriminate data collection, the Bill in its present form does not provide the 
oversight or the control of the scope of surveillance powers which the public has a right 
to expect. 
 
Regulatory Impact Statement 
I would like make comment on the regulatory impact statement, in particular the threats 
to infrastructure and organisations, and the role of metadata (s18, s31, 36). 
 
Firstly, I note that the organisations charged with assessing the threat benefit from taking 
a maximal position in making that assessment. 



 
Secondly, the appropriate policy response to insecure infrastructure is to audit it and 
assist organisations in implementing a secure infrastructure. For example, electronic 
control systems for power generation simply should not be on a network connected to the 
internet at all, and an effective response would be to assist in redesign of a secure 
implementation that is not bridged to the internet. By contrast interception capability does 
not address or mitigate this threat. 
 
Thirdly, the claimed requirement that the GCSB needs to see who is being attacked opens 
the way for metadata analysis. Often metadata is sufficient to make the contents of a 
private communication perfectly clear. For example, a communication from a sexual 
health clinic to a citizen followed by a communication from the patient to a pharmacist 
leads to obvious inferences which betray the patient's expectation of privacy even though 
the contents of the messages were kept secret. Thus monitoring that purports to preserve 
the privacy of communication content still can exert a chilling effect if that monitoring is 
known to be widespread. In any case breach such monitoring breaches reasonable 
expectations of privacy. 
 
Mission creep 
Further, I am concerned that the scope of surveillance can be extended without 
Parliamentary oversight as the list of organisations the GCSB can assist would be able to 
be amended by Order in Council. Such grants of intrusive powers should be subject to 
serious scrutiny by legislators. 
 
One line conclusion 
I urge that the Bill be substantially reworked to give the confidence that our civil rights 
will be respected. 
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Michael Koziarski 
 
I wish to appear before the committee 
 
Please find my submission included below. I have also attached a PDF in the event 
that that is easier for your purposes, the content is identical. 

Introduction 
My Name is Michael Koziarski, I’m a Partner at Southgate Labs, a software 
development consultancy based in Wellington.  In addition to my duties at Southgate 
Labs I’m also the security coordinator for Ruby on Rails, a large Open Source 
Software project. 
 
I would like to state at the outset that I believe GCSB serves a valuable role in 
protecting our security.  As technological process marches forward we continue to 
rely more and more on a secure, stable and dependable internet.  For the past 
decade the vast majority of my consulting work has been carried out and delivered 
over the internet, New Zealand needs an agency with the skill and powers to protect 
this vital asset. 
 
However as the present media coverage shows, the public perception of GCSB has 
been severely damaged by the matters covered in the Kitteridge report and the 
recent revelations about NSA’s widespread domestic surveillance.  Commentators 
both well-meaning and malicious have been releasing information that paints the 
bureau as an all-seeing spy agency reading their emails and watching their every 
move. 
 
New Zealand deserves a well functioning intelligence agency held in high esteem by 
the public, and some changes to current practises may be required to guarantee 
this. 

Cases of Domestic Assistance Provided by GCSB 
This bill is being considered as a method for remedying the ambiguity and confusion 
regarding GCSB’s ability to assist local agencies.  GCSB’s media release discussing 
the Inspector-General of Intelligence and Security’s inquiry broke the 88 cases of 
‘illegal spying’ into four classes.  
 

 No information intercepted 
 Individuals subject to NZSIS warrants 
 GCSB providing technical assistance 
 Metadata Collection 

No Information Intercepted 
This class of case is obviously the simplest.  No information, nor metadata, was 
intercepted by GCSB. 



Individuals Subject to NZSIS Warrants 
While many people submitting to this committee may have issues with this class of 
case, I do not.  NZSIS, Police and the Defence Force should be able to call on 
GCSB’s expertise, personnel and technology to execute their own duly-warranted 
interceptions.   
 
Section 8C of the bill provides several welcome clarifications on this power.  In 
particular I consider it prudent to limit the agencies GCSB can assist to those 
provided while providing the flexibility to add additional agencies in the future where 
it is warranted. 
 
Another welcome change is the 8C(2) which makes it clear that when providing this 
assistance GCSB is governed by the rules of the assisted agency.  This removes 
any ambiguity around whose jurisdiction applies, and reduces the risk of GCSB 
employees accidentally applying their own wider authorizations related to foreign 
communications to domestic cases. 

GCSB Technical Assistance 
It is unclear from both the kitteridge report or GCSB’s recent media releases what 
the precise nature of this technical assistance is.  As a result I can’t provide any 
useful feedback on this class of case. 

Metadata Collection 
The final class of case covered by the IGIS inquiry are cases involving the ‘collection 
of metadata’.  This is the area of GCSB’s operation I am most concerned about and 
regrettably the bill contains no statement or limitation on the collection, processing or 
storing of Metadata. In the technology industry Metadata is usually used to refer to 
‘data about data’, as distinct from the data itself. 
 
The nearest I can find to a definition of Metadata from GCSB is from the Media 
Statement dated 21 May 2013.   
 

An example of metadata is the information on a telephone bill such as 
the time and duration of a phone call, but not the content of the 
conversation or identification of the people using the phone. 

 
Unfortunately this is a single example not a complete definition, and the current bill 
remains silent on providing any definition of metadata or limitations on GCSB’s 
collection, processing and long-term storage of this metadata.  Similarly no 
restrictions are placed on disseminating the metadata collected to other agencies. 
 
There are other, more sensitive, examples of things which could be considered 
metadata. 
 

 In addition to the time and duration of a phone call, the location of both 
parties could be considered metadata. 

 In addition to phone calls, metadata about cellular data could include, the IP 
address and location of the phone, the application or protocol being 
communicated and the IP address of the server being communicated with. 



 With modern smart phones, the data connection is very frequently enabled, 
and even when the phone is asleep communications take place for things like 
Push Notifications and application downloads.  In this situation the metadata 
about a given account would likely include the phone owner’s location at 
every stage of the day. 

 The metadata needs not be limited to mobile communications, metadata 
about your home internet connection would include sites you visit from your 
computer at home or work. 

 Most internet enabled software communicates over specific ‘ports’, without 
intercepting any communications this metadata reliably identifies the 
applications you use. 

 It can also include the times, dates and frequencies of people you 
communicated with using Skype, Instant Messenger, Email or other methods. 

 
This information is clearly of use to the intelligence community, and may be of use to 
other agencies when establishing patterns, or identifying accounts, locations or 
people who may be of further interest.  Changes in communication patterns or 
location behaviour could be an indication that further investigation is required. 
 
However in many circumstances the metadata of communications is something 
which carries the same importance as the communications themselves.  A former 
member of this committee provides a great example of the pressure which can be 
brought to bear based solely on the From, To and Date fields of a series of emails. 
 
There are also significant risks of false positives when conducting large-scale pattern 
analysis based solely on communication patterns and metadata.  There are 
numerous ways my personal communication metadata could lead to suspicion if 
considered without any additional context: 
 

 As part of my role as a security coordinator for the Ruby on Rails project I 
regularly send and receive encrypted emails from numerous foreign nationals 
concerning security vulnerabilities in our software.  I know nothing about the 
people reporting vulnerabilities to us, often they report things anonymously or 
using aliases. For all I know they are criminals or agents of foreign security 
services 

 Wellington is a small town, the computer security community is smaller still.  I 
have several friends and co-workers who have worked for or interviewed with 
GCSB.  To the best of my knowledge I know no one currently employed 
there, however I may well be in regular encrypted communications with 
people who work in the New Zealand intelligence community. 

 One of my regular running routes takes me past both GCSB’s HQ on Pipitea 
St, and the Embassy of the People’s Republic of China. 

 While less relevant now, until the founding of Southgate Labs I regularly 
traveled for work, and received most of my income from various foreign 
companies. 

 
While a human being evaluating any individual aspect of these would discount them 
as uninteresting, an automated or large-scale data mining exercise looking for 
patterns may well add my name and accounts to lists for further examination.   



Proposed Solutions 
Metadata capture to require warrants or authorizations 
Metadata capture is clearly useful to law enforcement and the intelligence agencies, 
however it should be captured only when there is a reasonable basis of suspicion 
that a given target may be a security threat.  However there is valuable 
accountability provided by external review, and authorisation, of these operations. 
 
I would suggest the committee consider an additional class of authorisation, similar 
to an Interception Warrant or Computer Access Authorisation, to authorise the 
capture and analysis of communications metadata.  These warrants could have a 
lower burden of proof than an Interception Warrant, but should still require the 
Minister and Commissioner for Security Warrants to sign off on the collection. 

Additional disclosures for warrants and authorizations 
I would suggest that the bill be amended to require the Director General of GCSB to 
submit a disclosure on the status of their relevant warrants, the estimated number of 
people affected or targeted, and how long the warrants have been in place.  This 
disclosure would not have to be any more detailed than the annual reports for the 
NZSIS which currently disclose the number and type of warrants in use by the 
service for the year in review.  
 
By disclosing this information GCSB will be able to reassure the public that its 
interceptions are both targeted and necessary, and help calm any disquiet caused 
by the current disclosures of NSA’s PRISM and Boundless Informant programs.  By 
including the estimated number of affected or targeted people we will also be 
preventing the instigation of a widespread ‘dragnet’ style surveillance of the type. 

Conclusion 
The role GCSB plays within our intelligence community is critical, its employees are 
dedicated state servants and there is no evidence or reason to believe that it 
currently acts in a manner which should cause concern.  However recent failings 
covered in the Kitteridge report, and revelations of NSA’s interceptions program 
have caused both valid and fanciful concerns to be raised by the public and 
commentators. 
 
Making it clear that GCSB can only collect communication metadata when 
authorised by a warrant will allow law-abiding New Zealanders to be confident that 
their information is protected.  Similarly extending the disclosures on the warrants 
will enable the public to understand the targeted and necessary level of 
interceptions, and see that the bureau’s operations aren’t a vast cyber conspiracy. 
 
Rebuilding the reputation of GCSB will take time, however it is something the 
government, and the intelligence community, must make a top priority. 
 
Cheers, Koz 
 
 



Submission on the

Government Communications Security Bureau and Related
Legislation Amendment Bill

The Intelligence and Security Committee 

I write as a concerned member of the technical community in the hope that you will reconsider 
some of the changes to both the GCSB Act and the Telecommunications Interception Capability Act
that are proposed in this bill.

 
While I'm not in general opposed to taking steps to strengthen the ability of the GSCB to monitor 
the internet for threats to our national security. I find the following changes give the GSCB too 
broad an authorisation to monitor New Zealanders without appropriate oversight.

The Clause I have an issue with is Clause 14:

Specifically the additions to section 15A(1)

(1)  For the purpose of performing the Bureau's functions under section 8A or 8B, the Director may 
apply in writing to the Minister for the issue of—

• “(a)  an interception warrant authorising the use of interception devices to intercept 
communications not otherwise lawfully obtainable by the Bureau of the following kinds:

• “(i)  communications made or received by 1 or more persons or classes of persons 
specified in the authorisation or made or received in 1 or more places or classes of 
places specified in the authorisation:

• “(ii)  communications that are sent from, or are being sent to, an overseas country:

• “(b)  an access authorisation authorising the accessing of 1 or more specified information 
infrastructures or classes of information infrastructures that the Bureau cannot otherwise 
lawfully access.

•

You have included some protections in the form of Section 15B which requires the involvement of 
the Commissioner of Security Warrants if any application under Section 15A is for the purpose of 
intercepting the private communications of a New Zealand citizen or permanent resident of New 
Zealand. But I do not feel this extends an appropriate level of protection when compared to the 
power the access will give to the GSCB

I recommend you change the wording such both 15A(1)(a)  and 15A(1)(b) require a warrant signed 
by a current sitting high court judge. This will ensure that these provisions are only used when the 
need is apparent in the eyes of the judicial system. These requirements are similar to the 
requirements around police information gathering activity that exist in acts such as the Misuse of 
Drugs Act 1975 and the Crimes Act 1961. 
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Cheryl Lewis 
 
Dear Sir 
  
I am very concerned about the proposed GCSB Amendment Bill. I don't believe the powers of the 
GCSB should be expanded as proposed in Part 1 of the Bill. The law regarding the duties of the 
GCSB is quite clear at present and the Bureau has, in fact, been ignoring it. As has recently been 
shown in the United States uncontrolled security agencies have been spying on their own people. 
I am concerned that the proposed Bill will allow the GCSB to do this to New Zealanders with 
impunity.  
As for terrorism, the GCSB was unable to inform about or to prevent the attack on the Rainbow 
Warrior, a major terrorist attack on New Zealand soil, so I remain unconvinced of the Bureau's 
ability to "fight terrorism". 
  
Please do not pass the amendments expanding the powers of the Bureau. 
  
Yours sincerely 
  
Cheryl LEWIS 
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Submission on the Government Communications Security Bureau 

and Related Legislation Amendment Bill 

 

This submission is in my individual capacity. I do not wish to appear before the Committee. 

 

Let it be known that I, Allan David Murray of 5/158 Hendon Avenue, Mt Albert, Auckland, 

publicly agree with, and fully support the following views opposing the GCSB amendment 

bill, as originally submitted by Vikram Kumar:  

  

Support for Purpose of the Bill  

The stated purpose of the Bill is to provide a clear statutory framework governing the 

activities of the Government Communications Security Bureau (GCSB) and enhance 

oversight. This is welcome given the findings of the Kitteridge Report and the intrusive 

nature of the agency’s operations.  

As the Bill is being put through in an accelerated timeframe under urgency, there is a danger 

that there will be insufficient consideration and debate of the balance between national 

security, international relations, and economic well-being on the one hand and, on the 

other, New Zealanders’ values, privacy, and proportionality of response.  

 

Creation of a Surveillance State  

The combination of Sections 15A and 25 lays the foundation for ubiquitous surveillance in 

New Zealand, almost entirely in the hands of Ministers. In some cases, as detailed in Section 

16, this does not even require a warrant or any oversight whatsoever. Under the guise of its 

Section 8A and 8B functions as well as the purposes laid out in Section 25(2), the GCSB will 

be able to collect, store and analyse all communications ‘just in case’ it is necessary as 

opposed to a response to an actual need.  

Section 15A(1)(a) allows the GCSB to apply for an interception warrant to the Minister 

“authorising the use of interception devices to intercept communications not otherwise 

lawfully obtainable” (emphasis added). A similar provision is contained in Section 15A(1)(b). 

Section 15A(5) overrides all checks and balances in the Act. Further, Section 25 provides 

GCSB with wide discretion in the retention, use and communication of incidental 

information collected.  

Together, these Sections provide the GCSB with the ability to undertake ubiquitous 

surveillance.  

There are no barriers for the data collected to be shared with the National Security Agency 

(NSA) and others in the Five Eyes arrangement. Not only does the Bill create a Surveillance 

State, it provides for New Zealanders to be subject to ubiquitous surveillance in real-time by 

foreign states.  

 

� The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and 15A(1)(b) as 

well as the entirety of Section 15A(5) should be deleted.  

 

GCSB Spying on New Zealanders  

I do not support the inclusion of Section 8C of the Bill and related provisions that provides 

for the GCSB to provide assistance to the agencies listed in Section 8C(1).  

The stated rationale is that “In a small jurisdiction like New Zealand, it is essential that 

specialised capabilities developed or acquired by agencies like GCSB should be available to 

meet key government priorities, where appropriate and subject to necessary safeguards.” 

Further, as the Regulatory Impact Statement states, “Other agencies will not have to 
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duplicate technical capabilities and expertise already held by the Crown, and make effective 

and efficient use of the GCSB’s capabilities.”  

No analysis has been provided of the costs vs. benefits (both tangible and intangible) of 

alternative options, in particular of an agency such as the New Zealand Security Intelligence 

Service (SIS) developing the capabilities it needs itself, or that the National Cyber Security 

Centre (NCSC) cannot be strengthened or re-purposed to achieve this goal.  

Extending this logic and the Better Public Services programme, in the name of efficiency, 

expertise concentration, systems, sources, and resource rationalisation, the SIS and GCSB 

should be merged into a single agency. The logic that drives the Government to keep these 

two agencies separate is the very reason that the specialised capabilities of the GCSB should 

not be used to further the work of the SIS and other agencies listed in Section 8C(1). The 

unrestrained flow of GCSB’s data to the NSA, as detailed below, is another consideration.  

In addition, GCSB’s limited resources and focus should be on functions that no other agency 

provides, i.e. Section 8A and 8B. Section 8(3) allows the GCSB Director, subject to only the 

Minister’s control, to be able to prioritise Section 8C functions over the others. This concern 

is not hypothetical as evidenced by the NSA’s increased focus on domestic surveillance in 

the United States of America.  

 

� Section 8C and related provisions authorising GCSB spying on New Zealanders should be 

deleted from the Bill.  

 

Information flow to the NSA  

What sets the GCSB apart from the SIS is its close ties with NSA and others in the Five Eyes 

arrangement.  

Data collected by the GCSB will flow without any check or oversight to the NSA, including 

that collected by spying on New Zealanders under Section 8C as well as that resulting from 

an interception warrant/access authorisation under Section 15B and from New Zealand 

information infrastructure (including the content of the communications themselves) 

without a warrant under Section 16. How that data is subsequently stored and used by the 

NSA, as well as for what purpose, is beyond New Zealand’s sovereign control or even 

knowledge.  

In addition, data collected by the GCSB under secret warrants and based solely on 

Ministerial discretion will flow to the NSA due to the Telecommunications (Interception 

Capability and Security) Bill going through the legislative process in parallel. The data is from 

lawful interception, duty to assist requests, and network security reviews.  

 

� A specific provision should be introduced in the Bill prohibiting the GCSB from providing 

data about New Zealanders and New Zealand information infrastructure, whether collected 

directly or incidentally, from being given to any and every foreign organisation.  

 

Strengthen oversight arrangements  

GCSB needs to be able to operate in secrecy and outside normal public scrutiny processes. 

Experience shows that effective oversight is even more important in such situations as 

otherwise misuse of powers and convenient interpretations of the law are inevitable. The 

proposed oversight arrangements are clearly inadequate against this standard.  

Cross-party political oversight of the GCSB can provide a measure of additional oversight. For 

example, the Intelligence and Security Committee should be able to independently initiate 

an enquiry and satisfy itself that incidental information in relation to third parties collected, 

retained and communicated by the GCSB is in accordance with Section 25.  
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� The Intelligence and Security Committee Act 1996 be amended so as to provide the 

Committee with the powers to undertake the same functions that the Inspector-General of 

Intelligence and Security has under Section 11 of the Inspector-General of Intelligence and 

Security Act 1996.  

 

Mandatory informing the Minister on urgent issue of a warrant/authorisation  

Section 19A provides for the people specified in Section 19A(2) to issue an urgent warrant or 

authorisation if the Minister is unavailable. To provide for continued oversight of the 

Minister and prevent the Minister from disclaiming knowledge of the urgent 

warrant/authorisation, the Minister should be mandatorily informed of the urgent warrant 

or authorisation issue.  

 

� A provision be included in the Bill that it is mandatory for the person issuing an urgent 

warrant or authorisation under Section 19A to inform the Minister as soon as the Minister is 

available after the issue of such warrant or authorisation.  

 

List of agencies that can be assisted  

Section 8C(1)(d) provides for the GCSB to assist any department (within the meaning of the 

Public Finance Act 1989) by an Order in Council. This is a very low threshold and does not 

allow for any debate or consideration by Parliament. Yet the intrusive and secretive nature 

of the GCSB’s activities requires careful public consideration of appropriateness and 

proportionality before the list of departments it is able to assist is extended.  

For example, if the GCSB is used to assist Inland Revenue in tackling tax avoidance or the 

Ministry of Social Development in benefit fraud, this should be the subject of Parliamentary 

consideration and the legislative process rather than a Cabinet decision.  

 

� The list of agencies that the GCSB is allowed to assist should be able to be expanded only 

by amending the Act rather than an Order in Council.  

 

Ensure whistleblowing process is working  

The amended Section 11 increases penalties for unauthorised disclosures by GCSB staff. 

Given the secretive nature of the organisation, it is vital that public interest disclosure 

provisions work effectively. Section 12 of the Protected Disclosures Act 2000 provides for 

special rules that apply to the GCSB in relation to the internal procedures that it must have 

in place.  

 

� Include a provision in the Bill that requires the GCSB Director to certify to the Inspector-

General of Intelligence and Security annually that all applicable requirements of the 

Protected Disclosures Act 2000 have been fully complied with and that all staff are 

adequately informed of internal procedures in relation to protected disclosures. Such 

information should be reported to the House of Representatives in accordance with Section 

12(3).  

 

 

Thank you, 

Allan Murray. 
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Daniel Richards 

 

Committee Secretariat 

Intelligence and Security Committee 

Parliament Buildings 

WELLINGTON 6160 

 

12 June 2013 

 

Submission:  Government Communications Security Bureau and Related Legislation 

Amendment Bill 

 

Section 15A seems to legalise almost anything that isn’t legal under the act as long as the 

Minister signs a ministerial warrant as well as overriding the Bill of Rights and any other act 

as mentioned in subsection (5). This is achieved by 15A(1)(a)(ii) because almost any 

telecommunication sent or received over the Internet may at some point end up being sent 

to or received from an overseas country. 

 

Section 15A should be removed altogether as it gives the Minister far too much power to 

authorise any kind of interception of anyone’s communications or access to information 

infrastructures. 

 

As a round about way around any other sections, it’s possible that an IP Address could be 

added to the DIA Filter and routed via the Filter, which is based in Australia thus achieving 

15A(1)(a)(ii) or a network operator could be required to route either by accident or purpose 

any telecommunications traffic outside of New Zealand. 

 

I do not wish to appear before the committee. 
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Jan Zawadzki 
 
As I write this, I am also working on my application for citizenship in New Zealand.  I've 
lived here for over a decade, and I proudly consider myself a New Zealander, a Kiwi. 
 
This bill is an embarrassment to our country.  GCSB has repeatedly and recently 
demonstrated it's inability to act within existing New Zealand law, culminating in public 
apology being required by the Prime Minister.   This is how far GCSB was willing to go 
to maintain American COMMERCIAL interests.  Why would anyone in their right mind 
put any faith in GCSB's capability, much less willingness, to obey our laws in the face of 
an actual threat? 
 
This bill effectively extends nearly unlimited surveillance powers to an agency already 
running amok.  There is every reason to curtail their power, not extend it. 
 
In whose interest is it that New Zealand become a total surveillance state???  There are 
plenty of abuse-of-power scandals in other states hell-bent on absolute surveillance: UK 
Israel etc.  Why New Zealand? 
 
This bill creates a massive risk to our democracy, and does not benefit New Zealand. 
 
Jan Zawadzki 
 



Submission 42 
Jonathan Mandeno 

 

Dear Rt. Hon. John Key, 
 
As a National voter, I am strongly against this bill becoming law.  I 
feel it will infringe on my privacy rights, and damage our country's 
reputation as a world leader in citizen freedom and anti-corruption. 
 
I have no desire to live in a society that allows for indiscriminate 
spying on its own citizens.  I believe that this law will not help increase 
mine or anyone else’s security, nor improve our standard of living. 
 
Please do not continue passing this bill into law. 
 
Regards, 
 
Jonathan Mandeno 
 
 



Submission on the Government Communications Security Bureau and
Related Legislation Amendment Bill 2013

Michael Langton

Timing

With the recent revelations about the NSA's activities, no country should be passing 
laws any time soon which grant increased spying power to any organisation.  This bill 
needs to be delayed, so more information can come to light and lead to more informed 
submissions, and hence better law.  Clearly laws which inappropriately enable spying can 
have unintended consequences, so if it's worth doing it's worth doing right.

Much of this bill appears to be aimed at making spying easier and more widely used, 
and this seems backwards.  Spying on New Zealanders (and anybody else) should be 
difficult, expensive, and require a warrant which is not easily granted.  Surveillance should 
never be routine, easy, or automatic.

International

The GCSB, with its international focus and links to overseas spy agencies which do not 
have New Zealand's interests at heart, should never be used for domestic purposes.

• 8C should be removed.
• 15A(1) should explicitly exclude New Zealanders and New Zealand places.
• A provision should be added explicitly prohibiting the GCSB from providing 

information about New Zealanders or New Zealand infrastructure to foreign 
organisations.

Trump card problems

Section 15A is quite problematic in that it explicitly states that this Act should override 
any other, giving too much power to the GCSB and the Minister.

15A(5) explicitly allows every other New Zealand law to be violated in the pursuit of the 
GCSB's aims.  This is completely unacceptable.

15A(1) allows the Minister to grant warrants or access authorisations for the GCSB to 
access things it otherwise has no legal access to.  There are many things the GCSB has no 
legal access to, almost all with good reason.  Further, wording of who and what these 
warrants and access authorisations can target is vague and open-ended.

• 15A(5) should be removed.
• 15A(1) should be modified to either stay within the law or explicitly list any laws 

which a warrant or access authorisation can allow a violation of.
• 15A(1) should have (small) limits on the number of specified people, systems, and 

places who are targeted by a warrant or access authorisation.

Unlimited collection and retention

Incidentally obtained intelligence could potentially have uses in preventing threats to 
people or national security, but the proposed Section 25 has serious issues.  As written, a 
logical (but detrimental) interpretation would be to retain all incidentally obtained 
intelligence forever, just in case it is one day useful.  This has serious privacy and security 
implications and needs to be avoided with an appropriately short time limit, a specificity 
requirement, and a clarification of what "incidentally obtained intelligence" includes.  
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Metadata (e.g. who called who when) can in principle be as revealing as a recorded 
conversation, so it should be included.

• 25(1)(a) should be replaced with something like "retain incidentally obtained 
intelligence (including metadata) that comes into the possession of the Bureau for 
up to 30 days, for 1 or more specific instances of the purposes specified in 
subsection (2); and"
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Submissions from Annemarie Thorby on the  Government Communications Security Bureau and Related 
Legislation Amendment Bill.

I wish to appear in person before the Select Committee.

1. The urgency of this Bill.
Both the Regulatory Impact Statement for this Bill and the Section 7 Report on the Bill of Rights raise the 
importance of the GCSB. 

The RIS states: “The GCSB Act contains intrusive state powers ... Consequently any review of the GCSB Act 
will involve the consideration of human rights and privacy matters.” And the Crown Law Section 7 Report states: 
“the Bill raises questions in respect of the rights to freedom of expression, non-discrimination and against 
unreasonable search and seizure affirmed by ss 14, 19(1) and 21 of the Bill of Rights Act.” 

Further, the supposed reason for rushing this Bill through is a result of the Kitteridge Report. It was this report 
that exposed the 'possibly' illegally spying by the GCSB on up to 88 people. However, a subsequent Neazor report 
(if we are to believe it) found that there had “been no breeches” – if the Neazor report is accepted by the 
government, then that negates one of the key public reasons touted by the government as to the need for urgency. 

More recently, as a result of a report published by the Guardian (June 2013) on spying, there has been increased 
wide-spread public discussion about state surveillance. 

I believe that now would be an opportune time to open the debate on surveillance in NZ. The government should 
immediately halt the submission process to at least allow for more substantial debate to occur.

2. The Bill changes the purpose of the GCSB.
The GCSB's three main functions are stated as being: information assurance and cyber security; cooperation 

assistance to other agencies; and foreign intelligence. Section 14 of the current Act explicitly prohibits the GCSB 
from spying on New Zealanders, thus limiting its intelligence role to foreign intelligence.  However, this Bill 
effectively removes the word 'foreign' from the Act, and therefore will allow precisely what the previous version 
expressly ruled out: that the GCSB can be used to spy on NZ citizens and residents.

This Bill changes the function of the GCSB from collecting and analysing 'foreign intelligence' to becoming a 
domestic spy agency. The government should be aware that the SIS already exists to 'protect the economic well-
being' and its functions and powers were expanded by an amendment to the SIS Act in 2011, rushed through because 
of the then impending Rugby World Cup to be held in NZ. 

I shudder to think what could happen when we have both the SIS and the GCSB able to together legally snoop 
and spy at will.

3. Specific Sections
Sections 8, 15 and 25 of the Bill allow wholesale state surveillance. Under the Bill there will be no limits as to 

what data is collected, for whom the GCSB collect data, how long data can be retained and with whom data can be 
shared. There will also be more opportunity for the GCSB to conduct surveillance without a warrant, they will also 
be able to apply for warrants to surveil for that that is “not otherwise lawfully obtainable”.

Section 11 increases penalties for unauthorised disclosures by GCSB employees.  This should be removed from 
the Bill as this is already covered by Section 12 of the Protected Disclosures Act 2000.

4. Oversight of the GCSB
 The current oversight regime is not adequate and the changes made in this Bill will not correct the failures. At 

the bare minimum the GCSB should be required to produce an annual report documenting surveillance. The report 
should include the number and type of requests made by various NZ (and other) agencies and at least both the 
numbers of people and amount and type of infrasctructure affected by those requests.

5. Conclusion
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Increasing state surveillance and living in a society based on a culture of fear does not create a safer world; I 
therefore oppose the Bill in totality and call for the abolishment of the GCSB. 

I ask the Committee to heed the words of the NZ Law Commissioner who said in 1991: “The danger is that 
States will over-react… [I]t is possible to imagine government officials doing more to destroy democracy in the 
name of counter-terrorism than is presently likely to be achieved by terrorists themselves.” [NZLC R22 Wellington 
1991].

Annemarie Thorby
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Submission 45 
Dr Joel Pitt 

 
While I do not have the time to craft a nuanced and reasoned argument, I wish to voice my 
strong opposition to this bill which seeks to legitimize behaviour that was found to be illegal. 
 
It attempts to trade our liberty and privacy for the oversight of a organization that we expected 
to trust after it broke the trust of this country's citizens. 
 
The current drama with PRISM and the NSA is an indication of where trust of such organisation 
can lead. The slow erosion of privacy is the first steps toward usurping democracy and the right 
to dissent. 
 
While these are certainly abstract and emotive claims, I would like to link to this story, which is 
from an individual who experienced totalitarianism regimes and the same gradual erosion of 
privacy: 
 
http://www.reddit.com/r/changemyview/comments/1fv4r6/i_believe_the_government_should
_be_allowed_to/caeb3pl 
 
The changes to the GCSB bill enable the first steps to this society. 
 
Lastly, I completely and utterly object to the bill taking preference all other bills. In particular the 
Bill of Rights. 
 
I feel there are others better able to express the issues, but I am willing to appear in front of a 
committee should it be necessary to convey just how wrong these changes, in the name of 
"security", are. 
 
Sincerely, 
Dr Joel Pitt. 

 



Submission 46  
Robert Anderson 

Intelligence and Security Committee  

Submission on the Government Communications Security Bureau and Related Legislation 
Amendment Bill  

This submission is in my individual capacity. I wish to appear in person before the Committee.  

I wish to submit that the proposed legislation that is being proceeded with 
under urgency be put on hold at the present time while future information 
about the GCSB and it's foreign counterparts, such as the United States NSA, 
comes to light. 

While we know, through the Dotcom affair, that GCSB has made fundamental errors of 
judgement and assessment of the powers granted to the organisation through the current 
legislation.  To simply grant more powers to invade the freedoms of New Zealand 
citizens and residents when the organisation is unable to operate within the current legal 
framework is a slippery slope I do not want to see this country go down. 
 
A recent report in the New York Times by Bruce Schneier titled "Before Prosecuting, 
Investigate the Government" June 11 2013, highlights that the US counterpart to the 
GCSB has been misleading the United States Government about the activities it has been 
conducting, which may turn out to be illegal and unconstitutional in the USA. Given the 
close relationship between these organisations it is troubling that there may be a culture 
within the western intelligence community that they are able to operate with impunity 
above the law.  This surely must not be the case, as every government employee must at 
all times operate with integrity and within the strict bounds of the laws of the land. 
 
It is my submission that a period of at least 6 months must be granted for matters relating 
to the possible illegal activity of the NSA, which may implicate New Zealand's GCSB, be 
taken for this very topical international issue to be resolved. 
 
Our Government would be seen as reckless and foolish in the eyes of the international 
community if we proceed with the proposed legislation without waiting for the dust to 
settle on current affairs. 

It is worth noting that similar proposed laws in the UK 
the Communications Data Bill has not been passed due to lack of support in 
political circles in the UK.  It is possible that if it has been found that there 
have been abuses of power by the NSA & GCSB that the New Zealand public 
would also not stomach the granting of additional powers within New 
Zealand.  



Your sincerely 

Robert Anderson 

Blenheim 

New Zealand  
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Byron Andrews 

 
To John Key: 
 
I am OPPOSED to the passing of the TICS and GCSB law and amendments because 
I do not believe the government should have increased powers to observe and 
spy on New Zealanders. 
 
Citizens should have a reasonable RIGHT to privacy and the government 
should not search my house without permission, my car without permission, 
read my letters without permission and SHOULD NOT READ MY ELECTRONIC MAIL 
OR SEARCH MY COMPUTER OR OBSERVE MY INTERNET TRAFFIC WITHOUT MY PERMISSION. 
 
Please do not continue passing this into law. 
 
 
 
Sincerely, 
Byron Andrews 

 



Submission 48 
Elliot Olsen 

 
Dear Rt. Hon. John Key, 
 

I attend the University Of Auckland and have been talking to many friends 
and colleagues about this bill amendment.  

As you may know, the majority of youth in Auckland are looking to find a political 
party to vote for in the up coming elections, as are I'm sure the rest of the youth 
in our country. 

Unlike you and your peers, we have grown up with technology by our side, and 
our children will to. It is for this reason that we must all regret to inform you that 
none of us will  vote for a national government in the next elections if you allow 
the GCSB and telecoms more power to monitor our lives online or off. 

We are against this bill becoming law, as we feel it infringes on our privacy, and 
damages our country's reputation as world-leading in freedom and anti-
corruption. we have no desire to live in a society that allows for indiscriminate 
spying on its own citizens, and believe that this law will not increase anyone's 
security nor increase our standard of living. 

We have looked into your past and realise that a higher power might want this bill 
to be passed, but with the very recent exposure of other countries similar 
'information gathering' projects, we feel it would be a mistake to allow a similar 
activity to occur within our country. 

 

Please, just don't. 

 

Cheers, 

Elliot Olsen 
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David Robb 

 
To whom it may concern, 
 
1. I oppose the bulk of the Government Communications Security Bureau and Related 
Legislation Amendment Bill. I specifically oppose the expansion of GCSB powers in part 1 of the 
bill. I cautious support the amendments to other acts in parts 2 and 3 of the bill. Finally, the bill 
is an excellent opportunity to improve the transparency of intelligence oversight in New Zealand 
by bringing the Inspector‐General of Intelligence and Security and the Intelligence and Security 
Committee under the coverage of the Official Information Act 1982. 
 
Amendments to the Government Communications Security Bureau Act 2003 
 
2. I oppose the amendments to the Government Communications Security Bureau Act 2003 in 
the bill and ask that they not be passed. 
 
3. The primary effect of the amendments to the GCSB Act in the bill is to broaden the powers of 
the GCSB and allow it to spy on New Zealanders. 
New Zealand already has mechanisms through the Police and SIS for surveillance of New 
Zealanders, and it is unnecessary to extend this permission to the GCSB. 
 
4. The supposed justification for these amendments is that the law is "unclear". This is incorrect. 
Section 14 of the Act is crystal clear: 
the GCSB is barred from intercepting the communications of New Zealanders. As the Hansard of 
the debates when the Act was passed makes clear, that was the clear intent of the government 
and of the House. 
If any change is to be made, it should be to make it even clearer that the GCSB may NOT 
intercept the communications, meta‐data or any other information held by, sent to, or received 
from New Zealanders. 
 
5. The revised interception powers in section 14 of the bill apply not just to foreign intelligence‐
gathering, but also to information assurance and cyber‐security. The justification for the latter is 
weak. 
According to the bill's Regulatory Impact Statement, they are required in order to prevent cyber‐
crime (identified as "cyber‐borne frauds and 
scams") in order to "allow the GCSB to see who (namely New Zealand individuals and 
companies) is being attacked". This is a disproportionate response, akin to the police sticking 
hidden cameras inside everyone's house in order to detect burglars. 
 
6. The new interception powers are broader than the existing ones, applying not just to specific 
persons or places, but to classes of persons or places. As written, they would allow GCSB to 
obtain a warrant applying to "all members of Greenpeace", or to all ISP email servers. 
 
7. Recent revelations from the USA about widespread surveillance by their National Security 
Agency on domestic telephone metadata and on internet user data in cooperation with major 
internet companies such as Apple and Google invites suspicion that the GCSB could engage in 



similar behaviour. Under the bill, this would be completely legal. Given the level of secrecy 
involved, the best way to prevent such suspicions is not to grant the powers in the first place. 
 
8. Finally, I am concerned about the new objective of the bureau in section 6 of the bill, which 
includes "the economic well‐being of New Zealand". In an environment where the government 
denounces critics of its policies as being guilty of "economic sabotage", extending the GCSB's 
ambit to encompass economic security while giving it domestic spying powers invites suspicion, 
and can only have a chilling effect on political discourse. 
 
9. Government surveillance, or the potential for government surveillance, has a chilling effect on 
political expression and a corrosive effect on social relationships between citizens. It must be 
kept to an absolute minimum if we are to remain a free and democratic society. No justification 
has been provided for these powers, and therefore they should not be granted. 
 
Amendments to other Acts 
 
10. I support the amendments to the Inspector‐General of Intelligence and Security Act 1996 
and Intelligence and Security Committee Act 1996 and ask that they be passed. 
 
11. The Inspector‐General of Intelligence and Security has a significant credibility problem and is 
widely viewed as a rubberstamp. While I do not believe the changes in this bill will lead to much 
improvement, they have the potential to do so, and so I support them. 
 
12. The changes to the Intelligence and Security Committee are mostly housekeeping but could 
slightly strengthen the committee. However real change will only come from the committee 
members taking a robust and proactive view of their role in overseeing New Zealand's 
intelligence agencies. 
 
Increasing transparency 
 
13. I also ask that while Parliament is revisiting the Inspector‐General of Intelligence and 
Security Act 1996 and Intelligence and Security Committee Act 1996, it add both the Inspector‐
General of Intelligence and Security and the Intelligence and Security Committee to Schedule 1 
of the Official Information Act 1982. 
 
14. The Inspector‐General of Intelligence and Security performs a watchdog function over the 
SIS and GCSB. While they report annually to Parliament, these reports have been difficult to 
obtain, and there is little real information available about their work. Public confidence in their 
role would be improved by more openness. 
 
15. The Committee is a government body, but it operates totally in secret. Confidence in its 
work (and hence in the New Zealand intelligence community as a whole) would be increased if 
the public were able to learn such basic facts as how often it met and whether it considered any 
matters beyond the annual reports of intelligence agencies (that is, whether it was providing 
robust and proactive 
oversight) without having to depend on the grace and favour of the Prime Minister. 
 
16. The agencies the Inspector‐General and Committee are responsible for 



‐ the SIS and GCSB ‐ are both themselves subject to the OIA. The OIA contains a conclusive 
withholding ground for information likely to the security and defence or foreign relations of 
New Zealand, and this is sufficient to protect any such information either may handle. 
 
17. I do not wish to appear before the committee. 
 
 
Yours sincerely, 
David Robb 

 



Submission 50 
Kit Withers 

i oppose the bill 
but no doubt the govt will steamroll over the concerns of mere citizens. 

Kit Withers, DSc, PhD 

After months of public speculation about illegal spying on New Zealanders, GCSB 
Director Ian Fletcher issued an extraordinary statement on 21 May 2013. He said that the 
Inspector-General had “formed a view that there have been no breaches” and then, the 
spin, “although the law is unclear”. 

This was extraordinary for at least two reasons- GCSB is even now unwilling to 
acknowledge wrongdoing on its part (let alone start the process of change) and a 
complete failure of oversight (with the GCSB Director rather than the Inspector-General 
making the statement). 

The Government is currently pushing through changes to the GCSB Act under urgency. 
The GCSB, at its core, is the New Zealand arm of the Five Eyes, in particular the NSA.  

 



Submission 51  
Clive Teare 

Submission 

1. I oppose the bulk of the Government Communications Security Bureau and 
Related Legislation Amendment Bill. I specifically oppose the expansion of 
GCSB powers in part 1 of the bill. Finally, the bill is an excellent opportunity to 
improve the transparency of intelligence oversight in New Zealand by bringing 
the Inspector-General of Intelligence and Security and the Intelligence and 
Security Committee under the coverage of the Official Information Act 1982. 
 
Amendments to the Government Communications Security Bureau Act 2003 

2. I oppose the amendments to the Government Communications Security Bureau 
Act 2003 in the bill and ask that they not be passed. 

3. The primary effect of the amendments to the GCSB Act in the bill is to broaden 
the powers of the GCSB and allow it to spy on New Zealanders. This is 
unjustified and a threat to democratic freedoms. 

4. The supposed justification for these amendments is that the law is "unclear". This 
is incorrect. Section 14 of the Act is clear: the GCSB is barred from intercepting 
the communications of New Zealanders. And as the Hansard of the debates when 
the Act was passed makes clear, that was the clear intent of the government and of 
the House. The fact that the GCSB has ignored the law is not a good reason to 
change it. 

5. The revised interception powers in section 14 of the bill apply not just to foreign 
intelligence-gathering, but also to information assurance and cyber-security. The 
justification for the latter is weak. According to the bill's Regulatory Impact 
Statement, they are required in order to prevent cyber-crime (identified as "cyber-
borne frauds and scams") in order to "allow the GCSB to see who (namely New 
Zealand individuals and companies) is being attacked". This is a disproportionate 
response. 

6. The new interception powers are broader than the existing ones, applying not just 
to specific persons or places, but to classes of persons or places. As written, they 
would allow GCSB to obtain a warrant applying to "all members of Greenpeace", 
or to all ISP email servers. 

7. Recent revelations from the USA about widespread surveillance by their National 
Security Agency on domestic telephone metadata and on Internet user data in 
cooperation with major Internet companies such as Apple and Google invites 
suspicion that the GCSB could engage in similar behaviour. Under the bill, this 
would be completely legal. Given the level of secrecy involved, the best way to 
prevent such suspicions is not to grant the powers in the first place. 



8. Finally, I am concerned about the new objective of the bureau in section 6 of the 
bill, which includes "the economic well-being of New Zealand". In an 
environment where the government denounces critics of its policies as being 
guilty of "economic sabotage", extending the GCSB's ambit to encompass 
economic security while giving it domestic spying powers invites suspicion, and 
can only have a chilling effect on political discourse. 

9. Government surveillance, or the potential for government surveillance, has a 
chilling effect on political expression and a corrosive effect on social relationships 
between citizens. It must be kept to an absolute minimum if we are to remain a 
free and democratic society. No justification has been provided for these powers, 
and therefore they should not be granted.  

10. I do not wish to appear before the committee. 

 

Thank you for considering my submission. 

 

Regards 

Clive Teare 

 



Submission 52 
Fergus Wheeler 

 
Greetings,  
 
Here is my submission on the GCSB Bill.  
 
How would one send it directly to the right place? Couldn't see it on your website 
 
Regards 
 
I oppose the bulk of the Government Communications Security Bureau and Related Legislation 
Amendment Bill. I specifically oppose the expansion of GCSB powers in part 1 of the bill. I give 
cautious support the amendments to other acts in parts 2 and 3 of the bill. Finally, the bill is an 
excellent opportunity to improve the transparency of intelligence oversight in New Zealand by 
bringing the Inspector‐General of Intelligence and Security and the Intelligence and Security 
Committee under the coverage of the Official Information Act 1982. 
 
Amendments to the Government Communications Security Bureau Act 2003 
 
I oppose the amendments to the Government Communications Security Bureau Act 2003 in the 
bill and ask that they not be passed. 
 
The primary effect of the amendments to the GCSB Act in the bill is to broaden the powers of 
the GCSB and allow it to spy on New Zealanders. This is unjustified and a threat to democratic 
freedoms. 
 
The supposed justification for these amendments is that the law is "unclear". This is incorrect. 
Section 14 of the Act is crystal clear: the GCSB is barred from intercepting the communications 
of New Zealanders. And as the Hansard of the debates when the Act was passed makes clear, 
that was the clear intent of the government and of the House. The fact that the GCSB has 
ignored the law is not a good reason to change it. 
 
The revised interception powers in section 14 of the bill apply not just to foreign intelligence‐
gathering, but also to information assurance and cyber‐security. The justification for the latter is 
weak. According to the bill's Regulatory Impact Statement, they are required in order to prevent 
cyber‐crime (identified as "cyber‐borne frauds and scams") in order to "allow the GCSB to see 
who (namely New Zealand individuals and companies) is being attacked". This is a 
disproportionate response, akin to the police sticking hidden cameras inside everyone's house in 
order to detect burglars. 
 
The new interception powers are broader than the existing ones, applying not just to specific 
persons or places, but to classes of persons or places. As written, they would allow GCSB to 
obtain a warrant applying to "all members of Greenpeace", or to all ISP email servers. 
 
Recent revelations from the USA about widespread surveillance by their National Security 
Agency on domestic telephone metadata and on internet user data in cooperation with major 
internet companies such as Apple and Google invites suspicion that the GCSB could engage in 



similar behaviour. Under the bill, this would be completely legal. Given the level of secrecy 
involved, the best way to prevent such suspicions is not to grant the powers in the first place. 
 
Finally, I am concerned about the new objective of the bureau in section 6 of the bill, which 
includes "the economic well‐being of New Zealand". In an environment where the government 
denounces critics of its policies as being guilty of "economic sabotage", extending the GCSB's 
ambit to encompass economic security while giving it domestic spying powers invites suspicion, 
and can only have a chilling effect on political discourse. 
 
Government surveillance, or the potential for government surveillance, has a chilling effect on 
political expression and a corrosive effect on social relationships between citizens. It must be 
kept to an absolute minimum if we are to remain a free and democratic society. No justification 
has been provided for these powers, and therefore they should not be granted. 
 
Amendments to other Acts 
 
I support the amendments to the Inspector‐General of Intelligence and Security Act 1996 and 
Intelligence and Security Committee Act 1996 and ask that they be passed. 
 
The Inspector‐General of Intelligence and Security has a significant credibility problem and is 
widely viewed as a toothless rubberstamp. While I do not believe the changes in this bill will 
lead to much improvement, they have the potential to do so, and so I support them. 
 
The changes to the Intelligence and Security Committee are mostly housekeeping but could 
slightly strengthen the committee. However real change will only come from the committee 
members taking a robust and proactive view of their role in overseeing New Zealand's 
intelligence agencies. 
 
Increasing transparency 
 
I also ask that while Parliament is revisiting the Inspector‐General of Intelligence and Security 
Act 1996 and Intelligence and Security Committee Act 1996, it add both the Inspector‐General 
of Intelligence and Security and the Intelligence and Security Committee to Schedule 1 of the 
Official Information Act 1982. 
 
The Inspector‐General of Intelligence and Security performs a watchdog function over the SIS 
and GCSB. While they report annually to Parliament, these reports have been difficult to obtain, 
and there is little real information available about their work. Public confidence in their role 
would be improved by more openness. 
 
The Committee is a government body, but it operates totally in secret. Confidence in its work 
(and hence in the New Zealand intelligence community as a whole) would be increased if the 
public were able to learn such basic facts as how often it met and whether it considered any 
matters beyond the annual reports of intelligence agencies (that is, whether it was providing 
robust and proactive oversight) without having to depend on the grace and favour of the Prime 
Minister. 
 



The agencies the Inspector‐General and Committee are responsible for ‐ the SIS and GCSB ‐ are 
both themselves subject to the OIA. The OIA contains a conclusive withholding ground for 
information likely to the security and defence or foreign relations of New Zealand, and this is 
sufficient to protect any such information either may handle.  
 
I do not wish to appear before the committee. 
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Leslie Margaret Barrett 

 
13th June 2013 
 
The Intelligence and Security Committee 
Parliament Buildings 
Wellington  
 
 

My Submission for the Government Communications Security Bureau and 
Related Legislation Amendment Act 2013. 
 
In the General Policy Statement for the omnibus Bill to amend the 
Government Communications Security Bureau Act 2003,  
the following political opinion is stated as if it was an inalienable fact: “... 
New Zealand faces a changing security environment in which threats are 
increasingly interconnected and national borders are less meaningful. 
Globalisation means New Zealand is no longer as distant from security 
threats as it once was. This changed environment means the legislation 
governing GCSB needs updating, to enable it to address the security 
challenges posed by the increasing importance of cyberspace”. 
 
But the GCSB cybersecurity role, on which its existence depends, is all-
importantly with the UKUSA Network - with the CIA in particular. We are just 
as loyal to the USA now, as we were in 1945, even though: “US plans for 
global dominance  EFFECTS ON THE ASIA-PACIFIC REGION:Tensions are 
rising as America expands its military bases and ballistic missile defence 
systems in the Asia-Pacific region in a policy to “contain” China and 
Russia...”. And “US Secretary of State, Hilary Clinton announced in America’s 
Pacific Century... a ‘pivot’ of foreign and military policy into the  
Asia-Pacific and the expansion of US bases on Pacific Islands”. * 
 
Unfortunately, Globalisation has always had an awful lot to do with US global 
dominance - to be avoided at all costs, certainly not accepted as inevitable. If 
this country’s borders are less meaningful than in the past, it is because we 
are allowing it to happen.  
One example: New Zealanders watch more American TV, than do Americans. 
Is it really our destiny to be loyal CIA pawns in a disastrous nuclear 
Asian/Pacific war game, which could only be a final solution?  
 
We are not Americans, and we have enormous responsibility to ensure the 
environmental protection of our Country, and to help ensure the 
environmental protection of the South Pacific and of Antarctica. Is it possible 
to fulfil our political and environmental responsibilities, while at the same 
time accepting being controlled and subtly dictated to by the good old USA? 
No, it is not!  
 



Now is the time to make the stark choice: accepting that we belong to the 
planetary community, or seeing ourselves as surrounded by foreign 
adversaries. 
 
The GCSB spies on our friendly South Pacific neighbours, and sends detailed, 
automatic intelligence from satellite communications about them to the CIA,  
without their knowledge. That is an appalling status quo! What has happened 
to our true blue national character when we accept dishonesty and falsity 
as an expedient - because of our political and environmental insecurities? 
 
Teresa H. Shea SIGINT Director National Security Agency wrote: “SIGINT is 
intelligence derived from electronic signals and systems used by foreign 
targets, such as communications systems, radars, and weapons systems. 
SIGINT provides a vital window for our nation into foreign adversaries' 
capabilities, actions, and intentions ... The National Security Agency is 
responsible for providing foreign Signals Intelligence (SIGINT) to our nation's 
policy-makers and military forces”. 
Sep 9, 2011. 
 
How, in heavens name, can the people of the South Pacific be collectively 
described as: foreign adversaries? And what moral right does the GCSB have 
to monitor their phone calls and use Intelsat Satellites to intercept: 
“...diplomatic communications between embassies and their home capitals, 
all manner of government and military communications, a wide range of 
business communications, communications of international organisations and 
political organisations and the personal communications of people living 
throughout the Pacific”.** 
   
Here below is information on two links from the website of the Guardian UK, 
dated 6th June 2013, regarding the skulduggery of the CIA. 
And too, the contents page of the latest Pacific Ecologist Journal Issue 22 
Summer 2013: “Why It’s Vital To Rid The World Of Nuclear Weapons 
...and how you can help”. 
 
http://www.guardian.co.uk/world/boundless-informant 
 
http://www.guardian.co.uk/world/2013/jun/06/nsa-phone-records-
verizon-court-order 
 
      http://pacificecologist.org/archive/22/ 
 
The good news is that Aotearoa/New Zealand is recognised and respected as 
being Nuclear Free! We need absolutely, to liberate our Country from any  
association with the secret colonialism of the CIA now! To condone the 
amendment of the GCSB Act of 2003 will be counterproductive in the 
extreme. 
People all over the world will know about our skeleton in the cupboard 



collusion soon! Enough is Enough! We are living in the post-industrial age 
now! 
Although no one would know it! Because of Climate Change, Eco-system 
Collapse, Peak Oil, Species Extinction, Forest Decimation, Scarcity, Greed 
etc. etc.. 
 
We must be worthy of our international reputation as a nuclear free country, 
with our focus on integrity. If the way of the future does not begin now, 
it will be too late. In microcosm, Aotearoa/New Zealand needs to realise its 
destiny and demonstrate to other countries - the way back to:  
Living In Tune With Nature - especially Capitalist China. This is an 
imperative! We all have much creative ability and it is high time we put it to 
good use for the benefit of everyone. Instead of the current obsession with: 
“Me First”.  
 
Please read the summary, on attachment, of the book written by Dr Ted 
Trainer, the father of the Transition Movement. And below is an article:  
Nuclear-Free New Zealand has been nominated for an award. And below that 
is a dire warning about Climate Change. 
 
Yours sincerely, 
Leslie Margaret Barrett BA(VUW) 
 
 
18 Delamere Drive 
Kawerau 3127 
Eastern Bay of Plenty 
Aotearoa/NZ 
64 7 323 73 61 
 
 
* Pacific Ecologist Issue 22 Summer 2013 Page 7.   
** Secret Power by Nicky Hager, Published by Craig Potton Publishing, First 
published 1996,  Reprinted 1996, 2007.  Page 28. 
 
___________________________________________________________________
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New Zealand’s Nuclear-Free Legislation Nominated For 
Award 
 
Thursday, 6 June 2013, 3:30 pm 
Press Release: World Future Council 
World Future Council 
 
Future Policy Award 2013 
 
Press release – for immediate release 



 
International Award Celebrates Solutions For Sustainable Disarmament 
 
Aotearoa-New Zealand’s groundbreaking nuclear-free legislation is 
nominated for the 2013 Future Policy Award 
 
Hamburg/Geneva/New York – 6 June 2013: In 1987, against the backdrop of 
rising Cold War tensions between the United States and the Soviet Union, 
Aotearoa-New Zealand passed its groundbreaking Nuclear-free Act, which 
banned nuclear weapons and meant US nuclear-armed and nuclear-powered 
ships were no longer allowed in New Zealand ports. Today, more than 25 years 
later, that policy has been nominated for the World Future Council’s Future Policy 
Award 2013. 
 
In partnership with the United Nations Office for Disarmament Affairs (UNODA) 
and the Inter-Parliamentary Union (IPU), this year’s award seeks to highlight 
disarmament policies that contribute to the achievement of peace, sustainable 
development and human security. In response to a worldwide call for 
nominations, the World Future Council has received 25 nominations of best 
policy practice from all continents. 
 
The horrific health and environmental consequences of nuclear testing in the 
South Pacific, growing concern about the risks of nuclear war, and government 
plans to develop nuclear energy led to a surge in anti-nuclear sentiment in 
Aotearoa-New Zealand in the 1970s. Among the campaigns employed by the 
anti-nuclear movement was the declaration of Nuclear Weapon-Free Zones 
(NWFZ) in classrooms, work places, towns and cities. By the 1984 general 
election, over 66 percent of New Zealanders lived in such NWFZs. 
 
In 1987 the nuclear-free policy was firmly cemented in the New Zealand Nuclear 
Free Zone, Arms Control, And Disarmament Act – “to establish in New Zealand a 
Nuclear Free Zone, to promote and encourage an active and effective 
contribution by New Zealand to the essential process of disarmament and 
international arms control.“ The nomination of this policy further reinforces the 
words of the former New Zealand Prime Minister David Lange, who said: “Our 
nuclear free status is a statement of our belief that we and our fellow human 
beings can build the institutions which will one day allow us all to renounce the 
weapons of mass destruction. We are a small country and what we can do is 
limited. But in this as in every other great issue, we have to start somewhere“. 
 
In 2013, disarmament issues have featured regularly and prominently in the 
headlines, drawing public attention to concerns such as the on-going threat 
posed by nuclear and chemical weapons as well as the historic passing of a UN 
Resolution on a global Arms Trade Treaty. Weapons of mass destruction 
continue to pose a threat to all life on Earth while the trafficking of small arms and 
light weapons fuels tensions, undermines peace, and incites armed violence. 



 
With global military spending currently exceeding $1.7 trillion annually, a billion 
people continue to suffer from hunger. More still have no access to safe water, 
food, adequate health care or education. By promoting the exchange of best 
practices, the Future Policy Award showcases a range of innovative policy 
approaches to advance disarmament and celebrate policies that create better 
living conditions for current and future generations. 
 
The aim of the award is to raise global awareness of these exemplary policies 
and speed up policy action towards just, sustainable and peaceful societies. It is 
the first award that celebrates policies rather than people on an international 
level. 
 
Following a call for nominations sent to more than 120 international 
organizations, NGOs and noted experts in the field, a list of 25 eligible policies 
has been compiled. The policies reflect a geo-political spread of approaches to 
disarmament and cover initiatives designed to tackle the problem of small arms 
and light weapons as well as weapons of mass destruction. 
 
An extensive research process is currently underway and involves interviews 
with nationally based policy-makers, civil society organizations and academics. A 
jury of notable experts will evaluate the nominated policies according to their 
positive impact on sustainable development and human security goals. The 
winning policies will then be announced at a ceremony on 23 October 2013 at 
the United Nations Headquarters in New York, on the eve of UN Disarmament 
Week, 24 – 30 October 2013. 
 
The full lists of nominated policies and Jury members is available at 
www.worldfuturecouncil.org/fpa_2013.html (from June 6) and below. 
 
Nominations of the Future Policy Award 2013 
 
National Policies 
 
1.   Albania– Action Plan for the Destruction of Surplus Munitions in the Albanian 
Armed Forces, 2008. 
2.   Aotearoa-New Zealand– New Zealand Nuclear Free Zone, Disarmament, 
and Arms Control Act, 1987. 
3.   Argentina– National Programme for the Voluntary Surrender of Firearms, 
2006. 
4.   Australia– National Agreement on Firearms, 1996. 
5.   Austria– Austrian Federal Constitutional Law on Nuclear Free Austria, 1999. 
6.   Austria– Federal Act on the Prohibition of Cluster Munitions, 2008. 
7.   Belgium– Law on Anti-personnel Mines, 1995. 
8.   Belgium– Law regulating Economic and Individual Activities with Weapons, 
2006. 



9.   Brazil– Statute of Disarmament, Law No. 10,826/03, 2003. 
10.  Costa Rica– Abolition of the Army, Article 12 of the Constitution, 1949. 
11.  Iceland– Plan of Action for the Implementation of United Nations Security 
Council Resolution 1325, 2008. 
12.  Mongolia– Law of Mongolia on its Nuclear Weapon Free Status, 2000. 
13.  Mozambique and South Africa–  Agreement between the Government of the 
Republic of Mozambique and the Government of the Republic of South Africa in 
Respect of Cooperation and Mutual Assistance in the field of Crime Combating, 
1995. 
14.  Norway– Ethical Guidelines for the Norwegian Government Pension Fund, 
2004. 
15.  Norway– Act relating to the implementation of the Convention on Cluster 
Munitions in Norwegian law, No. 28, 2008. 
16.  Philippines– Nuclear Free Amendment to the Philippine Constitution (Article 
2, Section 8), 1987. 
17.  South Africa– National Policy on Non-Proliferation, Disarmament and Arms 
Control, 1993. 
18.  United States of America– Assembled Chemical Weapons Assessment 
(ACWA) Program, 1996. 
19.  United States of America– Cooperative Threat Reduction Program, 1991. 
 
Regional Policies 
 
20.  Africa– African Nuclear Weapon Free Zone Treaty, Treaty of Pelindaba, 
1996. 
21.  Central Asia– Treaty on a Nuclear Weapon Free Zone in Central Asia, 
Treaty of Semipalatinsk, 2006. 
22.  Latin America– Treaty for the Prohibition of Nuclear Weapons in Latin 
America and the Caribbean, Treaty of Tlatelolco, 1967. 
23.  Southeast Asia– Treaty on the Southeast Asia Nuclear Weapon Free Zone, 
Bangkok Treaty, 1995. 
24.  South Pacific– South Pacific Nuclear Free Zone Treaty, Treaty of 
Rarotonga, 1985. 
25.  West Africa– ECOWAS Convention on Small Arms and Light Weapons, their 
Ammunition and other related Materials, 2006. 
 
ENDS 
 
© Scoop Media 
 
________________________________________________________________
_____________________________________________ 
 
 
Essential Information. 



(Crown Copyright/Hadley Centre) Comment: Peter 
Bunyard  Science Editor for The Ecologist (UK)  January 
2007/Issue 0/Volume 37, included with an article entitled: “The 
Science of Climate Change” by Anna da Costa.  
 
“COMMENT 
PETER BUNYARD 
SCIENCE EDITOR 
Imagine a scorched earth right across the planet, from Africa to 
Asia and beyond to South America; imagine the surface waters of 
the ocean warm from the tropics to the poles; imagine a world in 
which Bangladesh and big chunks of expensive real estate in 
Florida had largely disappeared beneath the waves; imagine 
hurricanes with many times the energy of a Katrina; imagine 
millions upon millions of environmental refugees fleeing from the 
droughts  
of Africa, India and South America and equally from flooding on 
an unimaginable scale; imagine too, the great corn-belt of the Mid 
West turned into a hot, unpleasant dust bowl, and the Amazon 
Basin, once home to the world’s greatest tropical forests, little 
more than a burning desert. 
  Could that be the fate of the Earth within less than a century? 
Could humanity, as we know it, become a thing of the past, 
extinguished because of runaway climate change?  
   All that may seem the worst kind of scaremongering, the 
exaggerated mutterings of a sensation-seeking magazine. 
But what if such predictions come from the UK Met Office’s 
prestigious Hadley Centre?  
As it happens, The Ecologist has laid its hands exclusively on a set 
of the Hadley Centre’s simulations of the Earth’s temperature from 
the year 1870 until 2099. They are what we have to expect, were 
we to turn a blind eye to business-as-usual emissions of 
greenhouse gases. 
  No images could be more striking of the future we face from 
global warming than this set of projections. For more than a 



century, until the late 1980’s we see small variations in surface 
temperature, all within the normal bounds of a complicated, highly 
interactive climate system. 
  But from then on, and with ever-increasing intensity the Earth 
warms up, until by the end of this century, average surface 
temperatures over Africa, South America, parts of the United 
States, Europe 
and Asia have soared by a massive 10 degrees C, compared to the 
early years of the 20th century.   
  The Hadley Centre projections were kept back from publication 
simply because of their unpalatability, of the frightening message 
they contain. Certainly, they have put paid to the notion 
that we have time to fiddle with our greenhouse gas emissions 
before the Earth burns. 
On that basis, even though the Stern Report gives a good enough 
account of the nature of climate change, it fails to go far enough, 
and certainly nowhere near far enough to prevent the looming 
catastrophe predicted by the Hadley Centre. Nor is the Hadley 
Centre alone in its predictions. 
  In September, the Tyndall Centre for Climate Change Research 
reported that a 90 per cent cut in greenhouse gas emissions, and no 
less, was needed by 2050, rather than the 60 per cent advocated  
by Stern.    
 That means, says the Tyndall Centre, that we can’t just wait 
around for technology or emission trading to offer a smooth 
transition to a low carbon future. Instead, we need worldwide to 
reduce our greenhouse gas emissions by ‘an unprecedented nine 
per cent a year for up to 20 years’. 
 Climatologists, including those of the UK Met Office, are warning 
that a rise in average global surface temperatures of between 2 
degrees C and 3 degrees C will cause havoc, with up to four billion 
people affected by water scarcity, major losses in agricultural 
productivity that will wipe out the world’s grain reserves, and loss 
of ecosystems, including the rainforests of the Amazon and most 
coral reefs. The Hadley Centre’s projections stare us in the face. 



The need to reduce greenhouse gas emissions, while 
simultaneously conserving the world’s rainforests, is of paramount 
importance. 
We have time only if we act now.”   
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THE TRANSITION: 
 GETTING TO A SUSTAINABLE AND JUST WORLD. 

 
Ted Trainer 

   Envirobook, 2010.  330 pages. $(A)30. 
 

The basic points this book argues are: 
 

 Most current discussions of global problems, solutions and strategies are 
mistaken.  The problems (environment destruction, resource depletion, Third World 
poverty and underdevelopment, armed conflict, social breakdown and a falling quality of 
life) are far bigger than most people realize, and they cannot be solved by technical 
advance within a society whose basic structures and values creates them. 

 
 We are entering an era of intense and insoluble resource scarcity.  We must develop 

ways of living well on much lower rates of resource use. 
 

 The basic cause of the predicament is far too much producing and consuming 
going on. We are far beyond sustainable levels of resource consumption, “living 
standards” and of GDP.  Rich world rates can’t be kept up for long and could never be 
extended to all the world’s people.  

 
 Yet our supreme goal is economic growth, i.e., increasing production and 

consumption without limit! 
 

 The global economy is massively unjust.  It delivers most of the world’s resources to 
the few in rich countries, and gears Third World productive capacity to rich world super-
markets, not to meeting the needs of the world’s poor billions.  Rich countries must move 
down to living on their fair share of global wealth. 

 
 These faults cannot be fixed within or by a society driven by growth, market forces, 

production for profit, or affluence.  These are the causes of the global sustainability 
and justice problems.  Consumer society cannot be reformed to make it sustainable or 
just; it must be largely replaced by a society with fundamentally different structures. 

 
 The alternative has to  be THE SIMPLER WAY, a society based on non-affluent 

lifestyles within mostly small and highly self-sufficient local economies under local 
participatory control and not driven by market forces or the profit motive, and with no 
economic growth.  There must be an enormous cultural change, away from competitive, 
individualistic acquisitiveness.  The book details the reasons why this Simpler Way vision 
is workable and attractive, promising a higher quality of life than most people in rich 
countries have at present. 

 
 What then is the most effective transition strategy?  Chapter 13 argues that most 

strategies, including green and red-left as well as conventional strategies, are mistaken.  
The essential aim is not to fight against consumer-capitalist society, but to build the 
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alternative to it.  This revolution cannot be achieved from the top, either by governments, 
green parties or proletarian revolutions.  This can only be a grass-roots transition led by 
ordinary people working out how they can cooperatively make their local communities 
viable as the global economy increasingly fails to provide.  The Eco-village and Transition 
Towns movements have begun the general shift, but…  

 
 Local self-sufficiency initiatives such as community gardens and Permaculture 

must be informed by the awareness that reforms to consumer-capitalist society 
cannot achieve a sustainable and just society.  Nothing of lasting significance will be 
achieved unless it is clearly understood that our efforts in these local initiatives are the 
first steps to the eventual replacement of the present society by one which is not driven 
by market forces, profit, competition, growth or affluence.  This awareness is far from 
sufficiently evident in present green initiatives.  The most important contribution activists 
can make is to join community gardens, Transition Towns movements etc. in order to help 
to develop this wider and radical global vision within participants. 

 
 The last chapter offers a practical strategy that can be implemented in existing 

suburbs, towns and neighbourhoods. 
 
 
 
The book is intended as a fundamental challenge to people concerned about the fate of the 
planet, arguing that most current analysis and action is tragically misguided and wasted.  It 
seeks to show an irrefutable logic – i.e., when the magnitude and causes of our predicament are 
grasped it is obvious that the problems cannot be solved within consumer-capitalist society, and 
that the solution then has to be some kind of Simpler Way, and that working for the transition 
then has to centre on the development of largely self-governing communities. 
  
The book is addressed mainly to activists, hoping that it will help green people to apply their 
scarce energies to the most effective purposes.  It should also be of interest to a wide range of 
students of social theory as it deals at length with crucial issues to do with social cohesion and 
change, sustainability, Marxism, Anarchism, economics, government, education, Third World 
development, globalization, settlement design, limits to growth, values, global peace and justice, 
and the nature of the good society. 

 
To order:--     
 
 By email: -- Contact pat@envirobook.com.au for procedure. 
 

By post: --   Envirobook, 7 Close St., Canterbury,  
                      NSW, Australia, 2190.  $30, Post free. 
 

 Overseas orders: -- NZ $(A)30, add $(A)11 for postage. ---  US, Canada  
and Middle East $(A)30, add $(A)15.70 (airmail),                          
$(A)11.20 (seamail) ---  Rest of world $(A)30, add                        
$(A)19.30 (airmail),  $(A)11.20 (seamail.) 
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Submission 54 
Brent Jackson 

 
I oppose the Government Communications Security Bureau and Related Legislation 
Amendment Bill and ask that it not be passed. 
   
  This bill totally changes the role of the GCSB, to allow them to spy on New 
Zealanders.  The clear intent of the Government Communications Security Bureau Act 
2003 is that the GSCB is not allowed to spy on New Zealanders (as can be seen in the 
Hansard when the Act was passed).  There is no valid justification for the huge decrease 
in privacy that this would inflict on all New Zealanders. 
In the Regulatory Impact Statement of the bill, these changes are required to "allow the 
GCSB to see who (namely New Zealand individuals and companies) is being 
attacked".  There are much simpler and more focused changes that could achieve this 
end, without granting such open-ended powers to the GSCB.  This is the equivalent of 
allowing the police to put video cameras outside every property in order to see who is 
being burgled. 
  The new interception powers are too broad in that they allow classes of persons or 
places to be spied on.  This would easily be open to abuse for political ends.  The fact that 
the GSCB has already been illegally spying on New Zealanders shows that they cannot 
be trusted to stay within the law, and that there is far too little oversight of their 
activities.  Granting them additional powers is completely the wrong approach to solving 
these problems. 

  The addition of "the economic well-being of New Zealand" to the objectives of the 
GSCB would make them beholden to big business. The well-being of the New Zealand 
people is increasingly being traded off in order to support commercial activities (eg 
Hobbit movies, SkyCity Conference Centre), and this is a further stride down that 
path.  Allowing anyone in New Zealand who opposes a business to be spied on, would 
further demolish trust in the GSCB as being a necessary government body. 
   
  The Government should be encouraging the discussion of new ideas, not attempted to 
suppress them.  New Zealand is a democratic and free society.  This bill makes us less 
free, with no justifiable benefit.  
   
  I do not wish to appear before the committee. 

Regards, 
Brent Jackson 
 

 



Submission 55 
Marianne Macdonald 

 
This is my submission on the GCSB Bill 

1. I oppose the bulk of the Government Communications Security Bureau and 
Related Legislation Amendment Bill. I specifically oppose the expansion of 
GCSB powers in part 1 of the bill. Finally, the bill is an excellent opportunity to 
improve the transparency of intelligence oversight in New Zealand by bringing 
the Inspector-General of Intelligence and Security and the Intelligence and 
Security Committee under the coverage of the Official Information Act 1982, and 
this is something that should be done. 
 
Amendments to the Government Communications Security Bureau Act 2003 

2. I oppose the amendments to the Government Communications Security Bureau 
Act 2003 in the bill and ask that they not be passed. 

3. The primary effect of the amendments to the GCSB Act in the bill is to broaden 
the powers of the GCSB and allow it to spy on New Zealanders. This is 
unjustified and a threat to democratic freedoms. 

4. The supposed justification for these amendments is that the law is "unclear". This 
is incorrect. Section 14 of the Act is clear: the GCSB is barred from intercepting 
the communications of New Zealanders. And as the Hansard of the debates when 
the Act was passed makes clear, that was the clear intent of the government and of 
the House. The fact that the GCSB has ignored the law is not a good reason to 
change it. 

5. The revised interception powers in section 14 of the bill apply not just to foreign 
intelligence-gathering, but also to information assurance and cyber-security. The 
justification for the latter is weak. According to the bill's Regulatory Impact 
Statement, they are required in order to prevent cyber-crime (identified as "cyber-
borne frauds and scams") in order to "allow the GCSB to see who (namely New 
Zealand individuals and companies) is being attacked". This is a disproportionate 
response. 

6. The new interception powers are broader than the existing ones, applying not just 
to specific persons or places, but to classes of persons or places. As written, they 
would allow GCSB to obtain a warrant applying to "all members of Greenpeace", 
or to all ISP email servers. 

7. Recent revelations from the USA about widespread surveillance by their National 
Security Agency on domestic telephone metadata and on Internet user data in 
cooperation with major Internet companies such as Apple and Google invites 
suspicion that the GCSB could engage in similar behaviour. Under the bill, this 



would be completely legal. Given the level of secrecy involved, the best way to 
prevent such suspicions is not to grant the powers in the first place. 

8. I am concerned about the new objective of the bureau in section 6 of the bill, 
which includes "the economic well-being of New Zealand". In an environment 
where the government denounces critics of its policies as being guilty of 
"economic sabotage", extending the GCSB's ambit to encompass economic 
security while giving it domestic spying powers invites suspicion, and can only 
have a chilling effect on political discourse. 

9. Government surveillance, or the potential for government surveillance, has a 
chilling effect on political expression and a corrosive effect on social relationships 
between citizens. It must be kept to an absolute minimum if we are to remain a 
free and democratic society. No justification has been provided for these powers, 
and therefore they should not be granted.  

 

I do not wish to appear before the committee. 

Thank you for considering my submission. 

Regards 

Marianne Macdonald 
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Submission	  on	  the	  Government	  Communications	  Security	  Bureau	  	  

and	  Related	  Legislation	  Amendment	  Bill	  	  by	  Gilbert	  van	  Reenen	  
	  
	  
Undue	  Haste	  with	  introduction	  of	  this	  legislation	  –	  Plea	  for	  Extension	  of	  Deadline	  
for	  Submissions	  
This	  is	  extremely	  important	  legislation	  and	  to	  introduce	  it	  with	  such	  haste	  and	  with	  
so	  little	  public	  consultation	  and	  discourse	  is	  disgraceful	  and	  an	  indictment	  on	  those	  
responsible	  for	  this.	  Since	  the	  introduction	  the	  revelations	  regarding	  PRISM	  	  and	  
other	  covert	  government	  sanctioned	  activities	  have	  been	  revealed.	  I	  respectfully	  
submit	  that	  the	  legislation	  amendment	  process	  be	  delayed	  by	  at	  least	  four	  	  weeks	  to	  
allow	  more	  public	  discussion	  and	  consideration	  and	  exploration	  of	  the	  issues	  and	  
implications	  involved	  with	  this	  legislation.	  
	  
Support	  for	  Purpose	  &	  Intentions	  of	  the	  Bill	  	  
The	  stated	  purpose	  of	  the	  Bill	  is	  to	  provide	  a	  clear	  statutory	  framework	  governing	  
the	  activities	  of	  the	  Government	  Communications	  Security	  Bureau	  (GCSB)	  and	  
enhance	  oversight.	  This	  is	  welcome	  given	  the	  findings	  of	  the	  Kitteridge	  Report	  and	  
the	  intrusive	  nature	  of	  the	  agency’s	  operations.	  	  
As	  the	  Bill	  is	  being	  put	  through	  in	  an	  accelerated	  timeframe	  under	  urgency,	  there	  is	  a	  
danger	  that	  there	  will	  be	  insufficient	  consideration	  and	  debate	  of	  the	  balance	  
between	  national	  security,	  international	  relations,	  and	  economic	  well-‐being	  on	  the	  
one	  hand	  and,	  on	  the	  other,	  New	  Zealanders’	  values,	  privacy,	  and	  proportionality	  of	  
response.	  I	  believe	  that	  the	  security	  risks	  have	  been	  grossly	  overstated	  and	  
overestimated.	  
	  
Creation	  of	  a	  Surveillance	  State	  	  
The	  combination	  of	  Sections	  15A	  and	  25	  lays	  the	  foundation	  for	  ubiquitous	  secret	  
surveillance	  in	  New	  Zealand,	  almost	  entirely	  in	  the	  hands	  of	  Ministers.	  In	  some	  cases,	  
as	  detailed	  in	  Section	  16,	  this	  does	  not	  even	  require	  a	  warrant	  or	  any	  oversight	  
whatsoever.	  Under	  the	  guise	  of	  its	  Section	  8A	  and	  8B	  functions	  as	  well	  as	  the	  
purposes	  laid	  out	  in	  Section	  25(2),	  the	  GCSB	  will	  be	  able	  to	  collect,	  store	  and	  analyse	  
all	  communications	  ‘just	  in	  case’	  it	  is	  necessary	  as	  opposed	  to	  a	  response	  to	  an	  actual	  
need.	  	  
Section	  15A(1)(a)	  allows	  the	  GCSB	  to	  apply	  for	  an	  interception	  warrant	  to	  the	  
Minister	  “authorising	  the	  use	  of	  interception	  devices	  to	  intercept	  communications	  
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not	  otherwise	  lawfully	  obtainable”	  (emphasis	  added).	  A	  similar	  provision	  is	  
contained	  in	  Section	  15A(1)(b).	  Section	  15A(5)	  overrides	  all	  checks	  and	  balances	  in	  
the	  Act.	  Further,	  Section	  25	  provides	  GCSB	  with	  wide	  discretion	  in	  the	  retention,	  use	  
and	  communication	  of	  incidental	  information	  collected.	  	  
Together,	  these	  Sections	  provide	  the	  GCSB	  with	  the	  ability	  to	  undertake	  ubiquitous	  
surveillance.	  	  
There	  are	  no	  barriers	  for	  the	  data	  collected	  to	  be	  shared	  with	  the	  National	  Security	  
Agency	  (NSA)	  and	  others	  in	  the	  Five	  Eyes	  arrangement.	  Not	  only	  does	  the	  Bill	  create	  
a	  Surveillance	  State,	  it	  provides	  for	  New	  Zealanders	  to	  be	  subject	  to	  ubiquitous	  
surveillance	  in	  real-‐time	  by	  foreign	  states.	  	  
The	  words	  “not	  otherwise	  lawfully	  obtainable”	  in	  Sections	  15A(1)(a)	  and	  15A(1)(b)	  as	  
well	  as	  the	  entirety	  of	  Section	  15A(5)	  should	  be	  deleted.	  	  
	  
GCSB	  Spying	  on	  New	  Zealanders	  	  
I	  do	  not	  support	  the	  inclusion	  of	  Section	  8C	  of	  the	  Bill	  and	  related	  provisions	  that	  
provides	  for	  the	  GCSB	  to	  provide	  assistance	  to	  the	  agencies	  listed	  in	  Section	  8C(1).	  
The	  stated	  rationale	  is	  that	  “In	  a	  small	  jurisdiction	  like	  New	  Zealand,	  it	  is	  essential	  
that	  specialised	  capabilities	  developed	  or	  acquired	  by	  agencies	  like	  GCSB	  should	  be	  
available	  to	  meet	  key	  government	  priorities,	  where	  appropriate	  and	  subject	  to	  
necessary	  safeguards.”	  Further,	  as	  the	  Regulatory	  Impact	  Statement	  states,	  “Other	  
agencies	  will	  not	  have	  to	  duplicate	  technical	  capabilities	  and	  expertise	  already	  held	  
by	  the	  Crown,	  and	  make	  effective	  and	  efficient	  use	  of	  the	  GCSB’s	  capabilities.”	  No	  
analysis	  has	  been	  provided	  of	  the	  costs	  vs.	  benefits	  (both	  tangible	  and	  intangible)	  of	  
alternative	  options,	  in	  particular	  of	  an	  agency	  such	  as	  the	  New	  Zealand	  Security	  
Intelligence	  Service	  (SIS)	  developing	  the	  capabilities	  it	  needs	  itself,	  or	  that	  the	  
National	  Cyber	  Security	  Centre	  (NCSC)	  cannot	  be	  strengthened	  or	  re-‐purposed	  to	  
achieve	  this	  goal.	  	  
Extending	  this	  logic	  and	  the	  Better	  Public	  Services	  programme,	  in	  the	  name	  of	  
efficiency,	  expertise	  concentration,	  systems,	  sources,	  and	  resource	  rationalisation,	  
the	  SIS	  and	  GCSB	  should	  be	  merged	  into	  a	  single	  agency.	  The	  logic	  that	  drives	  the	  
Government	  to	  keep	  these	  two	  agencies	  separate	  is	  the	  very	  reason	  that	  the	  
specialised	  capabilities	  of	  the	  GCSB	  should	  not	  be	  used	  to	  further	  the	  work	  of	  the	  SIS	  
and	  other	  agencies	  listed	  in	  Section	  8C(1).	  The	  unrestrained	  flow	  of	  GCSB’s	  data	  to	  
the	  NSA,	  as	  detailed	  below,	  is	  another	  consideration.	  	  
In	  addition,	  GCSB’s	  limited	  resources	  and	  focus	  should	  be	  on	  functions	  that	  no	  other	  
agency	  provides,	  i.e.	  Section	  8A	  and	  8B.	  Section	  8(3)	  allows	  the	  GCSB	  Director,	  
subject	  to	  only	  the	  Minister’s	  control,	  to	  be	  able	  to	  prioritise	  Section	  8C	  functions	  
over	  the	  others.	  This	  concern	  is	  not	  hypothetical	  as	  evidenced	  by	  the	  NSA’s	  
increased	  focus	  on	  domestic	  surveillance	  in	  the	  United	  States	  of	  America.	  	  
Section	  8C	  and	  related	  provisions	  authorising	  GCSB	  spying	  on	  New	  Zealanders	  should	  
be	  deleted	  from	  the	  Bill.	  The	  notion	  that	  all	  New	  Zealanders	  can	  be	  spied	  on	  is	  
obscene.	  	  
	  
Information	  flow	  to	  the	  NSA	  	  
What	  sets	  the	  GCSB	  apart	  from	  the	  SIS	  is	  its	  close	  ties	  with	  NSA	  and	  others	  in	  the	  
Five	  Eyes	  arrangement.	  	  
Data	  collected	  by	  the	  GCSB	  will	  flow	  without	  any	  check	  or	  oversight	  to	  the	  NSA,	  
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including	  that	  collected	  by	  spying	  on	  New	  Zealanders	  under	  Section	  8C	  as	  well	  as	  
that	  resulting	  from	  an	  interception	  warrant/access	  authorisation	  under	  Section	  15B	  
and	  from	  New	  Zealand	  information	  infrastructure	  (including	  the	  content	  of	  the	  
communications	  themselves)	  without	  a	  warrant	  under	  Section	  16.	  How	  that	  data	  is	  
subsequently	  stored	  and	  used	  by	  the	  NSA,	  as	  well	  as	  for	  what	  purpose,	  is	  beyond	  
New	  Zealand’s	  sovereign	  control	  or	  even	  knowledge.	  	  
In	  addition,	  data	  collected	  by	  the	  GCSB	  under	  secret	  warrants	  and	  based	  solely	  on	  
Ministerial	  discretion	  will	  flow	  to	  the	  NSA	  due	  to	  the	  Telecommunications	  
(Interception	  Capability	  and	  Security)	  Bill	  going	  through	  the	  legislative	  process	  in	  
parallel.	  The	  data	  is	  from	  lawful	  interception,	  duty	  to	  assist	  requests,	  and	  network	  
security	  reviews.	  	  
A	  specific	  provision	  should	  be	  introduced	  in	  the	  Bill	  prohibiting	  the	  GCSB	  from	  
providing	  data	  about	  New	  Zealanders	  and	  New	  Zealand	  information	  infrastructure,	  
whether	  collected	  directly	  or	  incidentally,	  from	  being	  given	  to	  any	  and	  every	  foreign	  
organisation.	  	  
	  
Strengthen	  oversight	  arrangements	  	  
The	  GCSB	  needs	  to	  be	  able	  to	  operate	  in	  secrecy	  and	  outside	  normal	  public	  scrutiny	  
processes.	  Experience	  shows	  that	  effective	  oversight	  is	  even	  more	  important	  in	  such	  
situations	  as	  otherwise	  misuse	  of	  powers	  and	  convenient	  interpretations	  of	  the	  law	  
are	  inevitable.	  The	  proposed	  oversight	  arrangements	  are	  clearly	  inadequate	  against	  
this	  standard.	  	  
Cross-‐party	  political	  oversight	  of	  the	  GCSB	  can	  provide	  a	  measure	  of	  additional	  
oversight.	  For	  example,	  the	  Intelligence	  and	  Security	  Committee	  should	  be	  able	  to	  
independently	  initiate	  an	  enquiry	  and	  satisfy	  itself	  that	  incidental	  information	  in	  
relation	  to	  third	  parties	  collected,	  retained	  and	  communicated	  by	  the	  GCSB	  is	  in	  
accordance	  with	  Section	  25.	  	  
The	  Intelligence	  and	  Security	  Committee	  Act	  1996	  be	  amended	  so	  as	  to	  provide	  the	  
Committee	  with	  the	  powers	  to	  undertake	  the	  same	  functions	  that	  the	  Inspector-‐
General	  of	  Intelligence	  and	  Security	  has	  under	  Section	  11	  of	  the	  Inspector-‐General	  of	  
Intelligence	  and	  Security	  Act	  1996.	  	  
	  
Mandatory	  informing	  the	  Minister	  on	  urgent	  issue	  of	  a	  warrant/authorisation	  	  
Section	  19A	  provides	  for	  the	  people	  specified	  in	  Section	  19A(2)	  to	  issue	  an	  urgent	  
warrant	  or	  authorisation	  if	  the	  Minister	  is	  unavailable.	  To	  provide	  for	  continued	  
oversight	  of	  the	  Minister	  and	  prevent	  the	  Minister	  from	  disclaiming	  knowledge	  of	  
the	  urgent	  warrant/authorisation,	  the	  Minister	  should	  be	  mandatorily	  informed	  of	  
the	  urgent	  warrant	  or	  authorisation	  issue.	  	  
A	  provision	  be	  included	  in	  the	  Bill	  that	  it	  is	  mandatory	  for	  the	  person	  issuing	  an	  
urgent	  warrant	  or	  authorisation	  under	  Section	  19A	  to	  inform	  the	  Minister	  as	  soon	  as	  
the	  Minister	  is	  available	  after	  the	  issue	  of	  such	  warrant	  or	  authorisation.	  	  
	  
List	  of	  agencies	  that	  can	  be	  assisted	  	  
Section	  8C(1)(d)	  provides	  for	  the	  GCSB	  to	  assist	  any	  department	  (within	  the	  meaning	  
of	  the	  Public	  Finance	  Act	  1989)	  by	  an	  Order	  in	  Council.	  This	  is	  a	  very	  low	  threshold	  
and	  does	  not	  allow	  for	  any	  debate	  or	  consideration	  by	  Parliament.	  Yet	  the	  intrusive	  
and	  secretive	  nature	  of	  the	  GCSB’s	  activities	  requires	  careful	  public	  consideration	  of	  
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appropriateness	  and	  proportionality	  before	  the	  list	  of	  departments	  it	  is	  able	  to	  assist	  
is	  extended.	  	  
For	  example,	  if	  the	  GCSB	  is	  used	  to	  assist	  Inland	  Revenue	  in	  tackling	  tax	  avoidance	  or	  
the	  Ministry	  of	  Social	  Development	  in	  benefit	  fraud,	  this	  should	  be	  the	  subject	  of	  
Parliamentary	  consideration	  and	  the	  legislative	  process	  rather	  than	  a	  Cabinet	  
decision.	  	  
The	  list	  of	  agencies	  that	  the	  GCSB	  is	  allowed	  to	  assist	  should	  be	  able	  to	  be	  expanded	  
only	  by	  amending	  the	  Act	  rather	  than	  an	  Order	  in	  Council.	  	  
	  
Ensure	  that	  the	  whistle	  blowing	  process	  is	  working	  as	  originally	  intended	  
The	  amended	  Section	  11	  increases	  penalties	  for	  unauthorised	  disclosures	  by	  GCSB	  
staff.	  Given	  the	  secretive	  nature	  of	  the	  GCSB	  organization	  and	  its	  allies,	  it	  is	  vital	  that	  
public	  interest	  disclosure	  provisions	  work	  effectively.	  Section	  12	  of	  the	  Protected	  
Disclosures	  Act	  2000	  provides	  for	  special	  rules	  that	  apply	  to	  the	  GCSB	  in	  relation	  to	  
the	  internal	  procedures	  that	  it	  must	  have	  in	  place.	  	  
Include	  a	  provision	  in	  the	  Bill	  that	  requires	  the	  GCSB	  Director	  to	  certify	  to	  the	  
Inspector-‐General	  of	  Intelligence	  and	  Security	  annually	  that	  all	  applicable	  
requirements	  of	  the	  Protected	  Disclosures	  Act	  2000	  have	  been	  fully	  complied	  with	  
and	  that	  all	  staff	  are	  adequately	  informed	  of	  internal	  procedures	  in	  relation	  to	  
protected	  disclosures.	  Such	  information	  should	  be	  reported	  to	  the	  House	  of	  
Representatives	  in	  accordance	  with	  Section	  12(3).	  	  
	  
Thank	  You	  Committee	  for	  your	  attention	  and	  consideration	  of	  my	  submission	  
	  
Yours	  Sincerely	  
	  
Gilbert	  van	  Reenen	  
	  
	  
641	  Ballantyne	  Road	  
RD2	  
WANAKA	  9382	  
CENTRAL	  OTAGO	  
gvr@cleangreen.co.nz	  
	  
12th	  June	  2013	  
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Submission on the Government Communications Security Bureau 
and Related Legislation Amendment Bill 
  
Bera MacClement  
23 Rame Road Greenhithe  
[Postal address: PO Box 108 Greenhithe, Auckland 0756]  
  
Email:  bera@ihug.co.nz 
Phone: 09-4139957 
  
Amendments to the Government Communications Security Bureau Act 2003 
 
I oppose the amendments to the Government Communications Security Bureau Act 2003 in 
the bill and ask that they not be passed. The primary effect of these amendments is to broaden 
the powers of the GCSB and allow it to spy on New Zealanders. This is unjustified and a 
threat to democratic freedoms. 
 
The supposed justification for these amendments is that the law is "unclear". This is simply 
not true: Section 14 of the Act makes it absolutely clear that the GCSB is barred from 
intercepting the communications of New Zealanders. And as the Hansard of the debates when 
the Act was passed makes clear, that was the clear intent of the government and of the House. 
The fact that the GCSB has ignored the law is not a good reason to change it. 
 
I am alarmed by the broadening of the GCSB's interception powers, so as to apply not just to 
specific persons or places, but to classes of persons or places. As written, they would allow 
GCSB to obtain a warrant applying to "all members of Greenpeace", or to all ISP email 
servers. 
 
Recent revelations from the USA about widespread surveillance by their National Security 
Agency on domestic telephone metadata and on internet user data in cooperation with major 
internet companies such as Apple and Google invites suspicion that the GCSB could engage 
in similar behaviour. Under the bill, this would be completely legal. Given the level of 
secrecy involved, the best way to prevent such suspicions is not to grant the powers in the 
first place. 
 
 
Amendments to other Acts 
 
I support the amendments to the Inspector-General of Intelligence and Security Act 1996 and 
ask that they be passed. I welcome the strengthening of the office of the IGIS, expanding the 
IGIS’s statutory work programme and enabling it to the carry out a greater range of range of 
activities while enhancing the corresponding reporting responsibilities.  
 
Likewise I support the amendments to the Intelligence and Security Committee Act 1996 and 
ask that they too be passed.  
 
 
I do not ask to appear before the Committee 
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1. Summary of recommendations 

1.1. The CTU strongly supports calls by Labour and the Greens for an independent 

inquiry into the operation of the intelligence services as a whole including a review of 

the impact of information gathering using programmes such as PRISM and 

BLARNEY to ensure that they appropriately safeguard New Zealand (and New 

Zealanders’ rights) and to rebuild lost trust.  Changing legislation to legitimise 

previous poor practice will do the opposite:  amendments to the intelligence 

agencies’ powers should be the last step in a detailed and careful consideration. 

1.2. The recent inquiry of the Inspector-General of Intelligence and Security (‘the IGIS’) 

into potential breaches of the Government Communications Security Bureau Act 

2003 (‘the GCSB Act’)1 should be released.  While the detail of the investigations 

may be secret (and may be redacted), the correct interpretation of the Act is an 

important question of public law and should be disclosed. 

1.3. The decision that the Government Communications Security Bureau (‘the GCSB’) is 

to be permitted to spy on New Zealanders should be subject to a much more 

rigorous process than truncated consideration by the Intelligence and Security 

Committee.  The CTU recommends that any law change permitting the GCSB to spy 

on New Zealand citizens or permanent residents must await the outcome and 

recommendations of the independent inquiry. 

1.4. The CTU recommends that the amendments to expand the grounds for storage and 

sharing of information under new section 25 to include “preventing or responding to 

threats to human life in New Zealand or any other country” and “identifying, 

preventing, or responding to threats or potential threats to the national security of 

New Zealand or any other country” do not proceed.  These grounds are far too 

broad. 

1.5. The CTU supports strongly supports amendments to require the GCSB to: 

 Keep a register of interception warrants and access authorisations (clause 18 

inserting proposed section 19).  It is alarming that this does not occur already. 

                                                
1 Regarding the GCSB’s spying on 88 New Zealand citizens and permanent residents between the 
coming into force of the GCSB Act on 1 April 2003 and 26 September 2012. 
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 Comply with privacy principles relating to the collection, usage, storage and 

retention of personal information as per the Law Commission’s 

recommendations from the review of the Privacy Act 1990. 

1.6. As the Regulatory Impact Statement notes, legislative change is unnecessary in 

relation to the exercise of the GCSB’s powers which may be addressed by the 

development of guidance.  Non-legislative solutions are much more consistent with 

the rights of freedom of expression and freedom from unreasonable search under 

the New Zealand Bill of Rights Act 1990. 

1.7. Though it is not a matter of legislative change, the CTU recommends moves to 

ensure that the Office of the IGIS is adequately resourced to proactively and 

effectively deal with issues.   Office staff should include not just a Deputy IGIS but 

also (modelled on the Australian Office of the IGIS) former intelligence community 

employees, a legal advisor, review staff and administrators. 

1.8. The CTU supports the Bill’s proposals to bolster the powers and responsibilities of 

the IGIS to undertake proactive investigations into systemic compliance issues and 

the provision of unclassified versions of the IGIS’s reports. 

1.9. The CTU recommends that changes are made to the Intelligence and Security 

Committee Act 1996 to ensure that: 

 The committee is not chaired by the Minister in charge of the New Zealand 

Security Intelligence Service.  It is a clear conflict of interest. 

 The Intelligence and Security Committee is empowered to undertake inquiries 

of its own motion and to compel evidence from intelligence service 

employees.  Appropriate security safeguards should be put in place to allow 

this to occur. 

 Committee meetings and reports should be open to the public except where 

there is a compelling reason to the contrary 
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3. Introduction  

3.1. This submission is made on behalf of the 37 unions affiliated to the New Zealand 

Council of Trade Unions Te Kauae Kaimahi (CTU). With 340,000 members, the CTU 

is one of the largest democratic organisations in New Zealand.   

3.2. The CTU acknowledges Te Tiriti o Waitangi as the founding document of Aotearoa 

New Zealand and formally acknowledges this through Te Rūnanga o Ngā Kaimahi 

Māori o Aotearoa (Te Rūnanga) the Māori arm of Te Kauae Kaimahi (CTU) which 

represents approximately 60,000 Māori workers. 

3.3. The CTU has consistently expressed a high degree of concern regarding the 

increase in powers and intrusiveness of surveillance in New Zealand society 

including increased powers and wide definitions regarding “terrorism”, the widening 

of authority to install and use surveillance equipment such as through the Search 

and Surveillance Bill, the widening of the definition of “security” to include “the 

making of a contribution to New Zealand’s inter-national well-being or economic 

well-being”, the increased use of private investigators by companies to watch people 

it considers are working against its interests, and other developments that could be 

used against people considered opponents of the government of the day. 
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3.4. Unionists have long been targets for surveillance and accusations by security 

forces, despite having a firm basis of legitimacy in domestic and international law.  

Union activity is deliberately concerned with economic wellbeing, as is much political 

activity in the community.  

3.5. Our concerns are rendered acute by the revelations of ubiquitous monitoring of 

electronic and telephonic communications by the United States of America’s 

National Security Agency (‘NSA’) under programmes codenamed PRISM and 

BLARNEY.2  

3.6. The Prime Minister has stated “We do exchange - and it's well known - information 

with our partners [including the NSA].”3 His reassurances that information sharing is 

not used to circumvent New Zealand law ring somewhat hollow however as it is 

unclear what interpretation of the New Zealand law the GCSB relies upon.  The 

Prime Minister has been unforthcoming on the question of whether New Zealand 

uses similar systems to PRISM. 

3.7. We are concerned that, in light of the GCSB’s failings and failure of oversight 

identified in the Review of Compliance at the Government Communications Security 

Bureau (‘the Kitteridge Report’) the Government’s response has been to legislate 

away the parts of the Act which the GCSB has breached.    

3.8. We agree with the Kitteridge Report that:4 

GCSB [is at the] high-risk end of the compliance spectrum. Its powerful capabilities and 

intrusive statutory powers may only be utilised for certain purposes. The necessarily secret 

nature of its capabilities and activities prevents the sort of transparency that would usually 

apply to a public sector organisation. It is therefore imperative that the public be able to trust 

that those exercising the powers are doing so only in the way authorised by Parliament. A 

robust compliance regime, including visibly demanding external reporting and oversight, should 

provide considerable assurance to the public. 

3.9.  While the Government Communication and Security Bureau and Related 

Legislation Amendment Bill (‘the Bill’) goes part way towards addressing compliance 

issues we believe this is not enough and that it addresses some issues in the wrong 

way. 
                                                
2 See for further detail:  http://www.guardian.co.uk/world/nsa  
3‘ David Fisher  and Matthew Theunissen  ‘Key:  No GCSB legal loophole’ NZ Herald 11 June 2013 
http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=10889696  
4 ‘Review of Compliance at the Government Communication Security Bureau’, Rebecca Kitteridge 
March 2013 at [38].  Retrieved from  http://www.gcsb.govt.nz/newsroom/reports-
publications/Review%20of%20Compliance_%20final%2022%20March%202013.pdf  
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3.10. The New Zealand Public Service Association (the PSA), which is an affiliate of the 

CTU, represents a number of the staff of the GCSB. There is a constructive 

relationship with the Chief Executive and the PSA expects that it will be fully 

engaged and consulted on any aspects of the proposals in the Bill that impact on 

PSA members in the GCSB and their jobs and workloads. 

4. Scope of the law regarding New Zealand citizens and residents 

4.1. The CTU is extremely concerned that the proposed amendments widen the GCSB’s 

ambit to undertake surveillance of New Zealand citizens and permanent residents. 

4.2. The first justification is that the law is unclear.  In her introductory speech to the 

Bill’s first reading the Minister of Justice, Hon Judith Collins, stated that:5 

A particular issue has arisen around the bureau’s role in supplying crucial support to other 

entities, including the New Zealand Defence Force, the New Zealand Security Intelligence 

Service, and the New Zealand Police. It has been a longstanding practice of the Government 

Communications Security Bureau…to provide assistance to other entities. However, as I stated 

earlier, there are difficulties of legal interpretation in the existing Government Communications 

Security Bureau Act, including in relation to this assistance. The Government has decided that 

there is too much uncertainty to continue this very important activity under the existing law. The 

vast bulk of this type of activity remains on hold until legislation is passed by this Parliament to 

provide greater clarity about whether the bureau can provide assistance to others. Currently 

the Act says that assistance may be provided but only on matters relevant to the pursuit of the 

bureau’s own objective, or the safety of a person, or the prevention or detection of serious 

crime. That limits or at least makes uncertain when the bureau is able to share its expertise 

across the intelligence community and the wider public sector. We want to provide greater 

clarity and ensure the bureau can help other agencies fulfil their lawful duties, particularly in the 

areas of security and law enforcement. 

4.3. Much of the assessment of the legality of the GCSB’s actions remains secret, such 

as the report of Paul Neazor, the Inspector-General of Intelligence and Security (‘the 

IGIS’), into 88 instances of possible illegality in the GCSB’s surveillance of New 

Zealand citizens.   

4.4. While Mr Neazor has not released or commented on his report, the Director of the 

GCSB, Ian Fletcher, has issued a media statement on the unreleased report.  Mr 

                                                
5 (8 May 2013)  689 NZPD 9657 
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Fletcher notes “The Inspector-General is of the view that there were arguably no 

breaches and the law is unclear.”6   

4.5. As Matthew Hooton (and others) have noted “a conclusion that reads ‘arguably 

there were no breaches of the law’ can be re-written as ‘arguably there were 

breaches of the law’ without any change in meaning.”7  This analysis is strengthened 

by the requirement in section 6 of the New Zealand Bill of Rights Act 1990 that 

“wherever an enactment can be given a meaning that is consistent with the rights 

and freedoms contained in this Bill of Rights [including rights of freedom of 

association and security against unreasonable search and seizure], that meaning 

shall be preferred to any other meaning.” 

4.6. Mr Neazor’s conclusions ought to be subject to public scrutiny and discussion even 

if confidential information is redacted to protect sensitive on-going investigations.  It 

is important to address public suspicion that he has been “captured” by the agencies 

it is his unique role to scrutinise, and releasing this report is an important step in this 

direction. The CTU recommends that the Intelligence and Security Committee takes 

whatever actions open to it or its individual members for this to occur. 

4.7. Notwithstanding Minister Collins’ comments or Mr Neazor’s view (which we cannot 

assess) we believe that the law is clear in relation to the interception of 

communications of New Zealand citizens and permanent residents.  We agree with 

Nicky Hager that:8 

This is not a technical legal issue about unclear legislation. The GCSB has had a clear, long-

term pact with the public. It claimed the right to spy on countries and join in wars without telling 

us anything about it, but it gave an assurance that it would not spy on New Zealanders. This 

reassurance has been repeated year after year and is written into legislation. 

I am embarrassed to say that I heard the unequivocal assurances and read the clear 

prohibition in the GCSB legislation, and I believed that they did not spy on New Zealanders. 

But it turns out they have been regularly spying on New Zealanders from before 2003 and 

since. They have seriously let down the public.  

                                                
6 Ian Fletcher, 21 May 2013  ‘IGIS finds no GCSB breaches but law not clear’ 
http://www.gcsb.govt.nz/newsroom/reports-publications/PR%20IGIS%20review%20May%202013.pdf  
7 Matthew Hooton ‘Labour, Greens right on GCSB report’  National Business Review 23 May 2013 
http://www.nbr.co.nz/report  
8 Nicky Hager ‘Who is really responsible for the GCSB shenanigans?’  retrieved from 
http://pundit.co.nz/content/who-is-really-responsible-for-the-gcsb-shenanigans  
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4.8. We note also the repeated assurances made during the passage of the original 

GCSB Act that New Zealanders would not be spied upon.  In her speech at the first 

reading, Helen Clark stated categorically:9 

In the absence of a legislative framework for GCSB, for example, some have wrongly inferred 

that the Bureau's signals intelligence operations target the communications of New Zealand 

citizens; that the GCSB exists only as an extension of much larger overseas signals 

intelligence agencies; and that the Bureau's operations are beyond the scope of Parliamentary 

scrutiny.  

For the record, I reiterate again today that the GCSB does not set out to intercept the 

communications of New Zealand citizens or permanent residents. Furthermore, reports of the 

Inspector-General of Intelligence and Security have made it clear that any allegations to the 

contrary are without foundation. The Inspector-General has reported his judgement that the 

operations of the GCSB have no adverse or improper impact on the privacy or personal 

security of New Zealanders.  

4.9. The second justification used for the expansion of the GCSB’s power is the cost of 

duplication.  The associated Regulatory Impact Statement10 (‘the RIS’) states that: 

21. In addition to the issues above, the GCSB plays a crucial role in the support of other government 

agencies, in particular the New Zealand Defence Force and the NZSIS. The GCSB also supports 

the New Zealand Police in the detection and investigation of serious crime. The GCSB’s unique 

capabilities are an invaluable resource for those agencies to draw upon. 

22.  The GCSB Act review considered that in a small jurisdiction such as New Zealand we cannot 

afford to duplicate expensive and sophisticated assets, and there are limited numbers of people 

that can work with such assets. Consistent with the Better Public Services programme, the 

capabilities such as those developed or acquired by the GCSB, where appropriate and subject to 

necessary safeguards, should be available to assist in meeting key Government priorities. This 

too should be addressed in the update of the GCSB Act. 

4.10. While the CTU is sympathetic to cost pressures in Government and the desire to do 

more with less, we are extremely concerned that, as the Bill currently stands, the 

necessary safeguards are insufficient and have been substantially weakened.   

4.11. We agree with Vikram Kumar that:11 

                                                
9 Helen Clark ‘First reading of the GCSB Bill’ (8 May 2001) http://www.beehive.govt.nz/release/first-
reading-gcsb-bill  
10 ‘Government Communications Security Bureau Act Review’ Regulatory Impact Statement 22 March 
2013 
11 Vikram Kumar’s draft submission retrieved from 
http://internetganesha.files.wordpress.com/2013/06/submission-gcsb-bill.pdf  
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 No analysis has been provided of the costs vs. benefits (both tangible and intangible) of 

alternative options, in particular of an agency such as the New Zealand Security Intelligence 

Service (SIS) developing the capabilities it needs itself, or that the National Cyber Security 

Centre (NCSC) cannot be strengthened or re-purposed to achieve this goal. 

 Extending this logic and the Better Public Services programme, in the name of efficiency, 

expertise concentration, systems, sources, and resource rationalisation, the SIS and GCSB 

should be merged into a single agency. The logic that drives the Government to keep these two 

agencies separate is the very reason that the specialised capabilities of the GCSB should not 

be used to further the work of the SIS and other agencies… The unrestrained flow of GCSB’s 

data to the NSA… is another consideration. 

4.12. The decision that the GCSB ought to be permitted to spy on New Zealanders 

should be subject to a much more rigorous process than truncated consideration by 

the Intelligence and Security Committee.  We call for an independent inquiry into our 

intelligence services below.  The CTU recommends that any proposal allowing the 

GCSB to spy on New Zealand citizens or permanent residents must await the 

outcome and recommendations of the independent inquiry. 

5. Information retention and sharing with other agencies 

5.1. The CTU is concerned that the proposed provisions allowing the GCSB to retain 

and share information with “any other person that the Director thinks fit to receive 

the information”12 are far too wide. 

5.2. As Grant Robertson notes:13 

When I obtained the documents from the court about the Kim Dotcom case, one of the things 

that struck me about the documents that came from the Government Communications Security 

Bureau as part of those court documents was the classifications on top of each page of those 

documents. Having worked in the Ministry of Foreign Affairs and Trade, I am used to the 

various titles and names, but there were some that I did not recognise, and on further 

investigation they were classifications that indicated that this material was going to be shared 

with international agencies. We have been told publicly by various people with the bureau that 

this material would not be shared, but that information—those designations on those 

documents—indicates that it is routine for Government Communications Security Bureau 

information to be shared internationally. What assurances do New Zealanders have that under 

this legislation, if the bureau is working with those other agencies, that information will not be 

shared overseas? 

                                                
12 Proposed section 25(3)(d)) 
13 (8 May 2013)  689 NZPD 9657 
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5.3. The current authorisation for information sharing with New Zealand and 

international agencies is given by section 25 of the GCSB Act: 

 25  Prevention or detection of serious crime 

Despite section 23 [destruction of irrelevant records obtained by interception], the Director, for 

the purpose of preventing or detecting serious crime in New Zealand or in any other country, 

may retain any information that comes into the possession of the Bureau and may 

communicate that information to employees of the New Zealand Police or to any other persons, 

and in any manner, that the Director thinks fit. 

5.4.  The proposed new section 25 is considerable wider: 

 25  When incidentally obtained intelligence may be retained and communicated to other 

persons 

(1)  Despite section 23, the Director may— 

(a) retain incidentally obtained intelligence that comes into the possession of the 

Bureau for 1 or more of the purposes specified in subsection (2); and 

(b) communicate that intelligence to the persons specified in subsection (3). 

(2) The purposes are— 

(a) preventing or detecting serious crime in New Zealand or any other country: 

(b)  preventing or responding to threats to human life in New Zealand or any 

other country: 

(c) identifying, preventing, or responding to threats or potential threats to the 

national security of New Zealand or any other country. 

(3) The persons are— 

(a) any employee of the New Zealand Police: 

(b)  any member of the New Zealand Defence Force: 

(c) the Director of Security under the New Zealand Security Intelligence Service 

Act 1969: 

 (d) any other person that the Director thinks fit to receive the information. 

5.5. Serious crime is defined in section 4 of the GCSB Act as any indictable offence in 

New Zealand14  though this definition will be amended on 1 July 2013 to specify 

offences punishable by two or more years imprisonment (the indictable / summary 

distinction is being removed).15    

                                                
14 To constitute serious crime, offences in overseas countries must be offences that would be 
indictable if occurring in New Zealand 
15  It may be appropriate to ask whether this is the correct threshold to use.  Offences punishable by 2 
years maximum imprisonment include (inter alia): misconduct in relation to human remains (section 
150 Crimes Act 1961); bigamy or feigned marriage / civil union where the other spouse knew that the 
marriage / civil union would be void (sections 206 and 207 of the Crimes Act 1961); conspiring to 
prevent collection of rates or taxes (section 309 of the Crimes Act 1961); and (perhaps ironically) use 
of interception devices (section 216B of the Crimes Act 1961) 
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5.6. We are concern by the widening of the grounds for retention and sharing of 

information.  No real justification has been given for the widening to include 

“preventing or responding to threats to human life” and “identifying, preventing, or 

responding to threats or potential threats to the national security of New Zealand or 

any other country.” 

5.7. It is unclear what additional situations “preventing or responding to threats to human 

life” might cover that are not also serious crimes.   

5.8. Much more concerning is the extension of the provision to “the national security of 

New Zealand or any other country.”  Unlike ‘serious crime,’ ‘national security’ is not 

defined in legislation.16  The DPMC’s document ‘New Zealand’s National Security 

System’ sets outs a non-exhaustive definition of national security as used by New 

Zealand’s intelligence agencies as follows: 

What is National Security? 

National security is the condition which permits the citizens of a state to go about their daily 

business confidently free from fear and able to make the most of opportunities to advance their 

way of life. It encompasses the preparedness, protection and preservation of people, and of 

property and information, both tangible and intangible. 

Seven key objectives underpin a comprehensive concept of national security: 

1. Preserving sovereignty and territorial integrity 

Protecting the physical security of citizens, and exercising control over territory consistent with 

national sovereignty 

2. Protecting lines of communication 

These are both physical and virtual and allow New Zealand to communicate, trade and engage 

globally. 

3.  Strengthening international order to promote security 

Contributing to the development of a rules-based international system, and engaging in 

targeted interventions offshore to protect New Zealand’s interests. 

4.  Sustaining economic prosperity 

Maintaining and advancing the economic well-being of individuals, families, businesses and 

communities. 

5.  Maintaining democratic institutions and national values 

                                                
16 ‘Security’ is defined broadly in section 2 of the New Zealand Security Intelligence Service Act 1969 
but following ordinary rules of statutory interpretation, it would appear that ‘national security’ is 
intended to be different (or parallel drafting would have been employed).  If the Committee intends 
otherwise then the term ‘security’ should be used 
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Preventing activities aimed at undermining or overturning government institutions, principles 

and values that underpin New Zealand society. 

6.  Ensuring public safety 

Providing for, and mitigating risks to, the safety of citizens and communities (all hazards and 

threats, whether natural or man-made). 

7.  Protecting the natural environment 

Contributing to the preservation and stewardship of New Zealand’s natural and physical 

environment. 

National security policies were traditionally focused on protecting the State against military 

threats or political violence. While responding to any such threats remains a fundamental 

responsibility of government, modern concepts of national security manage civil contingencies 

and societal risks alongside these traditional priorities. 

This broadening of the concept of national security in recent years has been driven by a 

number of factors. Globalisation and trans-boundary challenges such as pandemics, climate 

change, cyber-attack, terrorism and proliferation of weapons of mass destruction, mean that 

the risks faced by modern societies extend well beyond national borders. A more detailed 

description of the context of New Zealand’s security is provided in Annex A. 

The integrated and networked character of national and international infrastructures, such as 

electricity, gas and water grids, telecommunications networks, air, rail and shipping services, 

and the extent to which daily life depends on their efficient functioning, has created new points 

of vulnerability. 

5.9. This expanded definition is wide enough to capture nearly any activity or discussion 

with a political motive: ‘preventing activities aimed at undermining values that 

underpin New Zealand society’ for example.  ‘National security’ is a term with far too 

wide an ambit.  It would give the GCSB carte blanche to monitor and share New 

Zealanders’ information as it wishes.  No case has been made for this expansion. 

5.10. The CTU recommends that the amendments to expand the grounds for storage and 

sharing of information under new section 25 to include “preventing or responding to 

threats to human life in New Zealand or any other country” and “identifying, 

preventing, or responding to threats or potential threats to the national security of 

New Zealand or any other country” do not proceed. 
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6. Information management 

6.1. The CTU supports strongly supports amendments to require the GCSB to: 

 Keep a register of interception warrants and access authorisations (clause 18 

inserting proposed section 19).  It is alarming that this does not occur already. 

 Comply with privacy principles relating to the collection, usage, storage and 

retention of personal information as per the Law Commission’s 

recommendations from the review of the Privacy Act 1990. 

7. New Zealand Bill of Rights Act 1990 analysis 

7.1. The associated Regulatory Impact Statement ‘Government Communications 

Security Bureau Act Review’ dated 22 March 2013 (‘the RIS’) has been released.  

We note however that the paper has been redacted.  The scale of these redactions 

has not been made clear (for example through use of black lines) and it is possible 

that some issues have been canvassed then redacted.  We must judge the RIS on 

what we can see however. 

7.2. As released to the public, the RIS is an extremely poor piece of work. Treasury’s 

Regulatory Impact Statement Handbook (‘the RIS Handbook’) states that “Generally 

speaking, the level of analysis undertaken (detail and depth) should be 

commensurate with the magnitude of the problem and the size of the potential 

impacts of the options being considered.”17  Given the significance of the changes 

proposed and the encroachment on New Zealander’s rights the RIS is inadequate. 

7.3. Issues of RIS quality are also particularly acute where much of the supporting 

information that informs parliamentary decision making is secret or classified or 

where a Bill is referred for consideration by a committee within a truncated 

timeframe.  We rely upon the State services to do their analysis thoroughly as our 

ability to challenge their ideas is severely limited. 

7.4. In considering options for change, the RIS states in relation to non-legislative 

options: 

                                                
17 Section 2.2,  Regulatory Impact Statement Handbook available at 
http://www.treasury.govt.nz/publications/guidance/regulatory/impactanalysis  
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 25. As noted above the GCSB Act is a piece of legislation that sets out and provides safeguards 

for the use of intrusive state powers. The GCSB cannot address any new threats beyond those 

it is permitted to address in its legislation.  

 26.  The difficulties associated with the interpretation of the GCSB Act could be addressed by 

developing detailed guidance material, but it would be of limited benefit and consume 

considerable time and expenditure on legal advice to develop. This would not substantially 

address the need to improve management and external oversight of the GCSB.  

7.5. As discussed above, we support the proposed measures to improve management 

and external oversight though we believe they do not go far enough. 

7.6. If ‘difficulties’ with the GCSB Act as it stands could be remedied through non-

legislative measures we believe that this option is more appropriate than legislative 

amendment.  It should be noted that legislative amendment consumes considerable 

time and expenditure that likely dwarfs that in developing guidelines. 

7.7. Most importantly, non-legislative amendments best square with the Government’s 

obligations under the New Zealand Bill of Rights Act 1990.  Section 21 of that Act 

states: 

21 Unreasonable search and seizure 

Everyone has the right to be secure against unreasonable search or seizure, whether of the 

person, property, or correspondence or otherwise. 

7.8. Crown Law’s analysis for compliance with the New Zealand Bill of Rights Act 1990 

notes that the proposals may have a ‘chilling effect’ on freedom of expression.18 

7.9. Section 5 of the same Act states: 

5 Justified limitations 

Subject to section 4, the rights and freedoms contained in this Bill of Rights may be subject 

only to such reasonable limits prescribed by law as can be demonstrably justified in a free and 

democratic society. 

7.10. The Government is bound to adopt the measures which create the least risk of 

unreasonable search or restriction of freedom of expression.  For the reasons above 

(particularly relating to retention and sharing of information) we disagree with Crown 

Law’s assessment that the measures are justified.  The expansion of powers in the 

Bill does not meet this test. 

                                                
18 Section 14, New Zealand Bill of Rights Act 1990.  Crown Law’s analysis is here: 
http://www.justice.govt.nz/policy/constitutional-law-and-human-rights/human-rights/bill-of-
rights/government-communications-security-bureau-and-related-legislation-amendment 
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8. The Office of the IGIS 

8.1. The CTU approves of the changes to the Inspector-General of Intelligence and 

Security Act 1996 as recommended by the Kitteridge report.19  We believe that more 

than a legislative solution is required however. We note the Kitteridge Report’s 

comments on the Australian office of the IGIS:20 

The overwhelming impression one gets about the Office of the IGIS in Australia is that it is very 

muscular. All parties to whom I spoke described it consistently as robust and assertive. 

Agencies reported to me that they were proactive and cooperative in their dealings with the 

IGIS’s office. It was obvious that the agencies all saw how important the oversight was for the 

maintenance of public trust, and that they saw the need for proactive openness and 

transparency with the IGIS’s Office as a vital investment to maintain that public trust. 

8.2. Though it is not a matter of legislative change, the CTU recommends moves to 

ensure that the Office of the IGIS is adequately resourced to proactively and 

effectively deal with issues.   Office staff should include not just a Deputy IGIS but 

also (modelled on the Australian Office of the IGIS) former intelligence community 

employees, a legal advisor, review staff and administrators. This is an important step 

to rebuild trust given the low public confidence in the intelligence agencies generally. 

8.3. As far as possible given the subject matter, justice should not only be done but be 

seen to be done.  We support measures in the Bill bolstering the powers and 

responsibilities of the IGIS to undertake proactive investigations into systemic 

compliance issues and the provision of unclassified versions of the IGIS’s reports. 

9. Parliamentary oversight 

9.1. The Intelligence and Security Committee, as it is currently constituted by the 

Intelligence and Security Committee Act 1996, provides inadequate parliamentary 

oversight of the New Zealand intelligence community. 

9.2. We note Russel Norman’s comments:21 

In other jurisdictions there is democratic oversight. When I have spoken to people who have 

been involved in the intelligence community over the years, what they have said is: “The thing 

we’ve always feared in a United States framework was that the congressional committee would 

pull us up and we would be forced to give testimony to the congressional intelligence 

committee about what we’d done, and if we’d broken the law we’d be put in jail.” 

                                                
19 Kitteridge Report, [83]-[94] 
20 Kitteridge Report, [92] 
21 (8 May 2013)  689 NZPD 9657 
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There is no parliamentary capacity in the New Zealand system for the Intelligence and Security 

Committee to force any of the agencies to give testimony. They do not have to say a word to 

us. We have no ability to force them to tell us what they are doing. I am a member of the 

Intelligence and Security Committee. We have no capacity to force the intelligence agencies to 

tell us whether they are acting lawfully or not. We have no capacity to force an intelligence 

officer to appear in front of the committee and tell us what they are doing. We have no capacity 

to inquire into it. 

If you think about it, the Intelligence and Security Committee is going to have to consider this 

legislation. It would be a bit like if the Social Services Committee had to consider legislation 

about Work and Income but it was not allowed to ask any questions about how Work and 

Income operates; it was not allowed to ask how the unemployment benefit is administered, or 

any of the other benefit systems; and it had to decide whether the legislation was good 

legislation or bad legislation, without knowing or being allowed to ask a single thing about how 

Work and Income operates. 

9.3. And the comments of Phil Goff: 22 

You also need changes to be made to the Intelligence and Security Committee. I served on 

that committee for 3 years. It is a farce. It does not do the job, because John Key does not let it 

do the job. It hardly ever meets, it does not get briefed properly, and it does not give anywhere 

near adequate reports to this House. It is an absolute conflict of interest that the Minister in 

charge of the Security Intelligence Service should be the chair of the committee having 

oversight into the Intelligence and Security Committee. He is the person who should be held to 

account. This bill says: “Oh, put the Deputy Prime Minister in or the Attorney-General.” That is 

not good enough. Maybe we should look at the Regulations Review Committee and, like that 

committee, have an Opposition member chairing the committee. 

9.4. The CTU recommends that changes are made to the Intelligence and Security 

Committee Act 1996 to ensure that: 

 The committee is not chaired by the Minister in charge of the New Zealand 

Security Intelligence Service.  It is a clear conflict of interest. 

 The Intelligence and Security Committee is empowered to undertake inquiries 

of its own motion and to compel evidence from intelligence service 

employees.  Appropriate security safeguards should be put in place to allow 

this to occur. 

 Committee meetings and reports should be open to the public except where 

there is a compelling reason to the contrary. 

                                                
22 (8 May 2013)  689 NZPD 9657 
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10. Independent inquiry 

10.1. We note the results of the recent One News-Colmar Brunton poll showing that 32% 

of New Zealander do not trust the GCSB and the Security Intelligence Service.23  

This trust is likely to have been further eroded by the recent revelations regarding 

the NSA’s PRISM and BLARNEY programmes and the uncertainty about the New 

Zealand intelligence agencies’ access to, involvement in, benefit from these 

programmes or similar ones.  

10.2. The matter is further complicated by the fact that the NSA has relatively unrestricted 

access to a great depth of information about foreign (i.e. non-US) people including 

New Zealanders. This increases the concern that the information may at times be 

used in ways that are contrary to New Zealand’s and New Zealanders’ interests. The 

degree of dependency that New Zealand intelligence agencies have on our 

overseas counterparts including the NSA raises the question whether the New 

Zealand agencies would properly investigate and if necessary act to counter such 

use of information and actions that stem from it.   

10.3. Given the high trust model under which these agencies operate this level of mistrust 

is disastrous and symptomatic of the high profile failures of management and 

governance highlighted in the Kitteridge Report (at least in relation to the GCSB). 

10.4. The CTU strongly supports calls by Labour and the Greens for an independent 

inquiry into the operation of the intelligence services as a whole including a review of 

information gathering using programmes such as PRISM and BLARNEY.   

10.5. We note the significant value of the regular independent inquiries into the Australian 

intelligence services.24  

10.6. Changing legislation to legitimise previous poor practice will do the opposite:  

amendments to the intelligence agencies’ powers should be the last step in a 

detailed and careful consideration. 

 

                                                
23 23 April 2013, http://tvnz.co.nz/politics-news/many-kiwis-distrustful-spying-agencies-poll-5415597  
24 Flood Report (2004) http://www.dpmc.gov.au/publications/intelligence_inquiry/ and Cornall-Black 
(2011) http://www.dpmc.gov.au/publications/iric/index.cfm  
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11. Conclusion 

11.1. For the intelligence agencies to retain public trust they must respect the freedom 

and privacy of people carrying out legitimate activities, and to the greatest extent 

possible be seen to be doing so.  As a matter of necessity they must operate under 

a cloak of secrecy and they wield great power.  There must therefore be particularly 

effective and independent scrutiny of their activities.  

11.2. It appears to us (and to the public in general) that their power has not been used 

responsibly or fairly, and that sufficient effective and independent scrutiny does not 

exist.  This has significantly reduced public trust.  Changes in the Bill to legitimise 

these previous abuses and extend the ability of the GCSB to repeat them will further 

erode this trust. 

11.3. We believe that the changes we propose will begin to rebuild public confidence in 

the GCSB (and the other intelligence services).  We urge the Committee to consider 

them seriously. 
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Submission 59 
Daniel Wright 

To John Key: 
I am OPPOSED to the passing of the TICS and GCSB law and amendments because 
I do not believe the government should have increased powers to observe and spy 
on New Zealanders. 
Citizens should have a reasonable RIGHT to privacy and the government should not 
search my house without permission, my car without permission, read my letters 
without permission and SHOULD NOT READ MY ELECTRONIC MAIL OR SEARCH 
MY COMPUTER OR OBSERVE MY INTERNET TRAFFIC WITHOUT MY 
PERMISSION. 
Please do not continue passing this into law. 
Thank you, Daniel Wright 

 



Submission on the Government Communications Security Bureau 
and Related Legislation Amendment Bill 

 

1. I oppose the bulk of the Government Communications Security Bureau and Related 
Legislation Amendment Bill. I specifically oppose the expansion of GCSB powers in 
part 1 of the bill. I cautious support the amendments to other acts in parts 2 and 3 of 
the bill. Finally, the bill is an excellent opportunity to improve the transparency of 
intelligence oversight in New Zealand by bringing the Inspector-General of 
Intelligence and Security and the Intelligence and Security Committee under the 
coverage of the Official Information Act 1982. 

Amendments to the Government Communications Security Bureau Act 2003 

2. I oppose the amendments to the Government Communications Security Bureau Act 
2003 in the bill and ask that they not be passed. 

3. The primary effect of the amendments to the GCSB Act in the bill is to broaden the 
powers of the GCSB and allow it to spy on New Zealanders. This is unjustified and a 
threat to democratic freedoms. 

4. The supposed justification for these amendments is that the law is "unclear". This is 
incorrect. Section 14 of the Act is crystal clear: the GCSB is barred from intercepting 
the communications of New Zealanders. And as the Hansard of the debates when the 
Act was passed makes clear, that was the clear intent of the government and of the 
House.1 The fact that the GCSB has ignored the law is not a good reason to change it. 

5. The revised interception powers in section 14 of the bill apply not just to foreign 
intelligence-gathering, but also to information assurance and cyber-security. The 
justification for the latter is weak. According to the bill's Regulatory Impact 
Statement, they are required in order to prevent cyber-crime (identified as "cyber-
borne frauds and scams") in order to "allow the GCSB to see who (namely New 
Zealand individuals and companies) is being attacked". This is a disproportionate 
response, akin to the police sticking hidden cameras inside everyone's house in order 
to detect burglars. 

6. The new interception powers are broader than the existing ones, applying not just to 
specific persons or places, but to classes of persons or places. As written, they would 
allow GCSB to obtain a warrant applying to "all members of Greenpeace", or to all 
ISP email servers. 

7. Recent revelations from the USA about widespread surveillance by their National 
Security Agency on domestic telephone metadata2 and on internet user data in 
cooperation with major internet companies such as Apple and Google3 invites 
suspicion that the GCSB could engage in similar behaviour. Under the bill, this would 
be completely legal. Given the level of secrecy involved, the best way to prevent such 
suspicions is not to grant the powers in the first place. 

8. Finally, I am concerned about the new objective of the bureau in section 6 of the bill, 
which includes "the economic well-being of New Zealand". In an environment where 
the government denounces critics of its policies as being guilty of "economic 
sabotage",4 extending the GCSB's ambit to encompass economic security while giving 
it domestic spying powers invites suspicion, and can only have a chilling effect on 
political discourse. 
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9. Government surveillance, or the potential for government surveillance, has a chilling 
effect on political expression and a corrosive effect on social relationships between 
citizens. It must be kept to an absolute minimum if we are to remain a free and 
democratic society. No justification has been provided for these powers, and therefore 
they should not be granted. 

Amendments to other Acts 

10. I support the amendments to the Inspector-General of Intelligence and Security Act 
1996 and Intelligence and Security Committee Act 1996 and ask that they be passed. 

11. The Inspector-General of Intelligence and Security has a significant credibility 
problem and is widely viewed as a toothless rubberstamp. While I do not believe the 
changes in this bill will lead to much improvement, they have the potential to do so, 
and so I support them. 

12. The changes to the Intelligence and Security Committee are mostly housekeeping but 
could slightly strengthen the committee. However real change will only come from 
the committee members taking a robust and proactive view of their role in overseeing 
New Zealand's intelligence agencies. 

Increasing transparency 

13. I also ask that while Parliament is revisiting the Inspector-General of Intelligence and 
Security Act 1996 and Intelligence and Security Committee Act 1996, it add both the 
Inspector-General of Intelligence and Security and the Intelligence and Security 
Committee to Schedule 1 of the Official Information Act 1982. 

14. The Inspector-General of Intelligence and Security performs a watchdog function 
over the SIS and GCSB. While they report annually to Parliament, these reports have 
been difficult to obtain, and there is little real information available about their work. 
Public confidence in their role would be improved by more openness. 

15. The Committee is a government body, but it operates totally in secret. Confidence in 
its work (and hence in the New Zealand intelligence community as a whole) would be 
increased if the public were able to learn such basic facts as how often it met and 
whether it considered any matters beyond the annual reports of intelligence agencies 
(that is, whether it was providing robust and proactive oversight) without having to 
depend on the grace and favour of the Prime Minister. 

16. The agencies the Inspector-General and Committee are responsible for - the SIS and 
GCSB - are both themselves subject to the OIA. The OIA contains a conclusive 
withholding ground for information likely to the security and defence or foreign 
relations of New Zealand,5 and this is sufficient to protect any such information either 
may handle.  

17. I do not wish to appear before the committee. 

 

 

1See e.g. Michael Cullen, Phil Goff and Wayne Mapp at the bill's first reading, and Simon power during the 
Committee Stage on 25 March 2003. 

2"NSA collecting phone records of millions of Verizon customers daily", Guardian, 6 June 2013. 
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3"NSA Prism program taps in to user data of Apple, Google and others", Guardian, 7 June 2013 

4"Labour-Greens power ‘plan’ economic sabotage", Steven Joyce, 23 April 2013, 
http://www.beehive.govt.nz/release/labour-greens-power-%E2%80%98plan%E2%80%99-economic-
sabotage 

5Section 6(a). 
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Submission 61  
Nicol MacArthur 

 
SUBMISSION ON GCSB AND RELATED LEGISLATION AMENDMENT BILL 
From Nicol MacArthur 
13 June 2013 
By email. 
 
 
I submit that the above bill should be withdrawn until a commission of enquiry into the 
failings of the present bill has been held.  The issues involved are too important to be 
rushed through in the piecemeal and secretive manner that the present amendment 
process and bill represents.  These issues require the full consideration and wide access to 
all citizens of New Zealand that only a commission of enquiry can provide.  
If nothing else, the bill should be amended to provide that the Inspector-General of 
Intelligence and Security should be made an Officer of Parliament. 
I do not wish to be heard. 
 
  
 
 
 
 



Submission 62 
Jay Queenin 

 
 
I would like to make the following submission on the "Government Communications 
Security Bureau and Related Legislation Amendment Bill": 
 
I believe that this Bill needs further consideration before proceeding.  I do not believe 
there have been enough debate, in public or in parliament, on such a wide ranging and 
important bill. 
 
I also believe that cross-party, non-partisan support for type of legislation is essential:  a 
scenario where there is a lack-of-stability and clarity on the state (and future state) of this 
type of legislation is entirely possible.  Therefore, I believe that this bills should not 
proceed at this stage. 
 
Due to the recent revelations, in the United States and here in New Zealand, about the 
extent to which government and government-associated private companies have collected 
mass amount of private data and communications, potentially illegally, I believe that 
proceeding with this bill in this current environment is reckless in the extreme.  
 
This bill have the potential to stymie public debate and criticism of the government of the 
day by the public and the media.  Indeed, I am cotangent that this submission itself may 
be collected and analysed by intelligence agencies in New Zealand and overseas.  I 
seriously considered not making a submission to this bill due to my concern about my 
current lack-of-privacy.  Last week, these fears may have been considered to be 
paranoid.  This week, however, the public knows that these activities (massive, loosely 
target data collection) are real and ongoing.  This level of surveillance on the public, and 
the fear it instils, is undemocratic and is more appropriate in a Soviet state  than in a 
democracy in the 21st century.   
 
Of course, we need security agencies and they need to the ability and legislative 
framework to conduct their activities.  However, balance is required between the privacy 
of individuals verses the security of the state.  This balance has not been found in the 
bill's current form. 
 
New Zealand's security agencies, including the GCSB, have been implicated in the illegal 
surveillance of New Zealand residents.  It does not appear that these activities were 
"protecting" New Zealand's security.  In the public's eyes, security agencies including the 
GCSB exist to protect the country from the security threats, such as terrorism.   Under no 
circumstances should security intelligence agencies be allowed to spy to New Zealanders 
(or foreigners) for regular law enforcement activities.  They exist for a greater cause - 
national security. 
 
The GCSB has used their massive ability to collect information (both domestically and 
through international partners) to enforce copyright laws (in the case of the extradition of 



Mr Kim Dotcom to the United States).  Copyright violation does not constitute a threat to 
national security.  This recent misuse of the GCSB's power have not been addressed in 
the bill's current form.  In fact, the reverse:  individual protections are further eroded and 
the potential for the GCSB to used in non-national security law enforcement is enhanced. 
 
In order for the public to trust the GCSB (and, therefore, the government that provides 
oversight) there needs to be clear protection from the state's invasion of an individual's 
privacy.  These protections do not exist in the bills current form, and the impact of this 
trust-deficient  cannot be understated.  When a population losses faith and trust in the 
systems of government, the government in turn losses legitimacy.   This is exactly the 
type of legislation that is causing the disenfranchisement of the public, as illustrated by 
the decreasing voter turnout in national elections.  
 
I strongly urge that this bills does not proceed until a more wide-ranging discussion and 
debate on the role of our security intelligence agencies play in our 21 century society 
takes place. 
 
Regards, 
 
Jay Queenin 
 



 
 

Dear Rt. Hon. John Key, 
I am very much against this bill becoming law, as I feel it infringes on 
my privacy, and damages our country's reputation as world-leading in 
freedom and anti-corruption. 
I have no desire to live in a society that allows for indiscriminate 
spying on its own citizens, and believe that this law will not increase 
mine or anyone's security nor increase our standard of living. 
Regards, 
Ryan Wolstenholme 
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NEW ZEALAND COUNCIL FOR CIVIL LIBERTIES INC 
PO BOX 337, WELLINGTON, NEW ZEALAND 

 
[sent by e-mail] 
 
13 June 2013 
 
Committee Secretariat 
Intelligence and Security Committee 
Parliament Buildings 
WELLINGTON 
 
SUBMISSION IN RESPECT OF THE GOVERNMENT COMMUNICATIONS SECURITY 
BUREAU AND RELATED LEGISLATION AMENDMENT BILL 
 
1.0 INTRODUCTION 
 
1.1 The New Zealand Council for Civil Liberties [NZCCL] welcomes the opportunity to present 
 a submission in relation to this Bill, and I make this submission on behalf of the Council. 
 
1.2 The idea that some New Zealanders are to be permitted to spy on other New Zealanders is 
 fundamentally abhorrent.  The fact that this spying will be carried out in secret, and with 
 minimal external accountability, is even more abhorrent. 
 
1.3 The Bill seeks to legitimise the kind of actions that have already been carried out by the 
 GCSB without lawful justification, and then casually dismissed because of an apparent 
 belief that it could act in that manner when asked by another agency to do so.  The speed 
 with which this distorted belief is being converted into a valid modus operandi is breath-
 taking. 
 
1.4 NZCCL will concentrate primarily on some of the propositions that underpin the debate, and 
 will suggest one practical course of action that can redress the current imbalance that exists 
 under the veil of secrecy that seems to permeate this area. 
 
2.0 GENERAL COMMENTS 
 
2.1 There are 3 general propositions that merit comment. 
 
2.2 First, it has been observed that “a person who has nothing to hide has nothing to fear”.  That 
 statement is rather glib and proceeds on the assumption that it is justifiable to spy on one's 
 fellow citizens in the first place.  Moreover, the observation cuts both ways.  If those who 
 undertake the spying have nothing to hide then they in turn also have nothing to fear.  The 
 secrecy that has hitherto surrounded the operation of the GCSB speaks for itself. 
 
2.3 Next, it is said that this spying activity is undertaken in order to ensure New Zealand citizens  
 are safe.  In other words, while it is allegedly being done for New Zealanders (some, perhaps 
 even a  majority, but certainly not for all), it is also being done to New Zealanders.  It is 
 surprising how conducive citizens seem to have become when faced with this kind of 
 proposition. 
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2.4 Third, it is also said that the end justifies the means, as though the achievement of an 
 apparently noble outcome is worthwhile regardless of the way in which it is achieved.  This 
 is a “cart before the horse” approach.  In chronological terms, the means determine the end.  
 Flawed means inevitably produces flawed ends, and no amount of explanation can alter that 
 reality. 
 
2.5 There is one further observation and that relates to the speed with which this change is being 
 implemented.  The reluctance, and probability the inability, to demonstrate any tangible 
 evidence of any imminent threat, is tantamount to an endorsement that no such threat 
 actually exists.  That tends to suggest that this is simply a move to obtain even greater 
 powers for gathering data about, and potentially intruding into, the lives of New Zealand 
 citizens. 
 
3.0 STRIKING A BALANCE 
 
3.1 Realistically, NZCCL recognises that the Government intends to proceed with, and likely 
 enact, this Bill in (broadly speaking) its present form regardless of the concerns expressed 
 and the abhorrence of the idea that some New Zealanders will spy on other New Zealanders, 
 and that this activity will be carried out under a veil of secrecy. 
 
3.2 It is all too easy for those few people in power (the Government, or more properly the 
 Executive) to exhort the general public to “trust us”.  Again, the “cart is before the horse”.  It 
 is primarily a matter for the Government first to trust the people, and then to earn the trust of 
 the people by demonstrating that it is accountable when responsibility needs to be 
 acknowledged. 
 
4.0 CURRENT ACCOUNTABILITY 
 
4.1 Expectations that one person (the Inspector-General) could effectively ensure that the GCSB 
 stayed within the law were completely unrealistic.  On the sole occasion that the Inspector-
 General became involved to any extent in this process, he concluded that “arguably” there 
 had been no breach of the law.  Of greater relevance was the inability to point to any 
 authority which specifically authorised the interventions that were identified. 
 
5.0 PROPOSAL FOR IMPROVED ACCOUNTABILITY  
 
5.1 One way of demonstrating trust in the people is to provide to the public as much information 
 as is practicable, and to do so at regular intervals.   
 
5.2 S.19 of the Bill requires a register to be kept.   Details from that register can be incorporated 
 into the Annual Report in relation to the number of referrals (and the outcomes in general 
 terms) for each of the 4 categories referred to in S.8C.  No doubt even this minimal proposed 
 disclosure is likely to be met by objections that operational effectiveness will be 
 compromised.  Without clear and compelling evidence to backup such a claim it is lacking 
 in substance.  NZCCL suggests that it is now well past the time when one party can continue 
 to be both advocate and judge in their own cause.  Some degree of objectivity is long 
 overdue. 
 
6.0 ORAL SUBMISSION 
 
6.1 NZCCL requests the opportunity to make an oral submission. 
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Kevin McCormack 
SECRETARY/TREASURER, NZCCL 
 
PO Box 337, WELLINGTON 
E: kevinmac@actrix.co.nz 
T: 478 6792 
5 Broderick Cres, Johnsonville, WELLINGTON 6037 
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Submission 65 
Georgina Preston 

 
I oppose the changes to the GCSB Act being passed under urgency 
 
I also oppose the GCSB being allowed to spy on NZ citizens. This is completely contrary to the 
purpose of the GCSB 
 
 
 
Georgina Preston 
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James Cone 

 
It is interesting that submissions on this bill are being taken by email, which is inherently 
insecure, rather than by a form on the parliament web‐site, as is usual. 
 
The original reasons for the separations between SIS and GCSB, and between foreign and 
domestic, are described in "Body of Secrets" by James Bamford; to avoid scrutiny by avoiding 
participating in a court process involving nationals of the host country.  The changes in this bill 
forego that separation, and are likely to result in ongoing inconvenience. 
 
Between the definition of "foreign organisation", and the definition of "Objective of Bureau", 
this act authorises economic espionage. 
 
In ammendment S6, substantive 8(5), I have no realistic ability to know what functions are 
conferred on the GCSB by the whole of the remainder of New Zealand law.  Does the Select 
Committee? 
 
In amendment S7 substantive S9D, the rationale for subsection (3) is not obvious. 
 
In ammendment s12, substantive s14(1): 
 
‐ the interception of communications of New Zealanders is not prohibited for the purpose of 8A; 
eg 8A(b), identifying and detecting potential threats to communications.  Is it intended to give 
GCSB an autonomous policing role in this area? 
 
‐ New Zealand citizens who are part of foreign organisations (eg employees of companies 
headquartered overseas) are permitted to be surveilled.  Was that intended? 
 
In ammendment s14, substantive 15A: 
 
‐ (1)(a)(ii) and (1)(b) are the kinds of warrants which enable the USA's Pinacle programme, which 
law‐makers were recently surprised to discover that they had enabled 
 
‐ in order to avoid the GCSB borging the world, one warrant at a time, warrants under these 
sections should be matters of public record 
‐‐ as these warrants do not name a particular person, or a particular place, they cannot 
compromise any particular investigation 
‐‐ substantive section 19 would be a reasonable place to add this requirement 
 
The wording in ammendment s14, substantive s15B(1)(b) is strange; it seems to suggest that if 
GCSB will violate substantive s14, then it does not need to ask for permission under this section. 
 
Substantive S16(1), which is not materially amended here, is another clause which presumes 
that the committee has a complete knowledge of New Zealand law. 
 
In ammendment s15, substantive s16(2), it is not clear to me, what physical activity would be an 
interception and could be covered by this section (before or after the amendment) unless 



substantive section 15 was mis‐written.  Could the select committee please make this clear in its 
report? 
 
In ammendment s18, substantive s19A: 
‐ the role of the commissioner of warrants is not clear 
‐ the procedures for recovering from an urgent warrant, back to the state where the Minister is 
presumed to have complete knowledge, are not clear 
 
In ammendment s20, substantive s21, 'good faith' and 'reasonable manner' are doing a lot of 
work.  I have been told that 'reasonable' 
by itself means ~by a process that could sometimes produce a good outcome~, so I am not 
confident that the correct work is being done. 
 
Ammendment s24, substantive s25(2)(b) may be subtly mis‐written.  It is not clear that it would 
permit a retention and communication to avoid the loss of life at sea, outside the borders of any 
country. 
 
In ammendment s25: 
 
‐ in substantive s25B(a)(ii), it is not clear how "the nature of intelligence gathering" would be 
defined in law. 
 
‐ in substantive s25B(c), I suggest substituting "use or disclose" for "use" 
‐‐ if another entity makes use of bad information, this is likely to be equally damaging 
 
Part 2: new substantive act: 
 
In ammendment s30, substantive s6(1)(b), forcing the Inspector General, but not the deputy, to 
change regularly is a mistake.  A long‐serving deputy will have too much influence over the 
Inspector General. 
 
Ammendment s31 may not entirely match the explanatory note.  Enquiries into propriety 
(substantive (ca)) will not need the concurrence of the minister, but enquiries into harm 
(substantive (c)) will. 
 
Substantive 11(3) and 11(4) protect us from learning anything politically important. 
 
In ammendment s34 substantive s6(b), it is surprising that the minister is not required to 
provide a copy of the response to the committee. 

 



Submission 67 
Anita Evans 

 
Dear Rt. Hon. John Key, 
 
I am against this bill becoming law, as I feel it infringes on my privacy, and damages our 
country's reputation as world-leading in freedom and anti-corruption. 
I have no desire to live in a society that allows for indiscriminate spying on its own 
citizens, and believe that this law will not increase mine or anyone's security nor increase 
our standard of living. 
 
 
Regards, 
 
 
Anita Evans 
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Submission 69 
Iona Woodward 

 

Submission on the Government Communications Security Bureau and 

Related Legislation Amendment Bill 
 

1. I reject the Government Communications Security Bureau and Related Legislation 

Amendment Bill and ask that it not be passed. The degree of domestic surveillance 

permitted by this act is creepy and Orwellian. I do not want government agencies 

monitoring my electronic communications, as the NSA has been revealed to do in the United 

States, and the proposal to broaden interception powers to classes of people is disturbing in 

the extreme. I have seen no evidence that such widespread spying on New Zealanders is 

justified, and the cost to our democratic freedoms is too high. 

2. Above all, I ask that the Bill not be passed through Parliament under urgency. According to 

the Crown Law's advice, "the Bill raises questions in respect of the rights to freedom of 

expression, non‐discrimination and against unreasonable search and seizure affirmed by ss 

14, 19(1) and 21 of the Bill of Rights Act," and the Regulatory Impact Statement states, "The 

GCSB Act contains intrusive state powers." It is imperative for the confidence of New 

Zealanders that such significant and serious powers be thoroughly discussed and debated in 

Parliament and in Select Committee, and that the Bill be passed through the proper process, 

particularly given the GCSB operates under such a veil of secrecy. 

3. This bill grants the GCSB the power to spy on New Zealanders. This is contrary to the aims 

and functions of the GCSB, and unnecessarily duplicates the roles of the SIS and the Police 

Intelligence Unity, but with vastly more powerful tools and under greater secrecy.  

4. Sections 15 and 25 allow the GCSB to collect and store electronic communications for an 

unlimited time, and to share this data with the police, the Defence Force (why?), the SIS and 

"any other person that the Director thinks fit to receive the information". At a time when the 

greatest threat to New Zealand is not terrorism but biosecurity 

(http://www.stuff.co.nz/national/politics/8624285/US‐scholar‐embroiled‐in‐NZ‐security‐

row), such comprehensive surveillance of New Zealand citizens and residents is completely 

unjustified and unacceptable. There is always a trade‐off between security and risk, but the 

GCSB and the Government have not sufficiently demonstrated that the level of risk we are 

currently facing, either physical or cyber, justifies such extraordinary measures. 

5. The GCSB's existence and its close relationship with the NSA and other foreign agencies 

undermines New Zealand's independence and our ability to pursue foreign policy based on 

peace and social justice. This bill further bolsters the GCSB and counterproductively tightens 

our ties with the NSA, and it is not made clear how this benefits New Zealand. This is 

something that should be exhaustively debated in Parliament. 

6. The 2003 Act has been repeatedly characterised as confusing and inconsistent, by which the 

proponents of expanded powers for the GCSB seem to mean the existing act doesn't give 

the agency free rein to do whatever it wishes. There is nothing confusing about Section 14, 

which specifically states,  

Neither the Director, nor an employee of the Bureau, nor a person acting on behalf of the 

Bureau may authorise or take any action for the purpose of intercepting the communications 



of a person (not being a foreign organisation or a foreign person) who is a New Zealand 

citizen or a permanent resident. 

It is disingenuous to suggest otherwise.  

7. The explanatory note for the bill states that the bill "retains the… core principles 

underpinning GCSB's operations" but clearly one of the core principles is that the GCSB not 

spy on New Zealanders. The GCSB should only be providing support to other domestic 

agencies regarding people who are not New Zealanders and under the most exceptional of 

circumstances. Attempts to make provision of such services routine are indicate of serious 

overreach by those agencies and should be investigated and stopped, not enshrined in law. 

 

If the Bill Goes Ahead 

8. I agree that oversight and particularly the Office of the Inspector General of Intelligence and 

Security must be strengthened. 

9. I ask that the GCSB be required to produce annual reports documenting its surveillance, 

including how many requests were made by the various NZ agencies, the numbers of people 

affected, and the outcomes of those investigations. 

10. I ask that the Public Finance Act be amended to say that the GCSB provide a breakdown of 

operational costs. 

 

11. I do not wish to appear before the committee. 

 

 

Iona Woodward 

32 Mt Pleasant Rd 

Wellington 6012 

04 973 6561 



 
Submission on 

 

Government Communications Security Bureau and Related 
Legislation Amendment Bill 

 
 
My name is Simon Terry and while I have no specialist expertise in intelligence or 
communications, the disclosures published by the Guardian in recent days have raised 
issues of concern with respect to this proposed change of law that can be addressed 
through straightforward analysis.   
 
There is no doubt that New Zealand requires an electronic security capability, and the 
Bill proposes some useful improvements to the oversight of the GCSB.  The key 
issues raised by the Bill concern new provisions governing the GCSB’s ability to use 
its assets for domestic surveillance and this submission focuses on these matters.   
 
 
1. Lack of Justification for Using GCSB Assets to Spy on New Zealanders  
 
Section 14 of the Government Communications Security Bureau Act currently states: 
 

Neither the Director, nor an employee of the Bureau, nor a person acting on behalf of 
the Bureau may authorise or take any action for the purpose of intercepting the 
communications of a person … who is a New Zealand citizen or permanent resident. 

 
A key purpose of the change of legislation is to allow GSCB “assets” to be used to 
conduct surveillance on New Zealand residents (clause 8).  It is claimed that s14 does 
not clearly exclude this (as only certain legal interpretations would) and so “changes 
proposed to the Act do not represent an extension of powers”.1  However both a 
straightforward interpretation of the words contained in s14, and the speeches 
accompanying debate on the Act when it was originally put through Parliament, 
suggest otherwise.   
 
This is not a promising start to a Bill proposing that New Zealanders entrust new 
powers of intrusiveness to the GCSB. 
 
The GCSB originated from a wish by New Zealand to be a full member of the 
Echelon group of five English speaking countries that share intelligence.  New 
Zealand’s role is to operate foreign intelligence gathering assets based in this county 
and share the results with the other partners. 
 
If for no other reason than this original orientation and the culture of exchange with 
other nations that has been at the core of its existence, every reasonable effort should 
be made to separate domestic law enforcement from GCSB foreign intelligence 
operations in order to protect New Zealand citizens.  Yet any prospect of a strict 
separation is dismissed is one sentence in the relevant cabinet paper: 

                                                 
1 Office of the Minister Responsible for GCSB, Review Of Government Communications Security 
Bureau Act 2003: Paper 2, p 2.   
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The GCSB Act review considered that in a small jurisdiction such as New Zealand 
we cannot afford to duplicate expensive and sophisticated assets, and there are limited 
numbers of people that can work with such assets.2   

 
No evidence is provided in the cabinet paper to support the claimed unaffordability: 
there is no disclosure of the estimated cost, or even substantiation that such an 
estimate has been formally undertaken.  It is inadequate to simply assert this and 
provide no indication of the costs in order that the benefits of such spending could be 
weighed and the balance independently assessed. 
 
In absence of such information and analysis, those parts of clause 8 of the Bill 
directed to facilitating this new role are opposed. 
 
Should a proper comparison of the costs and benefits be presented and it was 
conclusive in demonstrating that the costs of duplication facilities were unreasonable, 
then a further set of questions would arise and the following sections cover this 
scenario. 
 
 
2. Where is the Restraint on the GCSB Exporting Data on NZ Nationals?  
 
The most basic precondition for allowing GCSB assets to be used for work that would 
otherwise be undertaken by the Police or another department of state (clause 8C) is 
that any information obtained by the GCSB in the course of aiding domestic 
investigations would be statutorily barred from being shared internationally by GCSB.  
Yet no such provision exists in the Bill.  (Note this would not exclude the Police or 
other agencies sharing internationally.) 
 
Given the recent revelations on the extent to which the NSA is routinely collecting 
metadata on the communications of US citizens and storing such information, there is 
even more reason for such provisions to be in place.  The combination of US 
expectations of access to such data about its own citizens and the information sharing 
culture of Echelon partners means the risk of GCSB facing expectations to obtain and 
share such data with the US in particular cannot be ignored. 
 
Any non-statutory assurances that the GCSB’s domestic activities are only on behalf 
of another agency and so data collected would not be contemplated for transfer would 
cut no ice in the wake of the Kitteridge report identifying over 80 (probably illegal) 
spying operations on NZ nationals by the GCSB when the public assurances were that 
this would never occur. 
 
More importantly, the Bill would establish a clear permitted route for such a transfer 
of information.  Data collected unintentionally but as a result of GCSB assistance to 
other agencies may still be stored by GCSB on the simple justification of responding 
to “potential threats to the national security of New Zealand”.  Clause 25 provides 
that: 

                                                 
2 Office of the Minister Responsible for GCSB, Review Of Government Communications Security 
Bureau Act 2003: Paper 1 Overview, page 5, Para 32.  http://www.nzic.govt.nz/resources/intelligence-
legislation-cabinet-papers-released/ 
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“Despite section 23, the Director may 
(a) retain incidentally obtained intelligence that comes into the 
possessionoftheBureaufor1ormoreofthepur poses specified in subsection (2); and 
(b) communicate that intelligence to the persons specified in subsection (3).” 

for the purpose of  
“identifying, preventing, or responding to threats or potential threats to the national 
security of New Zealand or any other country”. 

 
The threshold for the action of storing information even incidentally collected and 
transmitting it anywhere is thus no more than that an entity be deemed a “potential 
threat” – a remarkably low bar and no indication is provided as what would constitute 
adequate grounds for clear exclusion. Another threshold issue is what constitutes 
“incidental” collection: if the easiest way to run a particular operation turns out to be a 
wide ranging data trawl, is the GCSB permitted to collect an unlimited amount of 
“incidental” information and then apply an equally lax definition on what is to be 
kept?  By this route, a surveillance capacity equivalent to that of the PRISM system 
run by the NSA would seem immediately available. 
 
Further, there is no requirement to report on the extent to which data that is collected 
by GCSB on NZ national is stored by it and/or exported by it.  The absence of such a 
basic accountability requirement is astounding. 
 
 
3. Domestic Surveillance Not Just for Other Agencies 
 
Adding further concern to the above is that surveillance of NZ citizens is not to be just 
at the request of other agencies.  The minister may authorise this quite separately 
(clause 8B).  The scope of such approval is broad and there is effectively no limit on 
who the resulting information can be passed to, so long as approved by the minister.  
A key justification for this extension is that in order to protect people and property 
from cyber attacks, they must be subject to surveillance.3  Surely however, such 
protection is first and foremost a Police matter.  Thus the justification for use would 
come through a warrant being sought for a particular operation, and so no special 
justification for a GCSB role need be invoked. Whether particular equipment is 
required, whether the GCSB is the only one with that equipment, and on what basis 
such assistance would be sought are questions that are not explored as the Cabinet 
paper rushes to imply that a GCSB role is an essential element of such protection.    
 
The Bill also provides the ability to collect metadata – after a parallel bill to reform 
the security obligations of telecommunications firms makes clear their obligations to 
make this possible when directed.  A key concern with the metadata acquisition 
arrangements proposed is that commentators such as Tomas Beagle suggest that 

                                                 
3 “Cyber attacks are launched against New Zealand by foreign adversaries, but they are carried on New 
Zealand infrastructure and impact on New Zealand victims.  GCSB cannot identify, investigate or 
defend against these attacks if it is prevented from directing its analytic tools towards the 
communications infrastructure within which the attacks are hidden.”  Office of the Minister 
Responsible for GCSB, Review Of Government Communications Security Bureau Act 2003: Paper 2, p 
7. 
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because of the definition of what constitutes “communications” in the Bill, gathering 
metadata would not even require a ministerial approval.4  
 
A key reform required to the Bill is extensive public disclosure of what data is 
acquired, where it is forwarded to, and what is stored, on a regular basis.  There 
also needs to be provision for telecommunication companies to make parallel 
disclosures in their own right. 
 
 
 
 
I wish to be heard in support of this submission. 
 
 

Contact details 
 

Simon Terry 
PO Box 24102 

Wellington 
sta@actrix.co.nz 

                                                 
4 Tomas Beagle, RNZ Nine to Noon, 13 June 2013. 
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Submission 71 

Jacquelyne Taylor 
  

Dear Sir Madam. 
 My submission on the Government Communications Security Bureau Bill 109‐1 
T 

The words "not otherwise lawfully obtainable" in Sections 15A(1)(a) and 15A(1)(b) as 
well as the entirety of Section 15A(5) are unacceptable. 
 Just as 'arguably lawful or unlawful' are semantic oxymorons with no foundation in 
real law. This bill  does not serve New Zealanders interests at all. 
 
 Do not rush this though under urgency. It needs cross party consideration as to whose 
interests it does serve!  
Yours Faithfully 
 Jacquelyne Taylor ( Mrs. 
  
 



Intelligence and Security Committee 

 
Submission on the Government Communications Security Bureau 

and Related Legislation Amendment Bill 
 

 
 

 
Support for Purpose of the Bill 

 

The stated purpose of the Bill is to provide a clear statutory framework governing the activities of 
the Government Communications Security Bureau (GCSB) and enhance oversight. This is welcome 
given the findings of the Kitteridge Report and the intrusive nature of the agency’s operations. 

 
As the Bill is being put through in an accelerated timeframe under urgency, there is a danger that 
there  will  be  insufficient  consideration  and  debate  of  the  balance  between  national  security, 
international   relations,  and  economic  well-being  on  the  one  hand  and,  on  the  other,  New 
Zealanders’ values, privacy, and proportionality of response. 

 
Creation of a Surveillance State 

 

The combination of Sections 15A and 25 lays the foundation for ubiquitous surveillance in New 
Zealand, almost entirely in the hands of Ministers. In some cases, as detailed in Section 16, this does 
not even require a warrant or any oversight whatsoever. Under the guise of its Section 8A and 8B 
functions as well as the purposes laid out in Section 25(2), the GCSB will be able to collect, store and 
analyse all communications ‘just in case’ it is necessary as opposed to a response to an actual need. 

 
Section 15A(1)(a) allows the GCSB to apply for an interception warrant to the Minister “authorising 
the use  of  interception devices to intercept communications not otherwise lawfully obtainable” 
(emphasis added). A similar provision is contained in Section 15A(1)(b). Section 15A(5) overrides all 
checks and balances in the  Act. Further, Section 25  provides GCSB with wide discretion in the 
retention, use and communication of incidental information collected. 

Together, these Sections provide the GCSB with the ability to undertake ubiquitous surveillance. 

There are no barriers for the data collected to be shared with the National Security Agency (NSA) 
and others in the Five Eyes arrangement. Not only does the Bill create a Surveillance State, it 
provides for New Zealanders to be subject to ubiquitous surveillance in real-time by foreign states. 

 
   The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and 15A(1)(b) as well as 

the entirety of Section 15A(5) should be deleted. 
 

GCSB Spying on New Zealanders 
 

I do not support the inclusion of Section 8C of the Bill and related provisions that provides for the 
GCSB to provide assistance to the agencies listed in Section 8C(1). 

 
The stated rationale is that “In a small jurisdiction like New Zealand, it is essential that specialised 
capabilities  developed  or  acquired  by  agencies  like  GCSB  should  be  available  to  meet  key 
government priorities, where appropriate and subject to necessary safeguards.” Further, as the 
Regulatory Impact Statement states, “Other agencies will not have to duplicate technical capabilities 
and  expertise  already  held  by  the  Crown,  and  make  effective  and  efficient  use  of  the  GCSB’s 
capabilities.” 
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No analysis has been provided of the costs vs. benefits (both tangible and intangible) of alternative 
options,  in  particular  of  an  agency  such  as  the  New  Zealand  Security  Intelligence  Service  (SIS) 
developing the capabilities it needs itself, or that the National Cyber Security Centre (NCSC) cannot 
be strengthened or re-purposed to achieve this goal. 

 
Extending this logic and the Better Public Services programme, in the name of efficiency, expertise 
concentration, systems, sources, and resource rationalisation, the SIS and GCSB should be merged 
into a single agency. The logic that drives the Government to keep these two agencies separate is 
the very reason that the specialised capabilities of the GCSB should not be used to further the work 
of the SIS and other agencies listed in Section 8C(1). The unrestrained flow of GCSB’s data to the 
NSA, as detailed below, is another consideration. 

 
In addition,  GCSB’s  limited  resources  and  focus  should  be  on  functions  that  no  other  agency 
provides, i.e. Section 8A and 8B. Section 8(3) allows the GCSB Director, subject to only the Minister’s 
control, to be able to prioritise Section 8C functions over the others. This concern is not hypothetical 
as evidenced by the NSA’s increased focus on domestic surveillance in the United States of America. 

 
   Section 8C and related provisions authorising GCSB spying on New Zealanders should be 

deleted from the Bill. 
 

Information flow to the NSA 
 

What sets  the  GCSB  apart  from  the  SIS is  its  close  ties with  NSA and others  in the  Five  Eyes 
arrangement. 

 
Data collected by the GCSB will flow without any check or oversight to the NSA, including that 
collected  by  spying  on  New  Zealanders  under  Section  8C  as  well  as  that  resulting  from  an 
interception  warrant/access authorisation under Section 15B and from New Zealand information 
infrastructure  (including the content of the communications themselves) without a warrant under 
Section 16. How that data is subsequently stored and used by the NSA, as well as for what purpose, 
is beyond New Zealand’s sovereign control or even knowledge. 

 
In addition,  data  collected  by  the  GCSB  under secret  warrants  and based  solely on Ministerial 
discretion will flow to the NSA due to the Telecommunications (Interception Capability and Security) 
Bill going through  the legislative process in parallel. The data is from lawful interception, duty to 
assist requests, and network security reviews. 

 
   A specific provision should be introduced in the Bill prohibiting the GCSB from providing data 

about  New  Zealanders  and  New  Zealand  information  infrastructure,  whether  collected 
directly or incidentally, from being given to any and every foreign organisation. 

 
Strengthen oversight arrangements 

 

GCSB  needs  to  be  able  to  operate  in  secrecy  and  outside  normal  public  scrutiny  processes. 
Experience shows that effective oversight is even more important in such situations as otherwise 
misuse of powers and convenient interpretations of the law are inevitable. The proposed oversight 
arrangements are clearly inadequate against this standard. 

 
Cross-party  political  oversight  of  the  GCSB  can  provide  a  measure  of  additional  oversight.  For 
example,  the  Intelligence  and  Security  Committee  should  be  able  to  independently  initiate  an 
enquiry and satisfy itself that incidental information in relation to third parties collected, retained 
and communicated by the GCSB is in accordance with Section 25. 
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   The  Intelligence  and  Security  Committee  Act  1996  be  amended  so  as  to  provide  the 
Committee with the powers to undertake the same functions that the Inspector-General of 
Intelligence and Security has under Section 11 of the Inspector-General of Intelligence and 
Security Act 1996. 

 
Mandatory informing the Minister on urgent issue of a warrant/authorisation 

 

Section 19A  provides  for the  people specified in Section 19A(2)  to  issue  an urgent  warrant or 
authorisation if the Minister is unavailable. To provide for continued oversight of the Minister and 
prevent the Minister from disclaiming knowledge of the urgent warrant/authorisation, the Minister 
should be mandatorily informed of the urgent warrant or authorisation issue. 

 
   A provision be included in the Bill that it is mandatory for the person issuing an urgent 

warrant or authorisation under Section 19A to inform the Minister as soon as the Minister is 
available after the issue of such warrant or authorisation. 

 
List of agencies that can be assisted 

 

Section 8C(1)(d) provides for the GCSB to assist any department (within the meaning of the Public 
Finance Act 1989) by an Order in Council. This is a very low threshold and does not allow for any 
debate or consideration by Parliament. Yet the intrusive and secretive nature of the GCSB’s activities 
requires  careful  public  consideration  of  appropriateness  and  proportionality  before  the  list  of 
departments it is able to assist is extended. 

 
For example, if the GCSB is used to assist Inland Revenue in tackling tax avoidance or the Ministry of 
Social Development in benefit fraud, this should be the subject of Parliamentary consideration and 
the legislative process rather than a Cabinet decision. 

 
   The list of agencies that the GCSB is allowed to assist should be able to be expanded only by 

amending the Act rather than an Order in Council. 
 

Ensure whistleblowing process is working 
 

The amended Section 11 increases penalties for unauthorised disclosures by GCSB staff. Given the 
secretive  nature  of  the  organisation,  it  is  vital  that  public  interest  disclosure  provisions  work 
effectively. Section 12 of the Protected Disclosures Act 2000 provides for special rules that apply to 
the GCSB in relation to the internal procedures that it must have in place. 

 
   Include a provision in the Bill that requires the GCSB Director to certify to the Inspector- 

General   of   Intelligence  and  Security  annually  that  all  applicable  requirements  of  the 
Protected  Disclosures  Act  2000  have  been  fully  complied  with  and  that  all  staff  are 
adequately   informed   of  internal  procedures  in  relation  to  protected  disclosures.  Such 
information should be reported to the House of Representatives in accordance with Section 
12(3). 

 

 
 
 

Thank you for the opportunity to put forward my views. 
 
Shaun Mc Laughlin. 
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To: Security and Intelligence Select Committeee 

 

 

 

Submission on proposed  

Government Communications Security Bureau  

and Related Legislation Amendment Bill 2013 

 

 

from: Merryn Bayliss, 52 Pine Tree Rd, Hokitika, Westland 7811                               

hokichikka@yahoo.com 

 

 

 

KEY CONCERNS 

 

• Inadequate clarity regarding the proposed objective and functions of the GCSB; 

• Unjustified secrecy around what the GCSB does and why; 

• Unjustified secrecy around information sharing with public authorities and other entities; 

• Unjustifed secrecy around agreements NZ has with other countries regarding information 

sharing and allowing/facilitating information gathering; 

• Unjustified secrecy around services (and information?) provided to non-public agencies; and 

• Inadequate oversight of the GCSB, and in particular, inadequate powers of cross-party 

parliamentary oversight and scrutiny. 

 

KEY CONCERNS WITH REGARD TO PROCESS 

 

• Misleading statements made by Government ministers around the proposed amendments, 

including the reasons why they are proposed and the implications of them being adopted, 

particularly in conjunction with the proposed Telecommunications (Interception Capability and 

Security) Bill;  

• Proposed amendment of the current legislation in the absence of a full review of the functions 

of the GCSB and other members of the New Zealand intelligence community, particularly in 

light of recent events and revelations concerning covert gathering of personal information 

internationally; and 

• Lack of a robust, wide-ranging public debate and opportunity for input around what we think 
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the roles and functions of the GCSB and other intelligence agencies should be, and how to 

strike an appropriate balance between the collective need for national security and our 

individual right to privacy. 
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INADEQUATE CLARITY REGARDING THE PROPOSED OBJECTIVE AND FUNCTIONS OF THE 

GCSB 

In her report, Rebecca Kitteridge identified lack of clarity and misinterpretation of the existing Act as 

significant contributing factors to operational issues at the GCSB. Her findings have been used to 

justify the proposed amendments, on the basis that they are necessary to clarify what is intended. 

In introducing the Bill to Parliament, Judith Collins stated: 

"For an organisation with intrusive powers like the Government Communications Security Bureau, an unclear legal 

framework is simply not good enough...Therefore, the responsible thing for this Parliament to do is to move to clarify that 

Act. This bill does that. This bill will make the Government Communications Security Bureau Act clearer and more 

transparent so that it is clear what the agency can and cannot do." 

Unfortunately, I do not agree that the proposed amendments achieve that. In direct contradiction to 

her claim that the proposed amendments would provide improved clarity and transparency, Judith 

Collins went on to say regarding the Act's foreign intelligence function: 

"This function is currently defined in the Government Communications Security Bureau Act in a highly prescriptive way, 

describing the overall function that the function involves and how it is to be achieved. The Act specifies such activities as 

deciphering, decoding, translating, examining, and analysing communications. When the House considers how 

technology has changed the way we communicate over the past 10 years, and in light of future changes that can already 

be anticipated, these specific descriptions are extremely limiting. They are also likely to mean that the Government 

Communications Security Bureau’s abilities to protect New Zealand and New Zealanders are left behind by technology. 

We are therefore proposing to describe the bureau’s foreign intelligence function at a higher level than the current 

prescriptive legislation." 

What Judith Collins is essentially saying is that in regard to the GCSB's foreign intelligence function, 

the legislation needs to be vague so that the GCSB can make use of rapidly changing technology 

without being constrained by the legislation. The unfortunate side effect of this is that instead of 

providing increased clarity and transparency, the proposed amendments would actually achieve the 

opposite, making the legislation LESS clear, and the GCSBs functions LESS transparent. 

Of critical importance are sections 7 (Objective of the Bureau), 8A, 8B and 8C (Functions of the 

Bureau). Yet having read the proposed amendments in conjunction with the existing Act, I am little 

the wiser regarding what the GCSB actually does and why. 

I accept that a degree of secrecy around how the GCSB collects information is needed, but there is 

no need for vagueness about what the point of it is and what it is actually there for. How am I, as a 

submitter, supposed to comment meaningfully on the proposed amendments, when they do not even 

clearly spell out what the GCSB is supposed to do? 

I agree with Judith Collins that it would be undesirable for the Act to rigidly prescribe how the GCSB 

is to achieve its functions, however it is imperative in my view, that its objective and functions in 

particular, are clearly set out, for the exact same reasons that Judith Collins and other Government 

ministers have already identified. 
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Section 7 - Objective of the Bureau 

The new Objective for the GCSB proposed by the Bill is: 

"The objective of the Bureau, in performing its functions, is to contribute to— 

a) the national security of New Zealand; and 

(b) the international relations and well-being of New Zealand; and 

(c) the economic well-being of New Zealand." 

I note that none of these ambiguous terms are actually defined in the Act. In the absence of 

definitions, the proposed Objective is so vague as to be meaningless, and worse, open to subjective 

interpretation. This is utterly inadequate and unacceptable in my view. On this issue I must agree with 

both Judith Collins and Simon Bridges who stated to the House: 

"For an organisation with intrusive powers like the Government Communications Security Bureau, an unclear 
legal framework is simply not good enough."              (Judith Collins) 

and: 

"We cannot have, in New Zealand, an unclear legal framework that leaves room for interpretation and debate. 
That would not be just not good enough; it would be entirely wrong. "        (Simon Bridges) 

I couldn't agree more. 

 

Section 8A - Information assurance and cybersecurity 

Rather than providing clarity, section 8A raises more questions for me: 

• What kind of advice and assistance would be provided? 

• Why would it be necessary or desirable to provide advice and assistance to public authorities 

overseas (including foreign public authorities)? 

• Why would it be necessary or desirable to provide advice and assistance to any non-public 

entity? 

• What would co-operation with these authorities and entities entail? What limitations and 

constraints would there be around the nature and extent of co-operation with these authorities 

and entities? Who would determine these?  

• Why isn't the Intelligence and Security Committee included under subsection 8A(c)? 

 

I do not support the Minister having sole discretion to authorise provision of such advice and 

assistance to "any other entity". This should be determined by the Intelligence and Security 

Committee, which should also determine the nature and extent of co-operation with any entity that is 

not a NZ public authority. The Committee should also be reported to on these activities under 

subsection 8A(c). I find it very odd that the Committee has not been included in this subsection. 

 

Section 8B - Intelligence gathering and analysis 

Likewise, section 8B simply raises more questions for me: 

• Why is this function necessary? 
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• What does/would it involve? 

• What are the costs vs benefits of this function? 

• What is an 'information infrastructure' and why do we need intelligence about them? 

• What are the government's requirements? Who determines these and by what process?  

• Under what circumstances and for what purposes would intercepted intelligence be provided 

to public authorities? 

 

Section 8C - Co-operation with other entities to facilitate their functions 

Once again, section 8C leaves me with more questions than answers, and this is totally unacceptable 

given the significance of this section. 

• What kind of assistance is/would be provided? 

• Does/would this include intercepting, sharing and storage of personal information? 

• If so, what kind of personal information, and what is/would it be used for? 
 
Given the huge potential implications of the section, and the extent to which it would broaden the 

GCSB's powers, it is imperative that this section clearly sets out what is intended, including by 

specifying the nature of the assistance to be provided, and the constraints and oversight mechanisms 

around that, based on the outcome of full public debate. In my view it is totally unacceptable that the 

Bill has been put out for public consultation without this critical detail being included. 

 

UNJUSTIFIED SECRECY 

No-one disputes that there is a need for secrecy around some of the activities of our intelligence 

agencies. I would argue however, that this need has been exaggerated, and I have found it very 

frustrating as a submitter to have to try to read between the lines in order to figure out what this Bill is  

trying to authorise. 

It is not good enough, in my view, that the New Zealand public have not been provided with adequate 

information to enable the average New Zealander to provide informed comment on the proposed Bill, 

based on a sound understanding of what the Government is trying to achieve and why.  

Consequently, the public consultation process for this Bill cannot be considered robust or indeed 

remotely adequate. 

 

INADEQUATE OVERSIGHT AND SCRUTINY OF GCSB'S ACTIVITIES 

Like most New Zealanders, I accept that covert collection of information may be in our collective best 

interests in some instances. Few would argue with this. What needs to be publicly debated however, 

is in what instances we agree that such actions are justified, and in what instances we wish our 

government agencies to undertake such actions, and with what constraints and oversights. 

 

Given that the proposed amendments would enable covert collection of personal information about 

New Zealand citizens, robust oversight is critical. I am not personally satisfied that the proposed 

provisions and amendments would go anywhere near far enough to ensure robust oversight and 

accountability for the the GCSB, and would leave far too much opportunity for abuse of the GCSB's 

powers, particularly by any Government with an agenda to exert a high level of control over citizens 
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(eg beneficiaries). 

 

In my view, the most critical factor is that there needs to be cross-party parliamentary oversight of the 

GCSB. In particular, the Intelligence and Security Committee needs far greater powers, in tandem 

with limiting the degree of control and discretion of the Minister (Prime Minister). The current Act and 

proposed provisions give the Minister (Prime Minister) far too much control in my view, and this is not 

healthy in any democracy, certainly not without transparency, and cross-party parliamentary scrutiny 

of what the GCSB is doing. 

 

Democratically adopted constraints are critical here and must be set out in the Act. I propose that the 

following constraints and oversight measures be included in the Act in order to give New Zealanders 

confidence that the GCSB's intrusive powers are being used in the public interest with utmost 

responsibility and discretion: 

 

1. Covert surveillance and/or collection/mining/storage of personal data and/or metadata is ONLY 

undertaken in relation to individuals being investigated by a New Zealand law enforcement 

agency (or the relevant foreign law enforcement agency in the case of non-NZ citizens) which 

has reason to believe, based on substantive evidence provided to the GCSB, that the person 

may have committed, or is likely to commit, a serious crime involving serious potential harm to 

one or more individuals;  

2. AND the covert surveillance and/or data collection/mining/storage is subject to a warrant 

issued by the Inspector-General of Intelligence and Security; 

3. AND the warrant clearly states: 

a) the grounds for issuing the warrant; 

b) the nature of the information that is to be collected; 

c) how the information is to be collected; 

d) how the information is to be stored; 

e) how the information is to be analysed; 

f) who the information is to be provided to; 

g) how the information is to be provided; 

h) when and how the information is to be destroyed; and 

i) any special conditions imposed by the Inspector-General of Intelligence and Security; 

 

4. AND the Intelligence and Security Committee has full access to the content of any warrant 

issued from the date of issue, and is immediately informed when a warrant is issued; 

5. AND the Intelligence and Security Committee has the right to terminate any warrant if it 

considers that: 

a) the grounds for the warrant being issued are inadequate, or 

b) any other aspect of the warrant is unjustified, inappropriate or inadequate; 

 

6. AND the Inspector-General of Intelligence and Security routinely audits compliance with 

warrants that have been issued; 
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7. AND the full findings of any audit are immediately made available to the Intelligence and 

Security Committee;  

8. AND the Intelligence and Security Committee additionally has the right to request that the 

Inspector-General of Intelligence and Security audit any warrant that has been issued; 

9. AND members of the Intelligence and Security Committee are free to discuss with members of 

the public and media, in general terms, what the GCSB is using its powers to do with respect 

to covert surveillance and collection/mining/storage of personal data/metadata relating to 

inidividuals; 

10. AND there are serious, pre-determined consequences for any failure to comply with the 

parameters and conditions of warrants that have issued, or with the relevant law; 

11. AND the GCSB does not in any way enable or faciliate covert surveillance or 

collection/mining/storage of personal data/metadata of any New Zealand citizen by any foreign 

agency. 

12. AND the GCSB does not in any way allow or faciliate covert surveillance or 

collection/mining/storage of personal data/metadata of any non-New Zealand citizen UNLESS 

the individual is being investigated by a foreign law enforcement agency in their country of 

origin or residence, which has reason to believe, based on substantive evidence provided to 

the GCSB, that the person may have committed, or is likely to commit, a serious crime 

involving serious potential harm to one or more individuals;  

13. AND the GCSB does not share any personal information, data or metadata with any foreign 

agency, UNLESS it is concerns a foreign citizen who is being investigated by a foreign law 

enforcement agency in their country of origin or residence, which has reason to believe, based 

on substantive evidence provided to the GCSB, that the person may have committed, or is 

likely to commit, a serious crime involving serious potential harm to one or more individuals;  

14. AND the GCSB reports annually on the number of warrants granted, the number of individuals 

it has covertly surveilled and/or collected/mined/stored personal data on and for what 

purposes (in summary form), and what agencies this information was passed on to (if 

applicable); 

15. AND anyone requesting to know if they have been the subject of covert surveillance, or if 

personal data/metadata relating to them has been collected/mined/stored, is provided with full 

details, including any information collected/stored about them, and a copy of the warrant that 

was issued, the only exception being details of how the information was collected. 

Unless ALL the above measures are incorporated into the Act, and in the 
absence of a wider public debate regarding apppropriate constraints and 
oversights, I OPPOSE the broadening of the GCSB's powers to enable it to 
undertake covert surveillance and/or data/metadata collection/mining/storage 
in relation to ANY individual, whether or not they are a New Zealand citizen or 
resident. 
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INADEQUATE CONSULTATION PROCESS 

In her report, Rebecca Kitteridge recognised the importance of the public having confidence in the 

GCSB, and that current public attitudes towards the agency and its work are problematic. 

She recognised the desirability of "a public discussion about the powers and functions of GCSB, including 

the extent to which GCSB should be permitted to assist domestic law enforcement and security agencies, and 

(if such assistance is supported) under what legal constraints."  

It is disappointing that the Government chose not to take this advice onboard, instead opting to rush 

the Bill through Parliament under urgency, allowing only a limited timeframe for public submissions, 

with the same deadline as for the proposed Telecommunications (Interception and Security 

Capability) Bill. I note also that the Intelligence and Security Select Committee has a very limited 

timeframe to consider public submissions on both of these very significant Bills. 

In my view, this shows complete disregard not only to Rebecca Kitteridge, but more importantly to all 

New Zealanders, by denying us the opportunity to participate in a robust and wide-ranging national 

conversation and debate, as part of a comprehensive review of New Zealand's intelligence agencies, 

what their role should be, and what constraints and oversights should apply to them. 

Even those of us choosing to submit on the proposed Bill are very limited in the extent to which we 

can usefully comment, given the general lack of information available about what the GCSB actually 

does, the vagueness of the proposed new provisions, and lack of definition of key terms. The public 

consultation process can therefore be considered shallow at best. 

As taxpayers and citizens of this country, we are entitled to have our say on what we think the roles 

and functions of the GCSB and other intelligence agencies should be, and what they should and 

should not be allowed to do. While I acknowledge that a degree of secrecy around how they do their 

work is necessary, New Zealanders are entitled to have their say on these matters. We are funding 

this agency, and it is there to serve OUR interests. 

I am extremely disappointed by the way the Government has chosen to go about this process. 

 

FURTHER SPECIFIC OBJECTIONS 

I object to use of ambiguous terms in section 7 (Objective of the Bureau) in the absence of detailed 

defintions; 

I object to the ambiguity of sections 8A, 8B and 8C and consider that they are unacceptable in their 

current form; 

I object to the Act providing for the GCSB to provide information assurance and cybersecurity 

services to non-public entities and foreign public authorities and entities, in the absence of public 

debate and input regarding the merits of this and who the GCSB should legitimately provide such 

services to; 
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I object to the Act providing for assistance (in relation to foreign intelligence) to any foreign public 

authority, in the absence of full public debate around this issue, including which foreign public          

authorites should be assisted, how, and for what purposes; 

I object to the Act providing for assistance (in relation to foreign intelligence) to any non-public entity; 

I object to the Act  providing for covert surveillance, collection, mining and storage of New 

Zealanders' personal data/metadata without the Act actually saying so directly; 

I object to the Act  providing for covert surveillance, collection, mining and storage of New 

Zealanders' personal data/metadata, in the absence of robust constraints and oversight mechanisms 

that have been fully debated and consulted on; 

I object to the Act providing for covert surveillance, collection, mining and storage of New Zealanders' 

personal data/metadata for the purposes of assisting public agencies other than the New Zealand 

Police, in the absence of full public debate and input regarding the merits of doing so, and if allowed, 

what constraints and oversight mechanisms should apply; 

I object to the Act providing for covert surveillance, collection, mining and storage of New Zealanders' 

personal data/metadata for the purposes of assisting any non-public entity; 

I object to the lack of powers and oversight provided for in terms of the Intelligence and Security 

Committee, with respect to the GCSB's functions; 

I object to the Act providing for the Minister (Prime Minister) to appoint the Director of the GCSB. The 

Intelligence and Security Committee should at the very least rank preferred candidates. 

I object to the limitations around what a warrant is required for. A warrant should be required for any 

covert surveillance, collection, mining and/or storage of an individuals' personal data/metadata, or 

retention of incidentally obtained intelligence concerning any individual. 

I object to section 15(5), which states “This section applies despite anything in any other Act." It is 

unacceptable for this section to override any other piece of legislation. It should be deleted. 

I object to proposed new section 25 (When incidentally obtained intelligence may be retained and 

communicated to other persons) unless the definitions of "serious crime" and "national security" are 

revised/determined as part of a wider process of public debate and input; 

Additionally, I object to proposed subsection 25(3)(d) which states “any other person that the Director 

thinks fit to receive the information.” I object to the Director having sole discretion on such a matter in 

the absence of any specified constraints. 

Finally, I object to the lack of provision for public consultation on privacy policy for the GCSB; 

Submission 73 Merryn Bayliss



10 

 

OVERALL RECOMMENDATION ON THE PROPOSED BILL 

On the basis of the many concerns I have raised in my submission, my overall recommendation is 

that the Government set aside the proposed Bill and instead embark on a robust and 

wide-ranging public process of consultation as recommeded by Rebecca Kitteridge. What is 

really required is a full review of New Zealand's intelligence community, their roles and 

functions, and the constraints and oversights that are needed to give New Zealanders 

confidence that they are acting in the public interest, as they must. 

 

SUMMARY 

As the Government is well aware, covert surveillance, interception of personal communications, and 

collection/mining/storage/sharing of personal data/metadata are very sensitive issues, which have the 

potential to affect all of us. There is no-one who will not be affected by the outcomes of this process. 

Without more transparency around what the GCSB actually does, New Zealanders are being denied 

our democractic right to have our say.  

The Government needs to recognise that while past generations may have been prepared to 'trust' 

that 'the government knows best', younger generations are not prepared to accept such asssurances. 

We demand transparency and integrity, and the right to be properly consulted and have our say, and 

although most people are prepared to accept that there are limitations on what it is helpful for the 

general public to know, the inadequacy of the proposed legislation and the lack of a sufficiently robust 

and wide-ranging public consulation process indicate that the Government is not serious about 

engaging with those whose interests they have been elected to parliament to represent.  

I challenge the Select Committee to do what is required is give the New Zealand public confidence 

that these agencies are indeed acting in the public interest. That will require a much higher degree of 

transparency, together with legislation that clearly sets out roles, functions, constraints and 

oversights, as determined following a comprehensive public review of New Zealand's intelligence 

agencies involving full consultation with the people of New Zealand. 
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STATEMENTS MADE BY OTHERS WHICH I AGREE WITH AND WHICH FORM PART OF MY 

SUBMISSION 

 
"For an organisation with intrusive powers like the Government Communications Security Bureau, an unclear legal 

framework is simply not good enough."               (Judith Collins) 
 
"We cannot have, in New Zealand, an unclear legal framework that leaves room for interpretation and debate. That would 

not be just not good enough; it would be entirely wrong. "          (Simon Bridges) 
 
"It's not as though the existing legislation is adequate; it did and does need overhaul. And it's not as though the new bill is 

without merit. There's a good argument for using the GCSB inventory of surveillance tools in domestic situations. 

Oversight undoubtedly needs beefing up. But this is no way to do it. The sensible, responsible approach is a 

comprehensive review of NZ's spy agencies." 
 
"...A full inquiry, modelled on similar exercises in Australia, should be tasked with a first-principles assessment of the kind 

of national intelligence agencies fit for modern New Zealand. Post-cold-war, post-9/11, in an information age, and all that." 
 
"An inquiry would address the crucial balance between security and civil liberties. It would ask - in part in confidential 

sessions, of course - whether the GCSB feed into Echelon, the US-led five-nations spy network, is in our best interests, 

and how we can protect residents' details being shared...." 
 
"It would consider how the best oversight structure would be built starting from scratch, rather than tweaking what's 

already there. It would ask whether agencies' cultures are right, whether they're being adequately resourced." 
  
          (Toby Manhire, NZ Herald, 10/5/13) 
 
 
"...without any public or Parliamentary oversight, and given [the GCSB's] unwillingness to even acknowledge that change 

is needed, it is critical that the agency’s activities are tightly laid out in legislation and effective supervision put in place.. 
 
          (Vikram Kumar, Internet Ganesha blog) 
 
 
"This bill contains no definition of the problem that is trying to be solved...the privacy of New Zealand’s citizens counts, 

the civil liberties of New Zealanders count, and checks and balances count in all of our legislation, and they do not exist in 

this bill as it has been tabled in this House today...There are so many unanswered questions and too little information 

about the reason that this bill has been brought before us in this form. It has been brought before us with no consultation, 

no discussion, no analysis of the problem that it intends to solve, no regulatory impact statement, and a lack of checks 

and balances that would give the New Zealand public confidence in its security agencies and in its Government" 
 
             (Claire Curran) 
 
"..this is the time for a fundamental review of our intelligence agencies. Yes, there are new threats to New Zealand 

security out there. Let us make sure we get in place the organisation and the legislation that will protect New Zealanders’ 
security and protect New Zealanders’ rights. How can we know that we are doing that without that proper, fundamental 

review?" 
                 (Grant Robertson) 
 
"It is, however, vital that an organisation that exercises intrusive powers of the state does so in a way that is entirely 

lawful. Where a state organisation’s internal operations must necessarily remain secret, because of their sensitivity, there 

need to be robust internal systems and effective external oversight so that the public can be confident in the lawfulness of 

those operations."         
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"..I would argue that GCSB too is at this high-risk end of the compliance spectrum. Its powerful capabilities and intrusive 

statutory powers may only be utilised for certain purposes. The necessarily secret nature of its capabilities and activities 

prevents the sort of transparency that would usually apply to a public sector organisation. It is therefore imperative that 

the public be able to trust that those exercising the powers are doing so only in the way authorised by Parliament. A 

robust compliance regime, including visibly demanding external reporting and oversight, should provide considerable 

assurance to the public." 
 
"The external oversight of intelligence agencies is essential to provide assurance to the public that the intrusive powers of 

the organisations are being exercised lawfully and with respect to the privacy of citizens." 
                       (Rebecca 

Kitteridge) 
 
"There is no doubt that cyber-attacks are real—no question about it. The question is this: what should be the role of these 

kinds of agencies in a free and democratic society, given that they involve fundamental intrusions into our freedom and 

civil liberties? That is why we need an independent inquiry that is broader than just the Kim Dotcom case and that goes 

into the role of the agencies themselves. If they are to exist, then we need to know why they exist. We need to know what 

kinds of limitations on our freedom and democracy we are willing to withstand or put up with by the very existence of 

these agencies." 
 
I think this thing goes to the issue of oversight. What we know is that in other jurisdictions there is some kind of 

parliamentary oversight of these agencies. There is no parliamentary oversight of these agencies here... In other 

jurisdictions there is democratic oversight...There is no parliamentary capacity in the New Zealand system for the 

Intelligence and Security Committee to force any of the agencies to give testimony. We have no ability to force them to tell 

us what they are doing. I am a member of the Intelligence and Security Committee. We have no capacity to force the 

intelligence agencies to tell us whether they are acting lawfully or not. We have no capacity to force an intelligence officer 

to appear in front of the committee and tell us what they are doing. We have no capacity to inquire into it." 
            (Russell Norman) 
 
"The idea of placing innocent citizens under constant surveillance is one definition of totalitarianism," Hank Wolfe, an 

associate professor in the Information Science Department of Otago University's School of Business told the Herald. "It 

will inhibit free thought and association. This has been demonstrated historically time and again where repressive 

totalitarian regimes have installed pervasive surveillance to watch citizens."  
 
"We have to protect everybody [was the rationale]. We are going to make you more secure by taking away your 

freedoms? I don't feel more secure when I am not free. I feel less secure when I'm not free." 
              (Hank Wolfe) 
 
"The reason why such a state agency would become a threat to our civil liberties goes back to its primary role as part of a 

co-ordinated international network providing intelligence to the United States. The network under the UKUSA agreement, 

signed after World War II, involves the US, UK, Canada, Australia and New Zealand all operating spybases to collect and 

share intelligence primarily for the US as the dominant partner. " 
 
"It is in this role that the distorted loyalties of the GCSB staff have become clear. The approval to build and operate the 

GCSB's main spybase at Waihopai near Blenheim illustrates this point well. The $50 million needed was approved by 

Prime Minister Dave Lange in the 1980s. However it wasn't till 1996 that Lange realised the role of the base when he read 

Secret Power, Nicky Hagar's book on the GCSB. Lange wrote the book's foreword, saying "... it was not until I read this 

book that I had any idea that we had been committed to an international integrated electronic network". 
 
"This should be hugely worrying. The only democratic accountability for the GCSB is through the Prime Minister who is 

also the minister who oversees intelligence and security, and yet this agency kept him in the dark from the outset... 
 
"In international security the UKUSA countries also played a sinister role in the leadup to the invasion of Iraq. The 
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agencies of the countries in the network, GCSB included, were asked to spy on the members of the United Nations 

Security Council to find leverage for the US to pressure them to support a Security Council resolution legalising an 

invasion. The message came from US analyst Frank Koza and we only know because UK analyst Katharine Gun leaked 

the email to try to stop the war. So while our Government opposed the invasion the GCSB was assisting the US to 

prepare for war." 
 
"We should be very concerned about the GCSB spying on New Zealanders. We should also be very concerned that the 

Waihopai base they operate is, in all but name, a US spybase operating on New Zealand soil. It is operated in the US 

national interest - both militarily and commercially..." 
            (John Minto) 
 
"These new laws are not some minor adjustments to the work of the GCSB and how interception works. They are not just 

about letting the GCSB provide technical assistance to the Police, SIS and Defence Force." 
 
"While people in the USA are getting upset about the revelations of the extent of NSA spying there, these new laws give 

the GCSB far greater control of New Zealand communications networks, and practically unlimited capacity to intercept 

New Zealand communications. 
 
"These new laws are the point at which New Zealand switches from being a society that investigates "bad guys" subject 

to judicial oversight, to being a surveillance state where the government is always watching and recording everyone just 

in case they're thinking about doing anything wrong." 
 
"We don't want to live in that society. We believe that these new laws contravene the right in the NZ Bill of Rights to be 

free from unreasonable search and seizure, and will have a chilling effect on the rights to free expression and freedom of 

association." 
 
"We think that these laws need to be stopped."        (Thomas Beagle, Tech Liberty NZ) 
 
 
 
CLOSING STATEMENT 
 

"...enough is enough. We, the people, 

get to define the sealed box you work in, 

not you. While you are free to operate in 

that box, we need assurance that you 

are staying in the box.”    

          

 

 

 

        (Vikram Kumar, Internet Ganesha) 
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Mike Scott 

 
SUBMISSION Of: 
 
Michael Scott 
 
on the Government Communications Security Bureau Amendment Act and other related 
legislation. 
 
The purpose of this legislation is to legalise what thew Kitteridge Report shows clearly were 
illegal surveillance by the GCSB. 
 
  It is anti‐democratic, undermines the rule of law of law, and violates rthe human rights of all 
those affected by its operations. 
 
I support the submission of the Council For Civil Liberties, and I would like to appear personally. 
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Matt Browning 

 
Hi there 
 
While this email is a tad late, I would like to say that I am not for what is being bandied 
about with the GCSB law. There needs to be more consultation with the people, and a 
better understanding of what is happening. There is too much suspicion and concern 
around the changes, and I think we all need time to make sure this is implemented 
properly, along with proper communication. Back to the drawing board I say.  
 
 
Matt 
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John Oldridge 

 
Dear Rt. Hon. John Key, 
 
I am opposed to the Government Communications Security Bureau and Related Legislation 
Amendment Bill. 
 
I feel this law would infringe on my privacy, and damages our country's reputation as world‐
leading in freedom and anti‐corruption. 
 
I believe that this law, in conjunction with the proposed Telecommunications (Interception 
Capability and Security) Bill, contravene my right to be free from unreasonable search and 
seizure, as detailed in Section 22 of the NZ Bill of Rights. 
 
I have no desire to live in a society that allows for indiscriminate spying on its own citizens, and 
believe that this law will not increase mine or anyone's security nor increase our standard of 
living. 
 
Regards, 
 
John Oldridge 
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Rebecca Herald 

 
Hi there 
 
My name is Rebecca Herald and my address is 16N Fisher Point Drive, Freeman's Bay, 
Auckland, New Zealand. My telephone number is 022 083 4080. 
 
Please consider this email a submission rejecting the GCSB Amendment Bill. I believe 
that this is NO legitimate need or reason to rush this bill through and compromise due 
process. The issues at stake are of fundamental importance to all New Zealanders and 
people need to be given a chance to fully understand and have their opinion on the 
implications of this Bill. 
 
Please feel free to contact me if required. 
 
Many thanks,  
Rebecca 
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Kaelan Bhate 

 
To the Rt. Hon. John Key  
(and inexorably the Surveillance Agents at the NSA) 
  
 I'm 16 years old and arguably somewhat naïve. I can only imagine what you believe that 
I and 4 million other New Zealanders deserve in terms of rights, needs 
and entitlements. Yet writing this, I am worried. Not just for myself, my family or even 
your own morality. But for society. Locally, regionally, nationally and globally.    
 Growing up and even last year, notions and tales of autocracy, corruption and 
surveillance were common place in the forefront of my mind. But as stories, 
unnatural happenings of distant countries, wracked with oppression. Circumstances I was 
lucky to have evaded by birth, like so many others. Should this bill storm ahead, the New 
Zealand we not so long ago celebrated, the progressive nation which would recognise the 
love between both gay and heterosexual couples. Would defy international pressure and 
shun nuclear energy. Will crumble. It is a slippery slope down the path to autocracy and 
should our day to day, right to privacy feel violation at the click of a finger. I despair.    
 I implore you, that a government may take away our money. May wrack itself with 
collusion with banks and shady capitalists. May skim off the cream of budgets destined 
for the people. But should New Zealand stomp on our freedoms, the repercussions from 
the country may not be felt the next day, or the next. But in the near future It will tear us 
apart. 
 As a nation and yourself as an individual, we are stronger and better than the 
establishments which seek to censor, libel, burn and destroy. I beg you, this bill cannot 
and must not pass. Should it, my faith will not only waver in this nation. It will burn. 
War Is Peace 
Freedom Is Slavery 
Ignorance Is Strength 
Your's  
Kaelan Bhate 
P.S. 
Presumably the NSA will no doubt scoop up this e-mail, so I have addressed it to 
multiple recipients. 
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Don Carson 

Submission	on	Government	Communications	and	Related	Legislation	
Amendment	Bill	
 

This submission is confined to the issue of ultimate disclosure of information that is normally 

protected from release by provisions in the Official Information Act 1982, the Privacy Act 1993 and 

the Public Records Act 2005 – as they relate to records held by the Security Intelligence Service and 

the Government Communications Security Bureau. 

I have already expressed my views on the workings of our agencies in my submission to the 

Intelligence and Security of Parliament in 1999 when Parliament felt it was necessary to amend the 

NZ SIS legislation because of the Court of Appeal decision in Choudry v Attorney‐General. 

In 1981, following a series of defamatory and untrue claims made against me by the Security 

Intelligence Service, I issued ultimately successful proceedings against the SIS under the terms of 

reference of the office of what was then the Commissioner of Security Appeals. 

In discovery, the SIS disclosed a list of documents the organisation held about me.  I have attempted 

to view these documents ever since.  On 20th September 2001 the then Director of Security ER 

Woods wrote to me declining the release of the great majority of the material under the terms of 

the Official Information Act 1982 and the Privacy Act 1993.  These terms generally related to 

prejudicing the security of New Zealand or were about information protected by confidence or legal 

privilege. 

This would appear to put the material beyond disclosure for all time.  The material would 

presumably have been listed as a deferred transfer to the Chief Archivist under the terms of Section 

22 of the Public Records Act 2005. 

In 2011, the Law Commission concluded its review of the Law of Privacy.  While comprehensive, it 

disappointingly did not explore the issue of the ultimate release of information into the public arena. 

In contrast, this matter has been the focus of many years of reform in other countries, in particular 

the UK.  The 50 year disclosure rule on sensitive public information was revoked in 1968 and then 

again in 1997 a review led to the Official Information Act 2005 lifting a further veil of secrecy.   

In January 2009 what was commonly termed the Dacre Report, after the chair of the Review 

Committee Paul Dacre, the Editor in Chief of Associated Newspapers, was issued in Britain; 

http://www2.nationalarchives.gov.uk/30yrr/30‐year‐rule‐report.pdf 

This report, formally the ‘Review of the 30 Year Rule’ recommended a reduction of the hold on 

information to 15 years.  

The Dacre Report eloquently expressed the principles underlying the release of information into the 

public arena, when, after the passage of time, the benefits to a democratic society seeking 



accountability, increasingly override the converse principles of the protection of individuals and 

organisations who would wish the information were never to be made public. 

The Report stated; 

“..it seems indisputable that, in statute at least, and often in practice as well, much of the 

world is moving inexorably in the direction of expecting and experiencing greater openness 

and transparency – and thus accountability – in the work of government.” 

 
Admittedly, the lack of disclosure of some information, especially as it relates to what are defended 

on security grounds, was not to be embraced by the 15 year rule. 

Nevertheless, the Dacre Report refers generally glowingly to New Zealand’s Official Information Act 

1982 as a leading statute. 

The point I would wish to make however is that in New Zealand, despite the periodic amendments 

to what are termed security legislation, historians and those whose activities have without 

justification been the focus of attention of the SIS and GCSB, are no nearer to discovering evidence 

for what in many instances has been an important part of New Zealand’s history. 

For me personally, this is not a pursuit to gather material in order that I may bring further 

proceedings out of a belief that I have been caused harm in some way.  Indeed, I may wish to make 

some political points.  That is my right in a free and democratic society.  But the main frustration for 

me is that my wish to see this material about me is not addressed by any provisions in the current 

Bill, nor in the Law Commission’s review of the Law of Privacy.  In contrast, ultimate disclosure has 

been a perennial theme of UK law reform. 

I appreciate that grounds for lack of disclosure for some of the material held about me have nothing 

to do with the workings and secretiveness of the SIS or GCSB, but instead are about information 

released in confidence or are legally privileged and eventual disclosure of this material, while equally 

important, is less relevant to the Bill under consideration.  

For the other material which has been withheld on grounds of security, it is hard to believe that this 

information has continuing security validity after the passage of now a few months short of a third of 

a century.   

Indeed I may be entitled to appeal, as was suggested by ER Wood in 2001, to the Privacy 

Commissioner and the Ombudsman.  I must accept though, even with the enactment of the Public 

Records Act 2005 since, that the SIS appears to be protected by the law no matter how spurious the 

grounds for lack of disclosure are.  A law change is necessary to provide greater openness and 

address a major hole in New Zealand’s disclosure of information regime. 

A major part of the Bill under consideration has been presented as a greater accountability of the 

agencies.  The Regulatory Impact Statement quite correctly identifies the GCSB Act has having 

intrusive state powers which has human rights and privacy implications. 



These implications are supposed to be addressed by greater resources and powers of the Inspector‐

General of Intelligence and Security and the operation of Parliament’s Intelligence and Security 

Committee. 

These provisions are useful, but insufficient. The lack of debate, let alone provisions, for the ultimate 

disclosure for history of all information such agencies gather, provide a needless shelter for what in 

the past has been shown to be an extravagant and unnecessary use of these agencies resources 

against citizens of New Zealand. 

I offer no suggestions on how such a legislative framework might work, nor (other than to observe 

that the Dacre Report approved many UK FOI Act exemption from disclosure at 30 years, including 

legal professional privilege) what would be a suitable total disclosure commencement.   

But I do strongly suggest that non‐disclosure in perpetuity is not helpful to any concept of 

accountability and the stated maintenance of the confidence of ‘everyday New Zealanders’.  Such 

permanent secrecy merely abets and reinforces the propensity for such agencies to indulge their 

customary desire to disclose nothing.     

 

Don Carson 

13th June 2013 

‘ph 4 934 0541 

I do not wish to make a verbal submission, but I would appreciate an acknowledgement that this 

submission has been received 

 



Submission 80 
Reon Hogg 

 
I Mr Reon HOGG do believe this bill change to be a ruse to change the law in favor of 
vested interest at the expense of our rights as citizens. as such I say it should not be 
allowed to go any further. 

in recent times we have seen posthumously the law changed to allow greater spying by 
government agencies like the police, I see no benefit to the NZ public in doing so to the 
GCSB. better to overhaul its procedures & its oversight. 

such draconian rule will only lead to a repressed state such as is seen in foreign 
dictatorships.  
 
We the people are already allowing far to many of our rights to be signed away overnight 
in needlessly hurried sessions of parliament, to sit by while OUR own government 
sanctions open season on spying upon kiwi citizens. 

I have nothing further constructive to add at this time. 
so i close, reiterating that I oppose the sanctioning of surveillance of the New Zealand 
public. 

Regards  
Mr R HOGG   
--  
All Rights Reserved 
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Rebekah Wilson 

 
This submission is in my individual capacity. 
 
I am OPPOSED to the passing of the TICS and GCSB law and amendments because I do 
not believe the government should have increased powers to observe and spy on New 
Zealanders. 
 
New Zealand has always been to me a beacon of fairness. I travel the world proudly as a 
New Zealander, and do not wish to be subjected to the GCSB having access to my 
internet traffic, electronic mail, stored files or other digital communications.  
 
My understanding of this proposed bill is that the new section 15A allows the GCSB to 
obtain a warrant from the Minister for certain activities. 'Certain activities' being those 
defined in sections 8A and 8B. Activities under section 8A (cybersecurity) can target 
New Zealanders (see section 14). So it seems this would allow the GCSB to conduct 
activities under section 8A, against New Zealand citizens, on the basis of a warrant issued 
by a New Zealand Government Minister. 
 
Citizens must expect a reasonable right to privacy. 
 
Rebekah Wilson 
 
 



Submission 82 
Nicolaas Francken 

 
LS 
 
As a NZ citizen, I would like to make a submission on the Government Communications 
Security Bureau and Related Legislation Amendment Bill.   
 
Here are a couple of things I would like you to  consider: 
 
* the type of dangers that the SIS and GCSB try to fight are hardly relevant to NZ.  There 
were the Bali bombings and the Rainbow warrior, but I can not think of any other 
terrorist attack on NZders that killed anyone (even the two listed here did not kill any 
NZders as far as I know). 
 
* If we go along with the trend of governments capturing (and listening in) on electronic 
communications then large countries will have a huge advantage.  Being part of an 
international community that tries to improve the world by spying on its citizens is not in 
the interest of NZ as it will turn into a new cold war, where all countries try to spy on 
each other for political and business gains.  
 
* Because of the insular nature of the organisations like the SIS and GCSB, it is very 
likely that their world view will get more and more out of touch with reality.  For 
example, in my suburb, Ngaio, there is a sticker (at the local petrol station) that says that 
the GCSB and various other organisations may listen in to communications.  The removal 
of this sticker can be punished with up to fourteen years in prison.  The sticker is directly 
opposite Ngaio school.  What sort of a message is that to our children? Fourteen years for 
defacing a sticker? Is this real? 



 
 

 
Basically what I am saying is that these agencies need to justify their existence and they 
will overstate the risks they are fighting and the severity of situations.  
 
 
* when you consider the recent Boston bombings you can see that even if you wire-tap an 
entire country (as the NSA does in the USA) you will not prevent attacks.  The Boston 
bombers were known suspects and still the most powerful agencies in the world failed to 
stop them. If the CIA/FBI/NSA can not stop known suspects then what chance does the 
SIS / GCSB have?  What is more, in spying on NZders, a whole bunch of innocent 
people may be falsely accused.  
 



* As far as I know, the GCSB and the SIS have not prevented any major attack on the 
security or lives of NZders?  Can you name anything? Are there any historical records of 
any plots they folded? (in sharp contrast with basic police work such as alcohol breath 
tests). On the other hand, their failings are well known.  They failed to pick up the "mole" 
in the NZ Government  - tongue-in-cheek - who leaked the recent GCSB report? They 
failed to prevent the attack on the rainbow warrior.  They failed to realise that Ahmed 
Zaoui was not a terrorist threat (he currently works in a food court on K-road, 
source: http://en.wikipedia.org/wiki/Ahmed_Zaoui and as far as I know has made a very 
positive contribution to NZ), they failed to prevent the Bali bombings, they failed to pick 
up on the Israeli intelligence officers trying to get a NZ passport. The recent Kim Dot 
Com saga is another example of a potential mistake of the GCSB (many argue they broke 
the law by spying on NZders - and this may cost the NZ tax payer a lot of money). I am 
yet to see any prove that the GCSB and the SIS have provided any useful service to 
NZders.  For example, did the GCSB pick up any of the coups in Fiji? Maybe they did, 
but you dont hear about it. In other words, why grant powers to an organisation that has 
provided little to NZders.  
  
* In contrast, strong communities are far less likely to come under attack by "dark 
forces", "extremist" or who-ever you want to call them.  Citizens who feel they are being 
watched and monitored whenever they send an e-mail or call someone are less likely to 
speak freely and build strong communities (consider the DDR as an example of this). I 
also feel that the more money, attention and interest we take in snooping on "bad people", 
the more power we grant to them.  
 
Rather than strengthening the powers of secret organisations, I would vote for 
strengthening democracy - because a healthy society is the best place to squash 
dangerous ideas that are bad (e.g. blowing up people is a way to get a point across) from 
dangerous ideas that are good (e.g. universal suffrage I am sure was seen as a very 
dangerous idea by many). A key part of building strong communities is a high level of 
trust. Secret snooping on people comes from a lack of trust. Why not organise meetings 
with local community constables where people can learn about things to look out for in 
their community.  How to help people with mental illness that may pose a threat to 
others, how to create a more inclusive societies.  
 
In conclusion: I am all for safety and security, but focus on the safety and security that is 
needed in New Zealand rather than an overstated threat of terrrrrorists et al.  In terms of 
the role of the SIS and GCSB: let their work be carried out by the Police.  The police has 
proper oversight - they are part of our community. NZders trust them.  The Police are a 
lot more real and effective than invisible agencies from a bygone era of James Bond and 
the cold war.  
 
Thus I vote for cancelling the amendments altogether and moving towards a solution that 
involves the Police.  
 
However, in case you decide to go ahead with this amendment bill - here are some 
changes that seem to make sense to me: 



 

 The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and 15A(1)(b) 

as well as the entirety of Section 15A(5) should be deleted. 

 Section 8C and related provisions authorising GCSB spying on New Zealanders 

should be deleted from the Bill. 

 A specific provision should be introduced in the Bill prohibiting the GCSB from 

providing data about New Zealanders and New Zealand information infrastructure, 

whether collected directly or incidentally, from being given to any and every foreign 

organisation or to any organisation you may do the same.  

 The Intelligence and Security Committee Act 1996 be amended so as to provide the 

Committee with the powers to undertake the same functions that the Inspector-

General of Intelligence and Security has under Section 11 of the Inspector-General of 

Intelligence and Security Act 1996. 

 A provision be included in the Bill that it is mandatory for the person issuing an 

urgent warrant or authorisation under Section 19A to inform the Minister as soon as 

the Minister is available after the issue of such warrant or authorisation. 

 The list of agencies that the GCSB is allowed to assist should be able to be expanded 

only by amending the Act rather than an Order in Council. 

 Include a provision in the Bill that requires the GCSB Director to certify to the 

Inspector-General of Intelligence and Security annually that all applicable 

requirements of the Protected Disclosures Act 2000 have been fully complied with 

and that all staff are adequately informed of internal procedures in relation to 

protected disclosures. Such information should be reported to the House of 

Representatives in accordance with Section 12(3). 

I hope that all makes sense. 
 
Thank you  
 
Nicolaas Francken 
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I strongly oppose the GCSB Bill. The legislation allows the GCSB to spy on New Zealanders, which 
is not the purpose for which the GCSB exists. The bill's provisions for oversight of the GCSB's 
activities are woefully inadequate. The Prime Minister's recent failure to prevent the GCSB from 
carrying out what was arguably illegal spying on New Zealanders illustrates the need for much 
tougher, independent, and transparent provisions for oversight. As someone who studies the 
lives of people living in totalitarian regimes, I am acutely conscious of the way creeping 
provisions for spying on entire populations slowly but surely undermine democracy and place 
more and more power in the hands of increasingly unaccountable leaders. While New Zealand is 
clearly not Russia or China, democratic rights need to be asserted in order to be maintained. 
This bill threatens those rights, and I call upon all MPs to oppose it in the name of New Zealand's 
democracy. 
 
Dr Jacob Edmond 
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SUBMISSION ON THE GOVERNMENT COMMUNICATIONS SECURITY BUREAU AND RELATED LEGISLATION 

AMENDMENT BILL 

 

Introduction 

1 The New Zealand Law Society (Law Society) welcomes the opportunity to comment on the 

Government Communications Security Bureau and Related Legislation Amendment Bill (Bill). 

 

2 The Law Society’s submissions are presented in seven parts, as follows: 

(a) Summary 

(b) Absence of justification for changes 

(c) Parliamentary use of urgency 

(d) Proposed amendments to the Government Communications Security Bureau Act 2003 (GCSB 

Act) 

(e) Proposed amendments to the Inspector-General of Intelligence and Security Act 1996 (IGIS 

Act) 

(f) Proposed amendments to the Intelligence and Security Committee Act 1996 (ISC Act) 

(g) Conclusion 

 

Summary 

3 The Bill changes the Government Communications Security Bureau (GCSB) from being a foreign 

intelligence agency to a mixed foreign and domestic intelligence agency.  The Bill empowers the 

GCSB to spy on New Zealand citizens and residents, and to provide intelligence product to other 

government agencies in respect of those persons, in a way not previously contemplated and that is 

inconsistent with the rights to freedom of expression and freedom from unreasonable search and 

seizure under the New Zealand Bill of Rights Act 1990 (NZBORA) and with privacy interests 

recognised by New Zealand law.   

 

4 The Law Society’s concerns regarding the absence of clear justification for these changes are 

exacerbated by the use of Parliamentary urgency, and the consequent short timeframe provided for 

consultation and submissions.  The Law Society is concerned that, in the absence of compelling 

grounds for urgency, its use degrades the democratic quality of the legislative process.   

 

5 The Law Society recommends that more information should be provided to the public regarding the 

justification for such changes, further debate should be held regarding that justification, further 

Submission  84 New Zealand Law Society



3 
 

safeguards should be incorporated into the law if reforms are to proceed, and an updated section 7 

report should be sought from the Attorney-General.   

 

6 The Law Society’s submissions on the amendments to the GCSB Act focus on systemic checks that 

should be put in place to ensure the GCSB powers that are to be extended by the amendments are 

exercised appropriately.  The Law Society also recommends that when the GCSB retains “incidentally 

obtained intelligence” such retention is required to be certified by the Director of the GCSB.  In 

addition, we make recommendations as to aspects of the drafting of the amendments. 

 

7 In terms of the proposed amendments to the ISIG Act, the Law Society supports the strengthening of 

the office of the Inspector-General of Intelligence and Security, although we question whether it is 

possible for a full and proper analysis of the requirements of the office to be undertaken in 

circumstances where the full justification for (and with it the intended operational purposes of) the 

proposed changes to the GCSB Act are unknown.  The Law Society recommends that the Inspector-

General be required to conduct a full operational review of the GCSB once any amendments to the 

GCSB Act itself are implemented, in order to report to Parliament as to whether the ISIG Act remains 

effective in allowing the Inspector-General to independently review and report to Parliament upon 

the activities of the GCSB.  We also make recommendations regarding aspects of the drafting of the 

proposed amendments. 

 

8 In terms of the proposed amendments to the ISC Act, the Law Society notes the existing anomaly 

that the Intelligence and Security Committee (ISC) – unlike Parliamentary select committees – is 

statutorily limited in its ability to undertake inquiries and investigations of its own volition.  The Law 

Society considers that such an anomaly is not justified, and recommends that the Bill amend the ISC 

Act to allow the ISC to undertake inquiries into matters which are otherwise within the jurisdiction of 

the Inspector-General or otherwise prohibited.  We also recommend that the requirement for the ISC 

to report on its activities to Parliament be strengthened, to require the ISC to report on specific 

matters. 

 

Absence of justification for changes 

9 The Bill is intrusive.  It would empower the GCSB to spy on New Zealand citizens and residents, and 

to provide intelligence to other government agencies in respect of those persons.  It is inconsistent 

with the rights to freedom of expression and freedom from unreasonable search or seizure under 

NZBORA and with privacy interests recognised by New Zealand law.  
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10 Section 5 of NZBORA provides that NZBORA rights may be subject only to such reasonable limits 

prescribed by law as can be demonstrably justified in a free and democratic society.   

 

11 Following the Supreme Court's decision in R v Hansen, New Zealand courts approach the analysis 

under section 5 as follows:1 

(a) does the limiting measure serve a purpose sufficiently important to justify curtailment of the 

right or freedom? 

(b) (i) is the limiting measure rationally connected with its purpose? 

(ii) does the limiting measure impair the right or freedom no more than is reasonably 

necessary for sufficient achievement of its purpose? 

(iii) is the limit in due proportion to the importance of the objective? 

 

12 A full explanation of the justification for the Bill is necessary for:  

 

(a) A proper analysis to be done as to whether the intrusion represented by these reforms is 

demonstrably justified in a free and democratic society (to determine whether it is consistent 

with NZBORA).  

 

(b) A full and informed public debate to be held on the merits of the proposed reforms.  In order 

for this legislative reform process to have legitimacy, it is important for the public to be fully 

advised about the justifications for the proposed reforms, and for debate to be held regarding 

those justifications.   

 

13 Given the intrusive nature of the reforms and the fact that they prima facie conflict with established 

rights, they should be demonstrably justifiable, and be accompanied by appropriate safeguards.  The 

Law Society has sought to undertake a proportionality analysis of the legislation to ascertain whether 

the intrusion on rights protected by NZBORA as a result of these measures is justified, and whether 

there are sufficient checks and balances on the powers the Bill proposes.   

 

14 It is difficult to identify the pressing and substantial concerns that the Bill purports to remedy or 

address.  It is not possible to identify any tangible or meaningful concerns from the Explanatory Note 

to the Bill and the accompanying ministerial press release, beyond an allusion to helping the GCSB 

“get on with the job of helping New Zealand public and private sector entities deal with the growing 

                                                 
1
  R v Hansen [2007] NZSC 7, [2007] 3 NZLR 1 (SC) at paragraph 104, per Tipping J. 
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threat of cyber-attack” (Prime Minister’s press release “Draft intelligence community legislation 

released”, 6 May 2013).  The Explanatory Note to the Bill is no more specific, stating:  

 

• “[I]t is essential that specialised capabilities developed or acquired by agencies like GCSB 

should be available to meet key government priorities”; 

• “New Zealand faces a changing security environment in which threats are increasingly 

interconnected and national borders are less meaningful”;   

• “Globalisation means New Zealand is no longer as distant from security threats as it once was”; 

and 

• “This changed environment means the legislation governing GCSB needs ... to address the 

security challenges posed by the increasing importance of cyberspace”. 

 

15 It seems that the underlying objective of the legislation is to give the GCSB powers it lacked 

previously: the power to conduct surveillance on New Zealand citizens and residents.  No explanation 

or justification for the conferral of this power is given.  The Explanatory Note records that the Act as 

it stands presently “was conceived at a time when the nature, extent, and potential impact of the 

cyber threat was dramatically different from the threat posed now”.   But that explanation is only 

meaningful if one knows the nature and type of threat that is now faced.  

 

16 The Crown Law Office section 7 advice to the Attorney-General accepts that the Bill raises questions 

with respect to the rights to freedom of expression, non-discrimination and against search and 

seizure affirmed by sections 14, 19(1) and 21 of NZBORA, but concludes that it appears consistent 

with these rights.2  The Law Society respectfully takes a different view.  The Law Society considers 

that it is not possible to undertake a proportionality analysis until a full and meaningful explanation is 

given. 

 

Parliamentary use of urgency 

17 Powers to spy on civilians are exceptional.  Yet this legislation is being promoted under urgency.  It 

was introduced and given a first reading on the same day (Wednesday 8 May), with a report back 

date of just seven weeks (Wednesday 26 July).  Ordinarily, a bill is read a first time on the next 

Tuesday sitting day or on the third sitting day following its introduction (Standing Order 281 of the 

Standing Orders of the House of Representatives 2011).  No-one had seen this Bill and the related 

Telecommunications (Interception Capability and Security) Bill, or been given an opportunity to 

                                                 
2
   http://www.justice.govt.nz/policy/constitutional-law-and-human-rights/human-rights/bill-of-rights/government-

communications-security-bureau-and-related-legislation-amendment 
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digest them, before they were given a first reading.  The short timeline for reporting back by the 

Intelligence and Security Committee is equally problematic.  

 

18 When Parliament is dealing with a matter such as this which is controversial and pervasive in its 

potential effect on New Zealanders, the perception of how Parliament deals with such a matter, and 

whether Parliament is seen to respect the rights of citizens and residents, is significant.  Such 

perception goes to the legitimacy of the legislative reform.  Exceptional legislation that intrudes on 

basic rights demands sober and deliberate consideration, not perfunctory treatment under urgency.  

 

Recommendations 

19 In light of the concerns regarding justification and the use of urgency, the Law Society recommends 

that:  

(a) The Intelligence and Security Committee examining the GSCB Bill obtains, at a minimum, the 

following information from the government: 

i. what cyberspace threat does New Zealand face that justifies the extraordinary powers of 

surveillance that the legislation proposes; and 

ii. on what basis do existing domestic intelligence and law enforcement agencies claim they 

lack resources necessary for them to carry out their functions, such that expansion of the 

GCSB’s functions in a domestic capacity are warranted? 

(b) The answers to such questions be made available to the public, for debate generally, and 

before the Committee. 

(c) The Committee request an updated section 7 report from the Attorney-General so that this 

information can be taken into consideration in a proportionality assessment.   

 

Proposed amendments to the Government Communications Security Bureau Act (GCSB Act) 

Objective and functions of the GCSB (clause 6) 

20 Proposed sections 7 – 8D set out new objectives and functions for the GCSB which, taken as a whole, 

effectively transform it from a foreign intelligence-gathering agency into an additional domestic spy 

agency.  This is the case notwithstanding the provision for some constraints on the proposed 

domestic intelligence-gathering role in relation to the “private communications”3
 of New Zealand 

citizens and residents. 

 

                                                 
3
  “Private communication” is defined in s 2 of the GCSB Act.  That definition is subject to a major inherent limitation under (b), 

which would appear to operate as a self-fulfilling prophecy as New Zealand becomes more of a surveillance society.  
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21 The contrast between proposed sections 7 – 8D and the present sections 13 and 14 of the GCSB Act 

is striking.  In particular, the present section 13(b) makes it plain that interception of communications 

by the GCSB is currently authorised “only if the purpose of the interception is to obtain foreign 

intelligence”.  (“Foreign intelligence” is defined as meaning “information about the capabilities, 

intentions, or activities of a foreign organisation or a foreign person”.  The Bill repeals that 

constraining definition.) 

 

22 The new section 4 definition of “information infrastructure” is not only open-ended (being inclusive 

rather than exhaustive), it expressly encompasses communications carried on or contained in the 

systems and networks referred to.  When the breadth of the (inclusive, not exhaustive) definition of 

“communication” in the Act is also taken into account, “information infrastructure” becomes an 

extremely broad concept.  This is of concern given its centrality to the expanded functions of the 

GCSB in proposed sections 8 – 8C. 

 

23 When the fact that the gathering of “foreign intelligence” is no longer to be the touchstone for the 

GCSB’s entitlement to conduct intelligence-gathering and in particular to intercept communications 

is placed alongside the open-ended breadth of the expression “information infrastructure”, a very 

substantial expansion of role and function is in fact being proposed.  This goes far beyond the 

proposed section 8C function of co-operation with other agencies, which is being advanced (on the 

basis of the Kitteridge Report) as the primary justification for reform of the GCSB Act.  Further 

comment is made regarding this concern below. 

 

Recommendation 

24 For these reasons and in particular because of its pivotal role in defining the scope of the GCSB’s 

proposed powers of interception of communications, the Law Society recommends that the 

definition of “information infrastructure” should be made exhaustive rather than inclusive.  That is to 

say, “means” should be substituted for “includes” in the definition.  It considers that such 

amendment is necessary to provide legal certainty and to offset to some degree the risk of overreach 

with respect to what will be an extensive power of search and seizure. 

 

Proposed sections 8A – 8C (clause 6) 

25 As already noted, proposed section 8B would significantly widen the GCSB’s intelligence-gathering 

and sharing role by contrast with the existing section 8 of the GCSB Act (which imposes express limits 

in section 8(2)).  No specific justification has been advanced for this considerable widening of GCSB 

function and capability.  Having regard to the existing powers and functions of the New Zealand 
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Security Intelligence Service (and indeed other surveillance agencies such as the New Zealand Police), 

this expansion of the role and functions of the GCSB is unnecessary and unwarranted.  

 

26 Turning to the drafting of proposed section 8B, the placement of the phrase “in accordance with the 

Government’s requirements” in proposed section 8B(1)(a) creates ambiguity.  Aside from the lack of 

clarity over whether the phrase qualifies the concluding portion of (a), it is unclear how the 

“Government’s requirements” are to be communicated to and/or ascertained by the GCSB. 

 

27 The proposed section 8C function of co-operation with other entities to facilitate their functions 

appears to be seen as essentially benign because (as the Crown Law section 7 Bill of Rights Act advice 

on the Bill puts it) it is “contingent upon [the] other agencies’ powers, functions and safeguards and 

so raises no additional issue”.  However, the open-ended drafting of proposed section 8C either does 

confer additional substantive functions and powers on the GCSB, or is at least capable of being 

interpreted as doing so in practice.  

 

28 First, the key empowering expression “co-operate with, and provide advice and assistance to” is 

broadly empowering of a whole range of activities that the GCSB may engage in.  The only immediate 

constraint imposed is that the activity be for the purpose of facilitating the performance by some 

other nominated agency of its functions.  Secondly, while proposed section 8C(2)(a) and (b) constrain 

this function to some extent, sections 8C(2)(c) and 8D effectively ensure that in pursuance of this 

function the GCSB may, under a cloak of co-operation with some other specified agency, perform any 

activities that it chooses.  

 

29 Furthermore, it would appear that if the GCSB is called upon to assist another specified agency (such 

as the Police) by performing activities instead of that other agency, the activities performed by the 

GCSB in that capacity will receive the imprimatur and secrecy and immunity protections of the GCSB 

Act, when the same activities engaged in by the specified other agency itself would not do so in 

terms of the other agency’s empowering legislation.  In that way, enlistment of GCSB “co-operation” 

may confer on the activities undertaken a protected legal status which they would not otherwise 

receive.  Indeed, the very fact of GCSB involvement may mean that the activity in question is never 

disclosed to those affected.  This outcome is unacceptable and inconsistent with the rule of law.  

 

30 The concerns expressed above about the widening of the GCSB’s role and functions make the 

wording and scope of the proposed replacement section 14 of the GCSB Act a matter of critical 
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importance.  They also raise the question whether, if the proposed expansion is to occur, the GCSB 

should be constrained in the manner in which it assists other agencies.   

 

Recommendations 

31 The Law Society recommends that: 

(a) the phrase “in accordance with the Government’s requirements” in proposed section 8B be 

clarified;  

(b) consideration be given to constraining the manner in which the GCSB assists other agencies.  

 

Proposed section 14, Interceptions not to target NZ citizens or permanent residents for intelligence-

gathering purposes (clause 12) 

32 Proposed new section 14 seeks to achieve two purposes.  

 

“Private communications” 

33 The first purpose, under section 14(1), is a prohibition on the GCSB doing anything “for the purpose 

of intercepting the private communications of a person” who is a New Zealand citizen or permanent 

resident.  That constraint is, however, only in relation to the performance of the section 8B 

intelligence-gathering function.  It follows that: 

(i) the GCSB would be empowered to exercise the two new section 8A and 8C functions in 

relation to New Zealand citizens and residents without constraint; and 

(ii) the GCSB would be empowered to exercise all of its proposed new (expanded) functions in 

relation to all persons and entities in New Zealand or elsewhere (including New Zealand 

corporations and entities such as New Zealand-run and based businesses and political 

organisations), other than the section 8B intelligence-gathering functions so far as New 

Zealand citizens and residents are concerned.  

 

34 The expression in proposed section 14(1), “the private communications of a person who is a New 

Zealand citizen or … permanent resident” cannot be taken to protect the communications of a New 

Zealand-based business entity (at any rate, one having a separate corporate existence).  While 

“person” is generally defined to include corporations and indeed incorporated bodies,4
 it is only 

natural persons who can be citizens or permanent residents, and proposed section 14(1) must 

therefore be interpreted in that light.  

 

                                                 
4
  Refer to section 29 of the Interpretation Act 1999. 
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35 Furthermore, by contrast with existing section 14 of the GCSB Act, the proposed restraint is limited 

to the intercepting of the “private communications” of the protected class.  (The present section 14 

refers only to “the communications”.)  This imports the definition of “private communication” into 

the GCSB Act, with its problematic paragraph (b) qualifier, excluding a communication occurring in 

circumstances in which any party to the communication “ought reasonably to expect that [it] may be 

intercepted by some other person not having the express or implied consent of any party to do so”.  

 

36 The limitation of the protection of communications from interception by the GCSB to New Zealand 

citizens or New Zealand residents in the present section 14 may have been an adequate protection 

against invasions of the privacy of persons and entities (including businesses) operating within New 

Zealand society, while the intelligence-gathering function of the GCSB was limited to “foreign 

intelligence” (as defined).  But when that constraint on the GCSB’s functions and powers is removed, 

that limited form of protection is an entirely inadequate safeguard of the freedom of expression, the 

freedom from unreasonable search and seizure and the privacy interests of participants in New 

Zealand society (whether citizens or permanent residents or not) for proposed section 14(1) to be 

enacted as it stands.  

 

37 In short, protecting the “private communications” of New Zealand citizens and residents (only) must 

mean that the GCSB is being empowered to spy on and intercept the communications of New 

Zealand businesses and other entities, and others lawfully present in New Zealand (such as visitors 

and those present under a work permit) without restriction.   This proposed major widening of 

powers of the GCSB gives rise to a need for additional safeguards. 

 

Recommendation 

38 The Law Society recommends that: 

(a) proposed section 14(1) apply to all of the GCSB’s functions under sections 8A – 8C and not 

merely the section 8B function; 

(b) the protection conferred extend beyond New Zealand citizens and permanent residents and 

instead apply to all persons and entities lawfully present in New Zealand at the time of the 

proposed interception, or alternatively at the very least to New Zealand-registered or based 

corporations and business entities.5  

 

  

                                                 
5
  Contrast the definition of “New Zealand person” in section 2 of the Inspector-General of Intelligence and Security Act 1996. 
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“Incidentally obtained intelligence” 

39 The second purpose of proposed section 14 is to address the problem of “incidentally obtained 

intelligence”.   

 

40 Proposed section 14(2) provides that such intelligence, if obtained by the GCSB in pursuance of the 

section 18B function, is not unlawful for that reason, but must not be retained or disclosed except in 

accordance with sections 23 and 25.  In that regard proposed amended section 25 considerably 

widens the grounds for retention and sharing of what is now to be called “incidentally obtained 

intelligence”, well beyond the existing purpose of preventing or detecting serious crime in New 

Zealand or any other country.  

 

41 Retention or sharing of such intelligence, which will by definition have been obtained about New 

Zealanders and their activities as an unintended by-product of intelligence-gathering targeted 

elsewhere, should not be permissible other than on the most compelling grounds.  The proposed 

section 25(2)(c) purpose of “identifying, preventing, or responding to threats or potential threats to 

the national security of New Zealand or any other country” is not sufficiently compelling or precise to 

justify such retention.  

 

42 While the Law Society recognises that the GCSB’s intelligence gathering activities play a potentially 

important and perhaps even critical role in the protection of New Zealand against security threats, 

the relatively vague language of “threats or potential threats” falls short of what a reasonable 

limitation on NZBORA rights and privacy interests ought to require.   

 

Recommendations 

43 The Law Society recommends that: 

(a) retention of incidentally obtained intelligence should at least require connection to a clear and 

present security threat; 

(b) consideration should be given to requiring the Director of the GCSB to sign a new Retention 

Certificate on each occasion such intelligence material is retained, certifying the Director’s 

view that retention is required, and that the information relates to a clear and present threat 

to New Zealand’s security; 

(c) there should be mandatory reconsideration of certified retentions at regular intervals (of no 

more than 12 months) in order to ascertain whether the need to retain such information 

remains. 
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Recommendations 

44 Finally, and for the same reasons set out above, the Law Society recommends that section 14(2) refer 

not only to the section 8B function but to all three functions in sections 8A – C (if enacted).  

 

45 It is also noted that the definition of “incidentally obtained intelligence” is potentially ambiguous 

(cl 5).  Presumably what is meant by proposed paragraph (b) is “… that is not intelligence about the 

capabilities, intentions or activities of foreign organisations or foreign persons”.  If so, the Law 

Society recommends that it be amended to make that clear. 

 

Proposed sections 15 – 20 (clauses 13 – 19) 

46 Consistent with the comments above in relation to proposed section 14, this section addresses the 

changes to Part 3 of the GCSB Act addressing interception of communications and accessing of 

“information infrastructures”. 

 

47 Proposed sections 15B(1) and 16(1A)(b) either mandate the involvement of the Commissioner of 

Security Warrants or limit GCSB interceptions without warrant or authorisation, in relation to the 

interception of private communications of New Zealand citizens or permanent residents.  For the 

reasons advanced above, the Law Society recommends that the protections proposed by means of 

these provisions should be more extensive. 

 

48 The Law Society recommends that the power to intercept without the need for an interception 

warrant or access or authorisation should be made expressly subject to section 14.  That is to say, 

proposed section 16(2)(a) should refer to section 14(1) as well as to section 15(1).  

 

49 Indeed, the section 16 power to intercept without warrant or authorisation can no longer be 

justified, given the greatly expanded scope of this warrantless power (having regard to the expansive 

definition of “information infrastructure” and the expanded scope of operations beyond “foreign 

intelligence”, canvassed above so that domestic as well as foreign intelligence is to be targeted by 

the GCSB).  This power must now be considered as overly invasive of NZBORA rights, and/or as a 

disproportionate conferral of power, given the available alternatives (including the range of powers 

of interception already possessed by the New Zealand Security Intelligence Service and others).   

 

50 Given the uncertainty at this stage about the changes that may be made to legislation in this area, it 

is recommended that the Inspector-General of Intelligence and Security consider whether current 

warrant requirements are sufficient to protect against potential abuse of power, as part of an 

operational review of the GCSB post-legislative amendment.   
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Recommendations 

51 The Law Society recommends that: 

(a) proposed sections 15B(1) and 16(1A)(b) provide for more extensive protections; 

(b) proposed section 16(2)(a) should refer to section 14(1) as well as to section 15(1); 

(c) consideration be given to deleting section 16; 

(d) the Inspector-General of Intelligence and Security consider whether current warrant 

requirements are sufficient to protect against potential abuse of power, as part of an 

operational review of the GCSB post-legislative amendment. 

 

Proposed section 19, Register of Interception Warrants and Access Authorisations (clause 18) 

52 The Law Society supports the proposed section 19 amendment to establish a register of interception 

warrants and access authorisations.  But the Law Society recommends that this should go further and 

extend to the entry of information concerning interceptions without warrant or authorisation under 

section 16 (assuming that provision is retained).  Given the much wider ambit of section 16 in an 

amended GCSB Act, it is important that section 16 interceptions also be officially recorded and 

available for inspection in terms of proposed section 16(3).  

 

Recommendation 

53 The Law Society recommends that proposed section 19 require entry on a register of information 

concerning interceptions without warrant or authorisation under section 16. 

 

Proposed sections 25A – 25B, relating to protection of personal information (clause 25) 

54 The Law Society supports the proposal to require the Director of the GCSB to have in place a policy 

relating to the protection of disclosure of personal information.  The Bill does not however appear to 

include any sanction or indeed any monitoring power in relation to breaches of the policy, when in 

place.  Even having regard to the proposed widening of the functions of the Inspector-General of 

Intelligence and Security contained in clause 31 of the Bill, it is not entirely clear that this aspect 

would fall within the Inspector-General’s jurisdiction to monitor or investigate under the Inspector-

General of Intelligence and Security Act 1996 (IGIS Act).  

 

55 There is no provision for publication of or public access to the Director’s policy on personal 

information, when formulated.  It seems desirable that the policy be a publicly available document.  

The Law Society recommends that this should be expressly addressed in the Bill. 
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Recommendation 

56 In light of these comments, the Law Society recommends that there should be changes made to the 

IGIS Act to provide for publication of the policy relating to the protection of disclosure of personal 

information, sanctions for breaches of that policy, and monitoring powers in relation to that policy, 

as set out in our comments below. 

 

Proposed amendments to the Inspector-General of Intelligence and Security Act 1996 (IGIS Act) 

57 The Law Society supports the Bill’s attempts to broaden the functions and increase the resourcing of 

the office of Inspector-General of Intelligence and Security. However, in relation to the proposed 

amendments to the IGIS Act, the Law Society makes three submissions. 

 

58 First, until such time as the full justification for amendments to the GCSB Act are articulated, 

debated, and their likely impact understood, it is not possible for a review of the IGIS Act to be 

undertaken with any kind of certainty that it leaves the IGIS Act fit for purpose.  A crucial part of the 

role of the Inspector-General is to provide the community with a level of comfort that an 

independent officer has the ability to monitor the actions of our intelligence and security agencies to 

ensure that they are not acting improperly.  Whether the current IGIS Act, or the IGIS Act modified by 

the proposed amendments, can achieve this is questionable, particularly in light of the unknown 

scope of amendments which may pass, and the justification (and with it the intended use) of the 

proposed extended powers being unclear.  In light of this, the Law Society recommends that the 

Inspector-General should be required to conduct a full operational review of the GCSB once any 

amendments to the GCSB Act itself are implemented, in order to report to Parliament as to whether 

the ISIG Act remains effective in allowing the Inspector-General to independently review and report 

to Parliament upon the activities of the GCSB. 

 

59 Secondly, when proposed section 11(1)(c) and (ca) (clause 31) are contrasted with the present 

section 11(1)(c), it can be seen that proposed new (ca) has been carved out of the present (c).  Given 

the proposed section 11(1)(ca) function, it is difficult to see the utility of retaining in proposed 

section 11(1)(c) the present requirement of the Minister’s “concurrence”.  As regards New Zealand 

persons,
6
 there is already the power to complain as of right under section 11(1)(b).  That being the 

case and given the proposed introduction of section 11(1)(ca), there seems no point in retaining the 

pre-condition of the Minister’s concurrence to an own motion inquiry by the Inspector-General 

under section 11(1)(c).  The Law Society therefore recommends that the words “but subject to the 

concurrence of the Minister” be deleted from proposed section 11(1)(c). 

                                                 
6
  “New Zealand person” is defined in s 2 of the IGIS Act.  
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60 Finally, the Law Society recommends that amendments should be made to section 11(1)(d)(ii) to 

expressly record “privacy” to be included in the policies and practices of an intelligence agency 

subject to review and an unscheduled audit by the Inspector-General, in line with the Law Society’s 

concerns noted above regarding questions as to whether the proposed Director of the GCSB’s privacy 

policy will be reviewable. 

 

Recommendations 

61 The Law Society recommends that: 

(a) the Inspector-General be required to conduct a full operational review of the GCSB once any 

amendments to the GCSB Act are implemented, in order to report to Parliament as to whether 

the ISIG Act remains effective in allowing the Inspector-General to independently review and 

report to Parliament upon the activities of the GCSB; 

(b) the words “but subject to the concurrence of the Minister” be deleted from proposed section 

11(1)(c); 

(c) section 11(1)(d)(ii) be amended to include “privacy” in the policies and practices of an 

intelligence agency subject to review and an unscheduled audit by the Inspector-General. 

 

Proposed amendments to the Intelligence and Security Committee Act 1996 (ISC Act)  

62 The Law Society makes two recommendations in relation to the proposal to amend the ISC Act to 

assist in the overall objective of strengthening the effective oversight which is provided by the ISC. 

 

63 First, we note the apparent anomaly that the ISC is limited by section 6(2) of the ISC Act from 

inquiring into any matter within the jurisdiction of the Inspector-General of Intelligence and Security, 

inquiring into any matter that is operationally sensitive, including any matter that relates to 

intelligence collection and production methods or sources of information, and originating or 

conducting inquiries into complaints by individuals concerning the activities of an intelligence and 

security agency that are capable of being resolved under any other enactment.   

 

64 There are no corresponding restrictions on the powers of Parliamentary select committees to inquire 

into matters within their subject areas in the Standing Orders.  It is anomalous, given the importance 

of oversight of intelligence and security agencies, that the ISC has fewer powers of inquiry into the 

matters for which it is responsible than an ordinary Parliamentary select committee. 
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65 One way in which the external oversight mechanisms applying to the intelligence agencies could be 

enhanced, and improving the operation of the ISC, would be to expand the functions of the ISC to 

remove this restriction. The membership of the ISC and the requirements in relation to security 

imposed by section 19 of the ISC Act should prevent ISC members from misusing any broadened 

powers of inquiry. 

 

66 The Bill proposes to replace clause 6(1)(e) to create an obligation on the ISC to report on its activities 

to Parliament.  However, the Bill does not indicate what information the annual reports should 

contain.  It would not enhance the oversight of the intelligence and security agencies for the ISC to 

produce annual reports advising, for example, that the ISC met three times during the year and has 

no matters to bring to Parliament’s attention (as is often the case at present).   

 

Recommendations 

67 The Law Society recommends that: 

(a) The Intelligence and Security Committee should be permitted to inquire (of its own motion) 

into more matters relating to intelligence and security agencies, by removing or amending the 

prohibitions in section 6(2); 

(b) new clause 6(1)(e)(i) specify particular matters which the ISC’s annual report must address. 

 

Conclusion 

68 While the Law Society recognises the important, indeed critical, role intelligence gathering plays in 

ensuring the security of New Zealand, we are conscious that extensive and pervasive amendments to 

the state’s power of surveillance should not be passed by Parliament lightly, nor without the fullest 

extent of debate possible. 

 

69 The Law Society does not say that such reform cannot, as a matter of principle or policy, be done.  

However, given the intrusive nature of the reforms and the fact that they prima facie conflict with 

established rights, the Law Society is concerned to ensure that such reforms are demonstrably 

justifiable, and are executed with appropriate safeguards. 

 

70 The Law Society does not consider that sufficient justification has been provided for the proposed 

reforms.  Regrettably, this means that there is no ability for full and frank public debate and 

discussion regarding the proposed amendments to be made.  Indeed, in the absence of such 

information, it is not even possible for a proper proportionality analysis to be completed under the 

NZBORA.   
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71 If the proposed amendments are to proceed, then the Law Society considers that a number of 

drafting changes should be made, and that a number of further matters should be incorporated into 

the Bill.  Our recommendations are set out in an appendix to this submission. 

 

72 The Law Society wishes to appear in support of this submission. 

 

 

John Unsworth 

Vice President 

14 June 2013 
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APPENDIX 

 

Key recommendations 

 

In relation to proposed amendments to the Government Communications and Security Bureau Act  

The Law Society recommends: 

1. (a) the Intelligence and Security Committee examining the GSCB Bill obtains, at a minimum, the 

following information from the government: 

(i) what cyberspace threat does New Zealand face that justifies the extraordinary powers 

of surveillance that the legislation proposes?  

(ii)  on what basis do existing domestic intelligence and law enforcement agencies claim 

they lack resources necessary for them to carry out their functions, such that expansion 

of the GCSB’s functions in a domestic capacity are warranted? 

 

(b) the answers to such questions be made available to the public, for debate generally, and 

before the Committee. 

(c) the Committee request an updated section 7 report from the Attorney-General so that this 

information can be taken into consideration in a proportionality assessment.   

 

2. The definition of “information infrastructure” should be made exhaustive rather than inclusive. 

 

3. (a) the phrase “in accordance with the Government’s requirements” in proposed section 8B be 

clarified;  

(b) consideration be given to constraining the manner in which the GCSB assists other agencies.  

 

4. (a) proposed section 14(1) apply to all of the GCSB’s functions under sections 8A – 8C and not 

merely the section 8B function; 

(b) the protection conferred extend beyond New Zealand citizens and permanent residents and 

instead apply to all persons and entities lawfully present in New Zealand at the time of the 

proposed interception, or alternatively at the very least to New Zealand-registered or based 

corporations and business entities.   

 

5. (a)  retention of incidentally obtained intelligence should at least require connection to a clear and 

present security threat; 
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(b)  consideration should be given to requiring the Director of the GCSB to sign a new Retention 

Certificate on each occasion such intelligence material is retained, certifying the Director’s 

view that retention is required, and that the information relates to a clear and present threat 

to New Zealand’s security; 

(c) there should be mandatory reconsideration of certified retentions at regular intervals (of no 

more than 12 months) in order to ascertain whether the need to retain such information 

remains. 

 

6. Proposed section 14(2) apply to all of the GCSB’s functions under sections 8A – 8C and not merely 

the section 8B function. 

  

7.  The definition of “incidentally obtained intelligence” be amended to make it clear that the definition 

means intelligence “that is not intelligence about the capabilities, intention or activities of foreign 

organisations or foreign persons.” 

 

8. (a)  proposed sections 15B(1) and 16(1A)(b) provide for more extensive protections; 

(b)  proposed section 16(2)(a) should refer to section 14(1) as well as to section 15(1); 

(c)  consideration be given to deleting section 16; 

(d)  the Inspector-General of Intelligence and Security consider whether current warrant 

requirements are sufficient to protect against potential abuse of power, as part of an 

operational review of the GCSB post-legislative amendment. 

 

9. Proposed section 19 require entry on a register of information concerning interceptions without 

warrant or authorisation under section 16. 

 

10. Changes be made to the IGIS Act to provide for publication of the policy relating to the protection of 

disclosure of personal information, sanctions for breaches of that policy and monitoring powers in 

relation to that policy. 

 

In relation to proposed amendments to the Inspector-General of Intelligence and Security Act  

The Law Society recommends: 

11. (a) the Inspector-General be required to conduct a full operational review of the GCSB once any 

amendments to the GCSB Act are implemented, in order to report to Parliament as to whether 

the ISIG Act remains effective in allowing the Inspector-General to independently review and 

report to Parliament upon the activities of the GCSB; 
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(b) the words “but subject to the concurrence of the Minister” be deleted from proposed section 

11(1)(c); 

(c) section 11(1)(d)(ii) be amended to include “privacy” in the policies and practices of an 

intelligence agency subject to review and an unscheduled audit by the Inspector-General. 

 

In relation to proposed amendments to the Intelligence and Security Committee Act 

The Law Society recommends: 

12. (a) The Intelligence and Security Committee should be permitted to inquire (of its own motion) 

into more matters relating to intelligence and security agencies, by removing or amending the 

prohibitions in section 6(2); 

(b) new clause 6(1)(e)(i) specify particular matters which the ISC’s annual report must address. 
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09 5212111

I am writing this submission to protest The Government Communications Security Bill and the 
related Legislation Amendment Bill and question both the need and the urgency for these GCSB 
Bills.

This is bad law, it is anti-democratic, it is naked authoritarianism and has all the hallmarks of a  
government that distrusts and fears it's own people and views public inclusion with disdain.

We have adequate law enforcement with the SIS and the police and we most definitely do not need 
a government spying on its people with a system that allows foreign governments to access 
information on New Zealand citizens and, as we have learnt recently, is a certainty with the Verizon 
and Prism system coming into play in the US spy system. To which to our shame we are aligned 
with through Echelon.
Has no one told you, the Cold War is over and the War on Terror is a code name for a War OF 
Terror by the USUK and their NATO allies.

Recently New Zealand hosted a meeting with the US Attorney General, Eric Holder; the Australian 
Attorney General; The New Zealand Attorney General; the England Wales, and Northern Ireland 
Attorney General and the Canadian Attorney general – the same group from Echelon. They also 
held a joint session with the FBI- Strategic Alliance Group. The Australian Federal Police, the UK's 
Serious Organised Crime Agency, the New Zealand Police, and the Royal Canadian Mounted 
Police. So the five Echelon States have their Attorney-General and policing agencies all having a 
chat about the Kim Dotcom's Megaupload debacle, and the 88 New Zealand Citizens illegally spied 
upon by the GCSB which the government intends to make legal with undemocratic retroactive 
legislation.

In light of this information - Who is this National led coalition government working for ?
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This is first of all John Key, the Prime Minister doing the dirty work for his former bosses in 
Washington, New York, London, suffering we suspect from delusions of grandeur, thinking no 
doubt he is their big Kahuna in the South Pacific. 

Nor is the government acting in the best interests of the New Zealand citizens whom the 
government  are legally supposed to represent and protect their civil liberties as proscribed in our 
Constitution and the Bill of Rights.

There is a creeping police state in the making, and an emerging dictatorial, undemocratic, tyrannical  
government working for foreign interests whom we need to break away from.

These foreign alliances are set on protecting the US-UK industrial-military complex and their 
NATO partners in carrying out their killing fields, their dirty, insane wars, based on lies.

Millions now dead, innocent men, women, children, all civilians, who were no threat to any person, 
any country least of all New Zealand.
Nor those living today in those countries that have been invaded over a period of 10 years in the 
Middle East and North Africa and continuing with no sign of peace, reconciliation, reconstruction,,  
repatriation of refugees and a return of the resources stolen from them.

I would remind the parliamentarians we are a Sovereign Nation and listening to the international 
talk over the years of One World Government and their New World Order is nothing but a take-over 
of the world's resources, the world's wealth by a cabal of self interested politicians and their 
corporate fascist masters. These Echelon spy agencies assist them in realising their ambitions.

I would also like to remind you of the ANZUS Alliance and when we were disenfranchised for 
refusing to align ourselves with any nuclear nation with their nuclear weapons that have threatened 
to annihilate all life forms several times over since WW2.  It was with some relief that we were no 
longer a part of this alliance as it was no great loss for New Zealand, for if you had read the small 
print it stated that should New Zealand or Australia be threatened or attacked the US would not 
come to our assistance unless it was in the best interests of the US. A Claytons Alliance.

I strongly recommend a clause should be inserted in any and all new or old security legislation 
to make it illegal to give away information about any New Zealand citizen resident or 
entity/company/corporation/association or legally constituted body to any overseas 
body/person/ or entity properly constituted or incorrectly constituted for whatever purpose.

Finally : The GCSB and its facilities do not operate in the interests of Aotearoa/New Zealand 
and should not be given legal status in the proposed Bill.

The GCSB and all ties to overseas intelligence agencies should be terminated and the 
Waihopai and Tangimoana stations be closed immediately by our Parliament. 
We are guilty by association with the death and destruction of millions of people and their 
lands, of people and places who are no threat to New Zealand by operating the Echelon 
system.

“The first truth is that the liberty and freedoms of a democracy is not safe if the people 
tolerate the growth of private power to a point where it becomes stronger than the democratic 
sovereign state itself. That, in its essence, is fascism – ownership of government by an 
individual, by a group,  or by any other controlling private power.”
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Submission 86 
Kate Dewes and Rob Green 

(Submitted copies of the book a Thorn in Their Side by Robert Green)  

 

Submission to the Intelligence and Security Committee regarding the Government 
Communications Security Bureau and Related Legislation Amendment Bill 

By Dr Kate Dewes, ONZM and Commander Robert Green, Royal Navy (Retired)  

Background 

This is a joint submission by Dr Catherine (Kate) Dewes and her husband Commander 
Robert Green, Royal Navy (Retired) of 35 Rata Street, Christchurch. It is prompted by their 
experience of surveillance, interference with their mail, email, telephone and computers, and 
break-ins to their home for over twenty years.  

Dr Kate Dewes coordinates the Disarmament & Security Centre (DSC) with Commander 
Green.  Before establishing the DSC in 1998, she managed the New Zealand Peace 
Foundation’s South Island office from her home for nearly 20 years. Her PhD, awarded in 
1999, was on the history and implications of the World Court Project, an international 
campaign from 1986-1996 which successfully challenged the legality of nuclear deterrence, 
of which she was a pioneer.  
 
In the 1970s Kate was involved in the Peace Squadron opposing visits by nuclear armed and 
powered warships, and she played a key role in mobilising public support for the nuclear free 
legislation enacted in 1987. A member of the first Public Advisory Committee on 
Disarmament and Arms Control (PACDAC) from 1987-1990, she was re-appointed from 
1999-2007.  From 1986-2006 she helped establish and teach a Peace Studies course part-time 
at the University of Canterbury.  In 2001 she was made an Officer of the New Zealand Order 
of Merit. From 2007-12 Dr Dewes was the first Australasian member of the UN Secretary-
General’s Advisory Board on Disarmament Matters. She was appointed as the New Zealand 
government expert on the UN Study on Disarmament and Non-Proliferation Education 
(2000-2002). 
 
In 1988, PACDAC, of which Dr Dewes was then a member, requested that the Government 
establish a Parliamentary Commissioner to oversee activities of the Government 
Communications Security Board (GCSB) at the newly established Waihopai 
Communications Base. Unbeknown to her, she was already under surveillance by the NZ 
Security Intelligence Service (NZSIS) because of her activities as an anti-nuclear and peace 
campaigner since 1975, and her inclusion as an NGO advisor on the New Zealand 
government delegation to the UN Special Session on Disarmament in May 1988.  This was 
confirmed when she received some of her NZSIS file in 2012. 
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Commander Robert Green, Royal Navy (Retired) served for twenty years in the British 
Royal Navy from 1962-82. As a Fleet Air Arm Observer (bombardier-navigator), he flew in 
Buccaneer nuclear strike aircraft and then anti-submarine helicopters equipped with nuclear 
depth-bombs. On promotion to Commander in 1978, he worked in the Ministry of Defence 
before his final appointment as Staff Officer (Intelligence) to the Commander-in-Chief Fleet 
during the Falklands War. 
 
In 1984, the murder of his aunt Hilda Murrell, an anti-nuclear energy and weapons 
campaigner, led him to examine and then challenge the hazards of nuclear electricity 
generation. This, plus the break-up of the Soviet Union followed by the 1991 Gulf War, 
caused him to speak out against nuclear weapons – one of the first ex-RN Commanders with 
nuclear weapon experience to do so.   
 
In October 1991 he became Chair of the UK branch of the World Court Project – which was 
how he met Dr Kate Dewes. He became a permanent NZ resident in 1996, and he and Kate 
were married in 1997. After emigrating from the UK in 1999, he was granted NZ citizenship 
in 2001.   
 
Following the first allegation, by a UK MP in December 1984, that British intelligence was 
involved in the murder of Hilda Murrell, Cdr Green began to experience harassment and 
intimidation in the UK as he pursued the truth about his aunt’s case. Dr Dewes also 
experienced mail interception as soon as Cdr Green began communicating with her in 1992. 
House break-ins and evidence of heightened surveillance began after his Hilda Murrell 
murder archive arrived in New Zealand in 1999. His book, A Thorn in Their Side: The Hilda 
Murrell Murder, was published in New Zealand in October 2011 (for more details, see 
www.hildamurrell.org); and a new UK edition will be published in July 2013.  
 
Cdr Green and Dr Dewes have support from 56 UK MPs from several parties plus 16 
members of the Scottish Parliament for their call, recommended by distinguished UK defence 
barrister Michael Mansfield QC (who wrote the Foreword to their book), for a Commission 
of Inquiry into the Hilda Murrell case and the ongoing harassment. 
 

Points Cdr Green and Dr Dewes wish to make:  

 They support the amendments in this Bill which call for greater oversight of, and 
accountability by, the GCSB and NZSIS. 

 They have concerns about the lack of provision in the legislation regarding proper 
oversight and accountability about who is spied on and why.   

 Following their experiences in New Zealand over the past 20 years, they see the need 
for an additional section which protects law-abiding NZ citizens from such criminal 
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behaviour and human rights abuses by a foreign intelligence organisation and/or 
GCSB/NZSIS.  

 They are providing every member of the Intelligence and Security Committee with a 
copy of their book A Thorn in Their Side: The Hilda Murrell Murder because they 
believe their ongoing harassment and surveillance in New Zealand and the UK is 
related to the publication of this book.   

 They would like to make an oral submission to the Committee in order to present 
evidence of significant criminal activity in terms of their intercepted mail and 
electronic communications.   

 They contend that the level and sophistication of such activity could only have been 
achieved by UK and/or NZ government agencies.   

 Two former NZ Prime Ministers have assured them that mail interference had not 
been authorised by them. Helen Clark confirmed, that to her knowledge, the NZSIS 
was not breaking in to their home, or interfering with their electronic 
communications.  

 NZSIS Director Dr Warren Tucker, in a letter to Dewes and Green dated 8 November 
2012, stated the following: ‘I am absolutely convinced that no British agency would 
undertake such activity against New Zealand citizens. Neither would they take any 
operational action in this country without seeking clearance from the NZSIS which 
would not be forthcoming for the type of activities of which you complain. 
Furthermore, I am sure that an overseas-inspired intelligence operation, especially one 
so protracted would not go undetected by the NZSIS.’  

 They deduce from this that the NZSIS, supported by the GCSB, appears to be 
incapable of stopping such criminal activity against two law-abiding New Zealanders.  

Examples of Surveillance (copies of some witness signed statements attached) 

1. Break-ins to their home: 1999-2000 (book pp 108-110); 2008 (book pp 186-187). 
2. Surveillance of their home during a Cold Case Review of the Hilda Murrell case 

(2002-3) during which two UK detectives spent two weeks in Christchurch going 
through Cdr Green’s archive with him and Dr Dewes, and when Green and Dewes 
were researching and writing the book. 

3. Interception of mail in New Zealand including from their lawyer, accountant, DIA, 
IRD, Auckland office of the Peace Foundation etc.  

4. Interception of mail sent from the UK by Dr Dewes, including briefing papers from 
the UN Secretary General’s Advisory Board on Disarmament Matters meetings; 
disarmament education material and other documents. Interception of, and damage to, 
Dr Dewes’ mail sent from the UK via a NZ friend, with the sender’s name signed as 
Jeremy Corbyn (MP for Islington for over 30 years).  

5. An example of a letter being intercepted coming from the University of Canterbury to 
their PO Box in Riccarton, which could have only been done with assistance from 
someone monitoring their phone and email communications.  
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1. Introduction  

1.1 I agree with some of the aims of this legislation. For instance, I agree that the 
law governing the Government Communications Security Bureau’s (GCSB’s) 
activities would benefit from additional clarity. I also agree that some updating 
of the law is needed in our complex digital world, so that GCSB can keep 
pace with new threats to New Zealand, both in the traditional intelligence 
sphere and in the area of cybersecurity.  

1.2 However, it is because of the complex, dynamic environment that I believe the 
topic needs to be considered further and in more detail. In particular, it is not 
yet clear what type and level of oversight is most appropriate. The effects on 
individuals are potentially very significant, and it is important to get the 
legislation right.  

1.3 I therefore recommend that a body such as the Law Commission should be 
asked to investigate the most appropriate shape of legislation to govern the 
intelligence agencies in New Zealand. In particular, I recommend that body 
should be asked to consider: 

 What type and level of oversight would be most appropriate in this 
environment; and 

 How the legislation should best be crafted to ensure GCSB is 
accountable for how it protects personal information.  

2. The law needs to clarify GCSB’s powers to intrude into privacy 

2.1 GCSB has a crucial role to play in the security of New Zealand. To perform 
that role GCSB needs to have a range of legal powers. Inevitably, these 
powers will permit GCSB to intrude – often to a significant extent – into 
personal communications and other key aspects of personal privacy.  

2.2 To be acceptable, those powers need to be demonstrably necessary and 
justified, and must go only as far as is necessary to achieve their legitimate 
aim. They must also be subject to rigorous independent oversight, to guard 
against misuse.  

2.3 One of the aims of this Bill is to clarify the scope of existing legal powers that 
have been the subject of confusion. I support this aim. In a free and 
democratic society, it is vital to clearly explain the limits within which the 
intelligence agencies may act. Without that clarity, there is little chance that 
the intelligence agencies can be held properly accountable for their actions.  

2.4 However, it is not yet entirely clear what powers are appropriate, particularly 
since GCSB has three distinct but occasionally overlapping roles: intelligence-
gathering about foreigners; cybersecurity expertise and advice (which will also 
involve collecting information about New Zealanders’ activities); and using its 
capabilities to assist other key agencies in New Zealand.  

2.5 This Bill is being put before the House at a time when the activities of 
intelligence agencies world-wide are under serious scrutiny. For instance, in 
today’s media, there are questions about GCHQ’s activities in the United 
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Kingdom in intercepting communications of G20 delegates. The fallout from 
the whistleblower’s revelations about the activities of the NSA in the United 
States is continuing, and the questions raised by those revelations will not be 
answered for some time to come.  

2.6 There is therefore good reason to postpone consideration of this Bill at least 
for a short time, to enable us to develop a clearer perspective on what powers 
New Zealand intelligence agencies should have to perform their functions.  

3. Appropriate oversight is vital – but it is not yet clear what the best model 

of oversight is 

3.1 The Bill aims to enhance oversight of GCSB activities and to some extent, it 
does so. For instance, it brings more under the warrant system than is 
currently the case (though it could potentially go further), and it boosts the role 
of the Inspector General of Intelligence and Security (IGIS). Whether the IGIS 
can perform the many tasks expected of the office will depend very largely on 
receiving – and then continuing to receive – an adequate level of resources, 
as the explanatory note to the Bill recognises. Failure to resource the IGIS 
properly would result in a failure of the principal oversight mechanism that this 
Bill creates.  

3.2 However, more fundamentally, it is not yet clear that the model reflected in 
either the current or the proposed legislation is the best oversight model for 
modern intelligence agencies. There are a number of alternative systems in 
similar nations overseas, such as Canada or the United Kingdom. These are 
worth considering in more detail, to see whether they would suit the New 
Zealand environment, with or without modification.  

3.3 I appreciate that the security environment has changed significantly since the 
current GCSB legislation was written. The threats that New Zealand faces are 
increasingly sophisticated and international in nature. There is therefore a 
level of urgency about the matter, to deal with the challenges that GCSB 
already has to manage.  

3.4 However, it is because of those significant changes to the security 
environment, and the dynamic nature of that environment, that it is worth 
investing in some additional consideration to ensure that we have the 
soundest model possible.  

3.5 On a more technical note, the Bill is also not specific about what the oversight 
mechanism is for GCSB’s activities under the function listed in 8C – providing 
capability support to other agencies. There are express references to 
provisions governing the scope of what can be done under 8A and 8B, but the 
Bill is silent about 8C. The oversight mechanism is presumably the IGIS, but 
some further clarity on the point would be useful.  

4. The Bill’s proposals to enhance privacy protection are a start, but some 
questions are still unclear 

4.1 Under the Privacy Act, the Privacy Commissioner can only consider whether 
GCSB has properly responded to requests for access to, and correction of, 
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personal information. Matters such as collection, use and disclosure of 
personal information by GCSB are not covered by the Privacy Act.  

4.2 The Privacy Commissioner therefore has no direct mandate to consider 
whether GCSB is acting within the law under any of its three listed functions 
(intelligence gathering; collection and use of information to support its 
cybersecurity advice function; and providing capability to assist other 
agencies). It is important to note that that will not change under this Bill.  

4.3 An example of personal information that can raise serious concerns is so-
called ‘metadata’, for instance in the form of telecommunications traffic 
information. Metadata is not necessarily innocuous. It can provide a detailed 
map of a person’s life – such as tracking their location, contacts and interests. 
This is why it is valuable in the intelligence arena. But it is also why effective 
oversight is required to ensure that it is collected and used appropriately, not 
as the tool of mass surveillance that it has the capacity to be, if unchecked. 

4.4 The Bill somewhat improves the current controls over GCSB’s collection and 
use of personal information. It requires GCSB to develop an internal policy in 
consultation with the Privacy Commissioner, for the activities covered by that 
code to be regularly audited, and for the results of the audit to be reported to 
the Privacy Commissioner. This at least provides the Privacy Commissioner 
with a window into the activities of GCSB that does not currently exist, and it 
signals a strong intention that GCSB will behave appropriately and be 
accountable for its activities.  

4.5 However, it is unclear what consequences if any would result if the Privacy 
Commissioner were to become concerned about any activity. The 
Commissioner would still have no formal mandate to do anything about 
matters such as collection and use, and so it is not clear whether the Privacy 
Commissioner could report any concerns and if so, to whom.  

4.6 Instead, the Bill currently appears to anticipate that the IGIS will be the sole 
enforcement authority. The role of the Privacy Commissioner would probably 
be to inform the IGIS of any concerns, so the IGIS in turn could consider the 
issue and report if required. If this is the intention, I note in passing that the 
legislation could set this out more clearly. 

4.7 While working through the IGIS will often be the most appropriate approach to 
take, a backstop measure would be useful to ensure that the Privacy 
Commissioner could directly air serious privacy concerns (for example if the 
IGIS were too busy to deal with the matter). To do this, the Bill could mirror 
the provisions of section 81 of the Privacy Act, which gives the Privacy 
Commissioner the ability to report directly to the Prime Minister and for the 
Prime Minister then to be able to table the report before the House.  

4.8 An alternative approach, to which consideration could be given, is that a 
breach of the internal policy could be deemed to be an interference with 
privacy, and the Privacy Commissioner’s investigation powers would be 
triggered. This would better recognise the position of individuals who are 
adversely affected by breaches of the internal policy. The effect of this option 
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would also more closely reflect the original Law Commission recommendation 
to make the intelligence agencies subject to the Privacy Act in a greater range 
of circumstances. 

 4.9 It is useful that the Privacy Commissioner would be consulted in the 
development of the internal policy on handling personal information, and that 
that policy would have to be regularly reviewed. However, the Bill does not 
specify the frequency of reviews, and the nature of the review and the nature 
of audits also appear to be at the Director’s discretion. For example, it is worth 
considering whether the Privacy Commissioner, the IGIS or both could 
formally trigger a review of the internal policy if there appear to be concerns 
with how it is operating or how it is interpreted. 

5. Conclusion 

5.1 I recommend that further time should be spent to determine the best shape for 
this legislation and that a body such as the Law Commission should be invited 
to consider the matter in more detail.  

5.2 In particular, I recommend that further consideration should be given to 
different oversight models, and to the most appropriate method of making 
GCSB accountable for how it handles personal information. 
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SUBMISSION ON: THE GOVERNMENT COMMUNICATIONS SECURITY 
BUREAU AND RELATED LEGISLATION AMENDMENT BILL. 
 
 
From: Gerard Burns, MIR (Victoria University, Wellington, 2007), Catholic Priest, 
Wellington, NZ. This submission is made in my capacity as a NZ citizen; these are my 
personal views and this is not an official submission on behalf of my Church. 
 
 
 
 
Executive Summary:  
I oppose this Bill because: i) the broadening scope of government surveillance is a threat 
to individual freedom; ii) it enables the giving away of NZ sovereignty without the assent 
of the NZ public by means of information sharing with other intelligence services; iii) it 
opens the possibility of using NZ’s state surveillance system on behalf of private entities; 
iv) there is insufficient oversight/supervision of the GCSB and its activities in the Bill; v) 
because of the intransparency of the budget of the GCSB there is a lack of possibility to 
auditing the expenditure and therefore greater possibilities of waste and fraud.  
 
I wish to make a submission in person.  
 
 
 
Section A: Principles on which my submission is based: 

1. Dignity of the individual human person and the right to privacy and security of 
correspondence. 

 
2. Right of democratic participation of citizens 

 
3. Duty of the state in promoting the common good to safeguard the dignity of the 

individual and protect the vulnerable. 
 
 
 
Section B: II. Background to the submission: In my work as a priest I spent 8 years in 
Peru, South America. I was there at a time (1989-97) when two armed insurgencies 
sought to overthrow the Peruvian states. To combat these insurgencies the state used 
military, police and intelligence methods. This led to great suffering for the ordinary 
citizens caught in the middle of an insurgency on one side and a dirty-war anti-insurgent 
approach from the government side. The details of this conflict can be found in the report 
of the Truth and Reconciliation commission report of 2004. 
 

Submission 88 Fr Gerard Burns



To combat the insurgencies an expansion of state surveillance capabilities took place 
under President Fujimori (1990-2001) and this led to the capture of the leaders of both 
armed insurgent groups in 1992. With the capture and general dismantling of these 
groups a central purpose of the intelligence services was removed. The leader of the 
intelligence services (Vladimiro Montesinos) then turned the services into a political 
weapon to control the opponents of President Fujimori. This involved intimidation, tax 
investigations, bribery of senators, etc.  
 
This was finally exposed in 2001 following a fraudulent re-election of the President 
leading to the fall and eventual trial and continuing imprisonment of both Fujimori and 
Montesinos. I learnt from this the need for strong regulation and supervision of intel-
ligence agencies and an independence of them from those in government.  
 
I have a strong belief in the need for and informed citizenry about the machinery of 
government to enable better democratic participation. Much of the history of the 
development of human rights theory and practice has been due to the struggle to protect 
the ordinary person against the potentially arbitrary might of the sovereign or the state.  
 
I am also a believer in the proposal that the state exists to serve the common good. 
However when the state wishes to expand its powers of surveillance and control even 
when presented in terms of public safety and security I think citizens need to examine 
carefully what is being proposed.  
 
Disclaimer: I write as an individual citizen informed by my Catholic faith and the social 
teaching of my Church. I am not presenting the official teaching of my Church on this 
matter but simply my own analysis, reflections and proposals in the light of my experi-
ences, faith and study. 
 
 
Section C: Key points of the Submission: 

I. The Bill’s expansion of the surveillance power of the state is a threat to 
individual freedom. 
The Bill purports to cover the context of expanding electronic technology and 
communications, threats to cybersecurity of governments and private entities, 
and new globally-mobile security threats. While these developments have 
occurred, does they justify the expansion of data-collection about NZ and 
foreign citizens proposed by the Bill. I do not consider it so. When the 
argument is couched in terms of making “us” safer it may seem foolish to 
oppose such changes. However, given the possibilities for abuse of access to 
even what is known as metadata, then I think stricter and greater safeguards 
need to be in place than are in this Bill. The possibilities for warrentless 
interception in the Bill, and for abuse of the information gathered through 
selective leaks, insinuation and blackmail are all threats to human dignity and 
personal freedom (commonly called a threat to privacy). 
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The Privacy Commission on its website talks of how tense people can become when 
constantly under scrutiny (‘A common understanding of privacy’). By extension, constant 
electronic surveillance as is being carried out and authorized under this Bill, can have a 
chilling effect on individuals and civil society. As someone engaged in various groups 
working for the human rights of Palestinians I have presumed I have been under elec-
tronic surveillance for that activity which can be presented as challenging the status quo 
of the western military-political alliance.  
 
I know that some people find that possibility intimidating and step back from the work of 
activism. There have been various kinds of surveillance of human rights and environ-
mental groups over the years but the electronic surveillance technology that state have 
now take such surveillance to new levels. This is to the detriment of keeping alive a 
healthy and active public debate that can bring change and renewal to societies. If not, 
societies become sclerotic and oppressive. The surveillance societies of the old Eastern 
bloc are a case in point. 
 
I have met members of the GCSB, have received personal kindness and assistance from 
some of them and the few that I know have earned my respect. However my concern is 
not about the personal integrity of employees of the GCSB, important as that is, but about 
the structural surveillance of society and the arrangements for the GCSB, its instruments 
and its work.  
 
 
 

II. This Bill enables cession of NZ sovereignty to foreign powers without the 
assent of the NZ public.   

 
Because of the links of the GCSB’s technology with foreign powers there is the 
possibility of these foreign powers accessing knowledge about NZ citizens without those 
citizens’ permission and without assent from the NZ public, and without necessarily the 
possibility of recourse for those affected by the loss of their privacy. This is an invasion 
of personal dignity and freedom, a cession of NZ’s sovereignty and a threat to the dignity 
of NZ citizens and foreign citizens living in NZ. 
 
 
 

III. The Bill enables the state to spy on behalf of private entities.  
 
Such entities could be business corporations because the Bill also is about 
safeguarding NZ’s economic security. This raises the possibility not just of the 
GCSB protecting the cybersecurity of Fonterra or oil-exploration or petroleum-
production companies but of spying on their behalf on citizens organizing 
protests around their work or production methods. It could also involve the 
surveillance of competitors or potential customers to enable these corporations 
to establish a competitive advantage. The potential placing of the state at the 
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service of private corporations undermines the state’s responsibility to act for 
the common good rather than the individual or private interest of a few. 

 
 

IV. There is a lack of strong oversight of the activities of the GCSB.  
 

While there are some expanded powers for the IGIS and the appointment of a 
deputy IGIS the oversight mechanisms are still relatively ‘in-house’ and 
dependent on the will of the Minister in charge of the GCSB which is the 
Prime Minister. With the intelligence and security committee not being a 
parliamentary select committee there is less chance for public input and 
scrutiny. The ability of a director of security services to refuse to answer 
questions when a matter is declared sensitive limits the scrutiny too. I am not 
saying there is never a time for secrecy and discretion in these matters but such 
secrecy can also be a weakness. I would advocate for a public dimension to the 
security and intelligence committee and the active participation of the Human 
Rights Commission and the Privacy Commissioner to ensure that human rights 
are respected under the Universal Declaration of Human Rights, the NZ Bill of 
Rights, the Treaty of Waitangi and various covenants to which NZ has signed. 
 

In this respect also I think the relationship of the Prime Minister as Minister in Charge of 
the GCSB has to be a very professional one. In the case of the recent appointment of the 
present head of the GCSB I was alarmed at the selection method of an ‘old family friend’ 
of the PM. Given the potential power of the GCSB to investigate people’s lives and the 
lack of recourse if mistakes are made then the last impression that should be given is that 
the head of a security service is the PM’s ‘mate’. The potential for doing favours for his 
master and ‘mate’ is dangerous for democracy and political and social freedom.  
 
I propose also that the appointment of the IGIS be made on the recommendation of 
Parliament and not just of the Minister in charge of the GCSB. I also propose that the 
GCSB should publish each year the number of warrants that have been issued for specific 
surveillance. These changes would bring a greater degree of parliamentary oversight and 
public knowledge about the agencies that ‘watch over them’.  

 
 

 
V. The possibility of fraud and waste in the activities of the GCSB.  

 
I do not see anything in the role of the IGIS or anyone else in terms of the 
financial auditing of the GCSB. Its budget is intransparent, Given various very 
public failures of computer-programmes for government departments under 
various governments, is there a role for the Auditor-General to have oversight 
of the systems bought and paid for by the NZ taxpayer or is the GCSB 
effectively exempt from that process? 
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Gerard Burns 
Wellington, 17 June, 2013. 
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Submission 89 
John Laurence Boomert 

 
My submission is that this Bill should not be progressed until appropriate 
investigation is given to how these increased surveillance powers, (and indeed 
existing surveillance powers) maybe misused by interests that are malevolent to 
the good of our society and humanity as a whole. 
 
It is well recognized that governments are often co-opted by big money influence 
especially in the United States.  
 
Big money includes companies that have and are scientifically documented as 
creating massive ill-health on the planet at this time eg: Companies involved with: 
tobacco, alcohol, chemicals, sub-standard pharmaceuticals, armaments, 
companies that create all sorts of pollution, companies that sell sub standard 
food, companies that abuse human and animal rights, companies that perpetrate 
financial fraud, its a long long list. 
 
Naturally these big money interests will find influence and access to use these 
surveillance powers to identify and counter opposition to their monopolistic, anti 
democratic and harmful activities. In fact this seems to be already well 
established with here in this country.. It is my estimation that more than half of 
government surveillance work could really be more accurately defined as 
commercial espionage, not just effecting individual citizens working to protect our 
society from the harmful excesses of big business but also working to give unfair 
advantage to the interests of big business over small business. 
 
This cannot be in the best interests of our society  
 
In many ways the Western world post 9/11 seems to have taken a path of 
'potential enemy paranoia' only last experienced in pre-war Germany that now 
identifies any opposition to big business interests as 'terrorists'. Even the 
Quakers in America are identified as needing to be on 'the list' because they are 
opposed to war, the war industry being one of the biggest vested industries we 
have. When words and concepts like: truth, justice, fairness, democracy, freedom 
of speech, human rights, environmental protection, peace, have become target 
words for surveillance what have we become and where are we headed?. No 
doubt by entering this submission I will be targeted for surveillance - a form of 
intimidation that inevitably squeezes out any voice of dissent against corrupt and 
harmful activities. Is this the democracy our forebears made so many sacrifices 
for? - some kind of corporate fascist state?   
 
Our own Prime Minister seems to have been placed here as a representative of 
specific big business interests that want to exploit our country's mineral 
resources while in-debting us at the same time.. The industry he came from 
Investment Banking is now well documented as having committed fraud in the 



trillions of dollars causing devastation to millions of people in the Western world. 
No doubt any whisleteblowers of that fraud will be targeted as potential enemies 
of the state.  
 
Government corruption is now a given the world over and as such we must not 
be giving wider powers of surveillance to governments at this time until we have 
sufficient safe guards that these powers will not be misused through the influence 
of malevolent big business. 
 
I would like to speak to this submission 
 
John Laurence Boomert 
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Select committee Submission 

Select committee: Intelligence and Security  

Introduction 

My name is James Veitch.  I am currently, until June 28, a member of the staff of the Centre for 

Defence and Security studies at Massey University Wellington. 

 I have been on contract at Massey university as a senior lecturer in 2011, in 2012 and this year, 

2013, to develop in the first place the intelligence studies component in the BA (security Studies) 

and in the new Master of International Security degree, an endorsement in Intelligence Studies that I 

introduced, and secondly to coordinate and to teach selected subjects in the intelligence field that 

arose out of these developments  

Prior to 2011 (more particularly from 2006‐2010) I taught in the School of Government, at Victoria 

University of Wellington as an associate professor, in the Master of Security Studies program 

creating, coordinating and teaching  papers in intelligence studies and transnational crime and 

including a range of courses connected with counter terrorism in the wake of Nine Eleven.  

The first papers to be offered at a New Zealand University in intelligence studies were taught in this 

degree program and were the result of extensive discussion with relevant officials of the 

government departments and agencies specialising in intelligence. My then Head of School Professor 

Gary Hawke insisted on an informal indication of support from the official’s security committee of 

DPMC (ODESC) and that this be available before courses in intelligence studies were offered: this 

took just over two years to negotiate 

I am as a result of this background often consulted by the media for a commentary or comment on 

issues related to intelligence matters. 

 I have been a Senior Fellow of the Centre for Security Studies at Victoria University. I served two 

terms on PACDAC and was the acting chair in my last year. I was the New Zealand co‐ chair of the 

Council of Security Cooperation in the Asia Pacific (CSCAP) for some years and served as the New 

Zealand co‐chair for two years on the International CSCAP Steering committee 

The submission 

I welcome and support the Government Communications Security Bureau and Related Legislation 

Amendment Bill. 

 It improves the original Acts that it refers to and gives the GCSB the power and authority to function 

more openly in the New Zealand context without compromising its international roles and New 

Zealand’s international responsibilities and obligations based on various treaties and agreements. 

 The Bill also sets out more clearly that has been hitherto the case GCSB’s functions clarifying what 

its work in New Zealand entails as distinct from its external tasks. 

I would suggest that to further enhance the New Zealand aspect of GCSB responsibilities that 

additions to clause 8C (1) be considered.  
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The National Assessments Bureau (NAB) that operates within the department of Prime Minister and 

Cabinet (DPMC) and   reports directly to the Prime Minister and to whom it is directly responsible 

collates  intelligence material from  a variety of sources and one of these essential sources, given the 

changes that are envisioned, will be GCSB. The importance of the NAB is no less than the importance 

of the Government entities already cited in this clause and given its pivotal   c‐o ordination policy 

and reporting role in the intelligence community on behalf of DPMC it should be added to the list. 

Furthermore, I suggest for similar though not identical reasons that the National Maritime 

Coordination Centre (NMCC) at present located within Customs be added to this list. The extensive 

and critical role played in intelligence gathering and surveillance by the NMCC will be further 

enhanced with a formal connection to GCSB in its new role. Once again the importance of the NMCC 

to the whole of Government intelligence platform is no less important than that of the three 

Government entities already cited. The NMCC has intelligence gathering and surveillance 

responsibilities across New Zealand territorial waters and this task draws on GCSB capacities or 

should do as the security risks from maritime threats continue to develop . 

The connection of the three entities already cited in the Bill to both the NAB and the NMCC puts the 

latter in a different category than would be the case if they were to be included in section (d). 

 One of the positive outcomes of the changes outlined in the Bill is to make it clear that sensitive   

intelligence gathering and surveillance is not just the responsibility of the three entities cited along 

with GCSB but rightly includes the NAB and the NMCC.  

 In my view here are six intelligence entities in key roles‐The NZ SIS, The GCSB,   the NAB (DPMC) 

NZDDIS, the NMCC and the NZ Police and because of its internal /external official roles the GCSB will 

relate to these other entities as a matter of necessity .  

Consideration should be given to adding to the list under this clause for the reasons given: in my 

view a full list such as this enhances the transparency of what does constitute the core intelligence 

community and of the connections of GCSB to the other members of this core. 

With reference to the Amendments to the Inspector‐General of Intelligence and Security Act 1996 

I suggest that section 5 be redrafted to clearly set out the particular functions of a Deputy Director.  

At present the changes give a deputy authority to act on behalf of the Director and to carry out tasks 

as agreed with the Director but do not  specify  a cluster of responsibilities that a deputy would be 

expected to undertake in light of the changes  set out in part 1. 

However in light of public concern about issues relating to accountability I would suggest that the 

select committee re‐consider the model presented here with a view to replacing it with a panel of 

three, chaired by a retired High Court Judge who would continue as Inspector General.  

With a panel of three there is space to include for example  a senior lawyer specialising in privacy 

matters and a respected lay person with proven interests that relate to intelligence matters and to 

the ethical and moral issues that are sometimes raised along with legal considerations. 

 None of the three should be appointed for their political links. 
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 It is critically important that the office of the Inspector –General has  respect and is seen to be 

independent of the intelligence entities that it inspects and holds  accountable .But the Inspector 

General also has to be accountable. 

 In the light of the changes envisaged in the Bill the scope of office should be widened to include the 

suggested expertise provided by a panel.  

The committee might like to consider adapting, as a model for the structure of such a panel, the 

Independent Police Complaints Authority (IPCA). 

 The panel and its staff should have an independent   monitoring and investigative role with 

reference to the intelligence community as a whole as well as, like the IPCA receive, investigate, and 

report on complaints from the public about alleged intrusive intelligence activity. The independent 

panel should report to, for example, the Minister of Justice.  It should also publish reports of its 

activity‐and have a small staff to support its activities. 

With reference to the Amendments to Intelligence and Security Committee Act (1966) 

I wish to also suggest that serious consideration be given to a change in the Cabinet responsibility for 

Intelligence.   

 It has been traditional for the Prime Minister of the day to be the Minister responsible for the 

Intelligence community and to be the Minister who chairs this Committee. 

 In other jurisdictions similar to New Zealand the Attorney General,   the Minister of Justice and the 

Minister of Foreign Affairs and in some cases a senior Government  Member of Parliament may 

share responsibilities across the intelligence communities and or chair the committee. 

 The recent  debates and public discussion (over the role and function of  GCSB and the Kim.Com 

case) suggest that all too often the Prime Minister is expected to be briefed and have all the issues at 

fingertip  when in reality the  role of Prime Minister is already demanding  enough not to include the 

intelligence  agencies and their public problems.  

Such a proposal to shift responsibility from the Prime Minister to another senior minister should not 

exclude briefings on intelligence from being given directly to the Prime Minister by the Directors of 

NZSIS, GCSB and the head of the NAB‐ on an ‘ as required basis.’ 

 It is important that so far as is possible that intelligence and national security at the level of 

government be as little politicised as is possible. 

 If the Prime Minister of the day is not directly responsible for the key intelligence entities but has a 

more distant perspective on issues then he or she has greater freedom   to politicise matters in 

debate in parliament and in the media which is their role as the leader of a political party. 

 This distinction is critically important especially when it is related to sensitive issues connected with 

intelligence and security. 
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Overall comment:  

There are at present two standalone Intelligence agencies‐the NZSIS and the GCSB, but the NZ 

Intelligence Community (NZIC) is defined as the NZSIS, the GCSB, together with the NAB and the 

Intelligence Coordination Group (ICG) the latter are both within DPMC. 

In addition there are nine intelligence entities within the NZ Police and the Organised and Financial 

Crime Agency (OFCA.) 

 There are also four other intelligence entities, the Domestic and External Security Group(D ESG) 

within DPMC,  The NZDDIS‐Defence Intelligence‐ and the  Joint Geospatial Support Facility (JGSF) 

both within Defence, and the National Maritime Coordination Centre (NMCC) within Customs: all 

play  major roles in intelligence gathering and policy development .  

A major player in external intelligence gathering and policy is the Department of Foreign Affairs and 

Trade. 

There are furthermore small security/intelligence units within a number of Government 

departments who also feed into the activities of the wider intelligence community when needed.  

This is an extraordinarily large intelligence community to organise and coordinate.  

With the current debates in the back ground generating public interest from a variety of 

perspectives in intelligence gathering and surveillance and associated matters, the time is opportune 

for the government to consider a restructuring that will bring at least the NZSIS, The GCSB  the NAB 

and the ICG together with the DESG and the NMCC into one organisation under a single Director.  

This is already present in the formation of the NZIC 

 The base for this is also already present in the co‐locations into  one building that have already 

taken place and in the various  groupings that have been established to bring the specialist 

expertise, knowledge, skills and areas of interest together. 

 The current New Zealand structure of two standalone agencies is based on the British model slightly 

modified to suit our circumstances, environment and geography but since Nine Eleven the 

international security environment has changed dramatically and has called for fresh approaches to 

security, surveillance and intelligence. 

The NZ Police and the NZDDIS would be represented in the single structure on a coordinating 

committee and in the strands of the new entity as appropriate (as is the case now). 

The coordinating committee chaired by a Director would oversee and monitor the work of what 

could be, for example, designated as a Government Department, The Department of Security and 

Intelligence, with its own Minister and channels into the Parliament and Government. (A 

government department would also mean that the Minister’s office would have advisors from the 

various sections of intelligence and security on hand to enable the Minister to deal with issues that 

arise before a situation has the chance to unravel) 
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This restructuring would need to be  undertaken in consultation where appropriate and where 

necessary with overseas partners whose sensitivities and expectations governed by existing  

compliance requirements, agreements and treaties would need to be respected and honoured. 

These changes suggested above would be more effectively worked out by an officials work group 

drawn from senior levels in the organisations drawn together and chaired by a senior government 

official rather than as a result of a Parliamentary committee investigating the intelligence 

community.  

The outcome of the suggestion would be an Act of Parliament to establish a new government 

department.  

It seems to me that the present amendments constitute interim measures that are a step on the way 

towards a restructure of the kind indicated above. 

The ‘select’ committee when reporting to Parliament may be in a position to indicate that as a result 

of submissions further work will be under taken in the intelligence community to consolidate the 

changes undertaken at this stage and to continue the process already begun of bringing the 

intelligence agencies together. 

 Some such indication of ‘more work to be carried out’ may also allay Public concerns about what 

appears to be  a heavy overlay of multiple  intelligence entities perceived to be already operating 

separately within the Government sector. 

Finally, restructuring will move financial resources around the existing intelligence community and 

give an opportunity for the remuneration level of staff to be also restructured with the aim of 

keeping highly trained and high calibre staff within the organisation. Along with this the new 

structure clearly defined and attractive  promotion opportunities should be offered  across the 

intelligence spectrum with opportunities to overcome the effects of the’ stove‐piping’ that occurs at 

various levels in the intelligence community. 

The Intelligence community needs to continue to attract some of the best minds available and salary 

scales and promotion opportunities within the community are critical to maintaining the strength 

and the morale of the community. 

. 

James (Jim) Veitch 

Wellington 
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Submission to Intelligence and Security Committee on the 

Government Communications Security Bureau and Related 

Legislation Amendment Bill 2013 

1. This  submission  is made on behalf of  the Human Rights Foundation of 

Aotearoa New Zealand Inc. 

2. The  Human  Rights  Foundation  is  a  non‐governmental  organisation, 

established  in  December  2001,  to  promote  and  defend  human  rights 

through  research‐based  education  and  advocacy.  We  have  made 

submissions on many proposed laws with human rights implications. We 

also  monitor  compliance  and  implementation  of  New  Zealand’s 

international  obligations  in  accordance  with  the  requirements  of  the 

international  conventions  which  New  Zealand  has  signed,  and  have 

prepared parallel reports for relevant United Nations treaty bodies to be 

considered  alongside official  reports.  Though  the primary  focus of  the 

Foundation  is  on  human  rights  in  New  Zealand,  we  recognise  the 

universality of human rights and have an interest in human rights in the 

Pacific and beyond. 

3. We  understand  that  our  submission  may  be  publicly  available  if 

submissions are requested under the Official Information Act 1982. 

4. We  wish  to  be  heard  in  support  of  our  submission,  and  ask  that,  if 

possible,  the  Committee  sit  in  Auckland  for  the  purpose  of  hearing 

Auckland‐based  submitters.  In  the  past,  video  and  phone  links  have 

proved problematic and inadequate for effective discussion. 

Human Rights Foundation
of Aotearoa New Zealand

P O Box 106 343
Auckland

humanrightsfoundation@xtra.co.nz 
www.humanrightsfoundation.wordpress.com 
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Introductory remarks 

5. Under  the bill  the GCSB will  be  entitled,  among other  things,  to  keep 

under  surveillance  New  Zealand  citizens  and  permanent  residents  in 

certain  circumstances  that  are  not  legally  permitted  at  present.  This 

represents yet another extension of State surveillance, something which 

in our view requires a compelling justification. 

6. This  is  because  surveillance  is  of  its  very  nature  potentially  highly‐

intrusive of the privacy of the individual. The individual’s right to privacy 

is  a  fundamental  human  right  recognised  in  the  United  Nations 

International  Covenant  on  Civil  and  Political  Rights  1966  (Article  17); 

which the NZ Government ratified  in 1978. The High Court has recently 

held  that  the  tort of  intrusion upon  seclusion  is  a part of NZ  law  (C  v 

Holland [2012] NZHC 2155).  

7. A  key  component of  the  individual’s  right  to privacy  is  the  right  to be 

free  from  unwanted  surveillance.  In  its  study  paper,  Privacy  Concepts 

and  Issues  (January  2008),  the  NZ  Law  Commission  concludes  that 

‘surveillance  raises  core  privacy  issues’  (para  8.114).  The  Commission 

highlights  the  risk  of  “surveillance  creep”  and  how  individuals  adjust 

their  ‘privacy  expectations  as  [surveillance]  technologies  become 

ubiquitous’  (paras  6.57‐8).  These  concerns  are  highly  relevant  to  the 

consideration  of  any  legislative  proposal  that would  permit  increased 

surveillance. 

8. Surveillance of  individuals affects not only  their  right  to privacy.  It also 

may have a chilling effect on their exercise of other fundamental rights 

and  freedoms,  for  example,  the  rights  to  freedom  of  expression, 

peaceful  assembly,  and  association.  These  rights  and  freedoms  are 

recognised both under international human rights law (ICCPR) and in the 

NZ Bill of Rights Act 1990. 

9. We are very concerned that this  is the third time that a NZ  intelligence 

agency,  after  the  discovery  of  illegal  activities  by  it,  has  had  its 

empowering  statute  amended  to make  that  particular  type  of  activity 

lawful in the future. The previous two occasions involved the NZ Security 
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Intelligence Service, and led to Amendments in 1977 and 1999 to the NZ 

Security  Intelligence  Service Act  1969. New  Zealanders  are  entitled  to 

expect that intelligence agencies will act within the law at all times, and 

that when they act unlawfully, those affected to their detriment will be 

compensated appropriately.  

  

Comments on specific clauses in the bill 

Clause 4 

Purpose:  The  2003  Act  makes  it  clear  that  the  GCSB’s  focus  is  ‘foreign’ 

communications. The bill removes that limitation. This is of real concern to us. 

 

Clause 5 

We  welcome  the  new  definition  of  ‘incidentally  obtained  intelligence’, 

provided  the  obligations  it  places  on  the  GCSB  are  strictly‐adhered  to  in 

practice  (ie,  under  the  new  s14(2)).  In  our  submission,  ensuring  this  occurs 

should be one of the priorities for both GCSB internal compliance and external 

oversight. 

The  new  definition  of  ‘information  infrastructure’  appears  to  be  all‐

encompassing.  This  concerns  us,  especially  the  significance  of  this  definition 

when considering the proposed changes in the bill to the GCSB’s objective and 

functions (clause 6). 

 That  definition  is  also  of  significance  when  the  provisions  of  this  bill  are 

considered  together  with  those  in  the  Telecommunications  (Interception 

Capability and Security) Bill 2013. The vastly‐enlarged scope of the interception 

capability and security  regime provided  for  in  that bill  is also of considerable 

concern to us. 
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Clause 6 

New section 7: We note that the GCSB’s ‘objective’ is proposed to be enlarged 

considerably  from  the  current  focus  on  ‘foreign  intelligence’,  ‘foreign 

organisations’  and  ‘foreign  persons’.  In  our  submission,  the material made 

public to support this major change is less than compelling. 

New sections 8‐8D: We are concerned that under these provisions, the GCSB’s 

‘functions’ have been extended significantly. 

New  s8A  –  ‘information  assurance  and  cybersecurity’:  We  recognise  that 

cybersecurity is a rapidly‐increasing area of concern at all levels in our society. 

However, we are concerned that the GCSB will now be able to provide ‘advice 

and assistance to ‘any other entity authorised by the Minister’? What is meant 

by ‘any other entity’ in this context? Will the ‘authorisation’ be time‐limited, or 

might it be ongoing (eg, in the case of an ‘entity’ like Fonterra)?  

New  s8B  –  ‘information  gathering  and  analysis’:  As  currently worded,  this 

function  appears  not  to  be  limited  to  ‘foreign  persons  and  foreign 

organisations’ (ie, by the use of the word ‘and’, together with the fact that (b) 

and (c) do not include the word ‘foreign’). As a result, the GCSB may engage in 

domestic  intelligence  gathering  in  relation  to  ‘information  infrastructures’;  a 

situation  in which the prohibition on the  interception of the communications 

of NZ citizens and permanent  residents  (s14) apparently does not apply. We 

base our  interpretation on the Explanatory Note to the bill where  it  is stated 

that this prohibition ‘only applies to the foreign intelligence function’ (p 4, para 

5). If so, we find this of real concern. 

 We appreciate that any GCSB activity under either sections 8A or 8B, involving 

the  interception of  the  ‘communications of New Zealanders’, will  require  the 

joint  authorisation  of  both  the Minister    and  the  Commissioner  of  Security 

Warrants  (s15B). We  note  that  the  Commissioner’s  role  has  recently  been 

clarified by the NZ Security Intelligence Service Amendment Act 2011. 
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While the Commissioner’s formal involvement in the granting of authorisations 

is clearly an important safeguard, we have no way of knowing how effective it 

is likely to be in practice in regard to GCSB activities.   

New  section 8B(1)(c)(ii): Given  the  sensitivity of  the  intelligence  information 

that may be communicated by the GCSB we are concerned that it may extend 

to  ‘any person or office holder (whether  in NZ or overseas) authorised by the 

Minister ...’. 

We are also  concerned  that  clause 6 of  the bill does not prevent  the 

GCSB  from providing  information known as  ‘metadata’  relating  to  the 

communications of New Zealand citizens and residents. With regard to 

‘intelligence  gathering and analysis’  in  section 8B we  submit  that  this 

needs to be clarified. For example, it is not clear that 8(1)(b) and (c) also 

only apply to the activities of foreign persons and foreign organisations 

(as  mentioned  in  8(1)(a)).  In  our  view,  this  can  be  clarified  by 

restructuring  the section so  that  (b) and  (c) are clearly subordinate  to 

(a).  

In its present wording, section 8B indicates that it is to be a function of 

the GCSB to analyse intelligence about ‘information infrastructures’ etc 

of New  Zealand  citizens  and  residents.  This means  that  at  least with 

respect to ‘metadata’, the New Zealand taxpayer is to fund a specialised 

intelligence  gathering  organisation  to  analyse  its  own  citizen’s 

communications,  even  where  this  is  not  part  of  the  analysis  of  the 

capabilities,  intentions  and  activities  of  foreign  persons  and  foreign 

organisations. We would have thought that transforms the GCSB into a 

hybrid version of the SIS. In our submission, s8B(1)(b) and (c) should not 

apply  to New  Zealand  citizens  and  residents,  and  should  be  clarified 

accordingly. 

 
If  it  is  intended  that  the  ‘metadata’  of  all  New  Zealand  citizens  and 

residents should be available for the scrutiny of the GCSB and that this 

is an objective, then this is a major breach of privacy and/or transforms 

the GCSB  into  a  second  internal  intelligence  agency. We oppose  that 

transformation in principle. 
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New s 8C –How far does this function of ‘co‐operation’ extend? It needs to be 

more  tightly  defined. What  is  the  possible  justification  for  including  the NZ 

Defence Force?  

We note that the ‘co‐operation’ function can now extend to ‘any department’ 

following  an  Order‐in‐Council  made  on  the  Minister’s  recommendation. 

Theoretically  any  department  can  be  added  without  any  parliamentary 

scrutiny. We do not support this bypassing of parliamentary scrutiny.  

In our view, there should be detailed annual reporting of the number of times 

the GCSB  ‘co‐operates’ with any other agency. We are concerned that unless 

this is required, there is likely to be a considerable increase in GCSB assistance 

to other agencies, and that no‐one will be accountable for it.    

 

Clause 7 

 New  sections  9‐9D:  We  welcome  changes  that  hopefully  will  prevent  a 

repetition of  the unsatisfactory  appointment process of  the  current director 

(New s9A).  

 

Clause 9 

Amended section 12  (Annual  report): We would be concerned  if  the change 

from ‘without delay’ to ‘as soon as practicable’ in section 12(2) was to result in 

the  Intelligence and Security Committee being  less effective  in  its potentially 

important oversight role. 

 

Clause 11 

New section 13: This section makes  it clear  that  the GCSB’s  intrusive powers 

are  now  able  to  be  utilised  much  more  widely  in  relation  to  intercepting 

communications and accessing information infrastructures. As indicated earlier 

in  our  submission,  we  question  the  justification  for  a  potentially  large 

expansion of the Bureau’s role. 
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We welcome,  however,  the  formal  recognition  in  new  section  13(b)  of  the 

need  to  place  ‘restrictions  and  limitations’  on  both  the  ‘interception  of 

communications’  and  ‘accessing  of  information  infrastructures’;  and  on  the 

‘retention and use of  information’ obtained as a result. It  is essential that the 

enhanced forms of  internal compliance (ie, as recommended  in the Kitteridge 

Report);  together with  the enlarged  forms of external oversight contained  in 

this bill ensure that this happens in practice.     

 

Clause 12 

New  section  14: At  the  time  the GCSB was  belatedly  placed  on  a  statutory 

basis  (2003),  the  current    section  14 was  regarded  as  critical  for  reassuring 

concerned New Zealanders that GCSB was not permitted to place them under 

surveillance (ie, unless they were considered to be an agent or representative 

of  a  ‘foreign  person’).  Under  the  new  section  14  the  ‘basic  premise 

underpinning  GCSB’s  operations  ...’that  it  is  not  to  spy  on  New  Zealanders 

unless  they  are  considered  to  be  an  agent  or  representative  of  a  foreign 

person,  now  ‘only  applies  to  the  foreign  intelligence  function’  (Explanatory 

Note, p 4, paras 4, 5). 

Confusion  resulting  from  the  term “permanent  resident”: We submit 

that the term “permanent resident” in clause 12 (ie, new section 14), is 

likely  to cause confusion. A person who  is  residing  indefinitely  in New 

Zealand is now under the Immigration Act 2009 first given the status of 

a  “temporary  resident”.  This  can,  upon  application  two  years  later, 

provided certain criteria are met, be  transformed  into  the  status now 

known as that of a “permanent resident”. The definition of “permanent 

resident”  in  the  2003  GCSB  Act  now  incorporates  both  a  temporary 

resident  and  a permanent  resident by deeming  in  section 4  the  term 

“permanent resident” for the purposes of the GCSB Act to be “resident 

class visa under the Immigration Act 2009”. That amendment in section 

4 was made  in 2009 but  the use of  the  term “permanent  resident”  in 

the  text  is  confusing  because  any  reader  of  the  Act might  ordinarily 
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think  it  does  not  encompass  both  types  of  residence  status.  Not 

everyone will think of looking at section 4. 

 
Because of  this  confusion  therefore  it would be preferable  to, delete 

the  words  “permanent  resident”  and  instead,  given  that  the  bill  is 

amending section 14 anyway, to substitute the words now used  in the 

Immigration Act 2009  to  cover both  temporary  residence  (allowed  to 

remain  indefinitely)  and  permanent  residence  (allowed  to  remain 

indefinitely no matter how long they spend out of the country). 

  

We submit that the term that should now be used is the one used in the 

section 4 definition of  the GCSB Act 2003,  that  is, holder of a  resident 

class  visa  (and  to  delete  the  words  “a  permanent  resident  of  New 

Zealand”).  

 
An alternative would be to delete the word “permanent” and  just use 

the word “resident”. The definition in section 4 can then read what the 

term  is  now  understood  to  be:  “Resident” means  the  holder  of  both 

types of residence class visas: temporary and permanent.  

 

Impact on legal privilege: It is not clear whether section 14(1) overrides 

legal professional privilege. Lawyers often represent foreign persons or 

foreign  organisations.  In  the  course  of  discharging  their  professional 

legal duties they may have communications with foreign organisations 

or persons as an agent or representative.  

 

The  importance  of  the  independence  of  the  legal  profession  and  the 

preservation  of  accessibility  to  legal  advice,  is  a  cornerstone  of  our 

democratic  society,  and  of  the  independence  of  the  judiciary  (whose 

members  are  chosen  from  the  legal  profession).Without  that 

independence,  society  becomes  controlled  by  the  executive  and  the 

legislature. The  independence of the  legal profession  is at the heart of 

our notion of the separation of powers.  
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If  the  communications  of  legal  advisers  are  affected  or  are  at  risk  of 

being intercepted then it will have a chilling impact on the willingness of 

persons  to  obtain  legal  advice.  Of  course,  we  recognise  that  the 

privilege may be lost (eg, where there is any criminality). 

 
To  clarify  this  issue, we  submit  that  a  new  subsection  (3)  should  be 

added to section 14: 

 
(3)  For  the  avoidance  of  doubt,  subsection  (1)  does  not 

override legal professional privilege. 

 
 

Clause 14 

New sections 15A and 15B   

As a result of the change of wording to section 14, together with new sections 

15A and 15B, New Zealand citizens and permanent residents will now be able 

to be under GCSB surveillance (eg, the  interception of their communications), 

in potentially  a  very wide  range of  situations not permitted  at present.  This 

represents a major change  to an  important safeguard  in  the 2003 Act, which 

we submit is not justified.  

As  indicated  earlier,  we  recognise,  however,  that  the  involvement  of  the 

Commissioner of Security Warrants  in  relation  to  the GCSB’s activities under 

new sections 8A and 8B may be an important safeguard (new s15B).  

In  our  submission,  the  Commissioner  of  Security  Warrants  should  also  be 

involved when  the GCSB  is exercising  its new  function under section 8C. The 

fact that the ‘other entity’ to which the GCSB  is providing ‘assistance’ may be 

acting  within  its  lawful  functions  and  powers,  should  not  mean  that  the 

Commissioner is not involved in an authorisation process of some nature, as a 

prerequisite for GCSB ‘assistance’. 
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Additional  safeguards  required  when  foreign  intelligence  agencies  are 

involved: The  legislation needs  to clarify  that an  interception warrant  is also 

required  where  the  GCSB  instruct  other  allied  intelligence  interception 

agencies in any country to intercept etc the communications of a NZ citizen or 

resident.  For  the avoidance of doubt, where  the GCSB  instructs an agent  to 

collect  information  that  would  otherwise  be  prohibited,  an  interception 

warrant is required for the interception to occur. 

The legislation also needs to put in place a mechanism or policy that prohibits 

the onward use of  information obtained by  foreign  intelligence/  interception 

agencies and provided  to  their New Zealand counterparts, perhaps  routinely, 

the GCSB, where that  information arises  from communications to or  from NZ 

citizens or residents, or involves the analysis of their communications, internet 

use etc. 

 

Summarising both:  

For  the  avoidance of doubt  the GCSB  should neither be  the  agent  for 

receiving  information  intercepted  by  other  agencies  otherwise 

prohibited,  nor  should  it  instruct  other  agencies  to  intercept  such 

communications without the required interception warrant. 

 

Clause 15 

Section 16 amended: We support new section 16(1A)(b), as a clear statement 

that  the  GCSB’s  authority  to  undertake  ‘certain  interceptions  ...  without 

interception warrant’ does not extend to the ‘private communications of a NZ 

citizen or permanent resident of NZ’.  

Clause 18 

New  s19: We welcome  the  provision  for  a  register  of  interception warrants 

and access authorisations. 

New  section  19A: We  submit  that  the  Commissioner  of  Security Warrants 

should part of the ‘urgent issue’ process, unless unavailable.  
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Clause 24 

New  section  25: Given  the  potentially  broad  scope  of  the  new  s25(1)(a),(b) 

justifying retention of ‘incidentally obtained  intelligence’, and  in particular,  its 

communication to ‘specified’ others; we are most concerned that the GCSB will 

now be entitled  to  communicate  such  information  to  ‘any  employee’ of  the 

police; ‘any member’ of the NZ defence force; and especially ‘any other person 

that the Director thinks fit to receive the information’.    

New  section  25A:  We  welcome  the  provision  for  a  policy  on  personal 

information.  This  is  long  overdue.  The  formal  involvement  of  the  Privacy 

Commissioner  in  both  the  formulation  and  ongoing  review  of  the  policy  is 

potentially an important form of external oversight. There should, however, be 

specific  provision  for  the  Privacy  Commissioner  to  be  permitted  to  conduct 

‘unscheduled audits’ of how well the policy on personal information is working 

in practice. 

New section 25B: We welcome the insertion of key aspects of the Information 

Privacy Principles (IPPs) in the Privacy Act 1993. 

 

Amendments to the Inspector‐General of Intelligence and Security Act 1996 

Clause 29 

We welcome the provision for the appointment of a Deputy Inspector‐General. 

We  submit  that  the  both  the  Inspector‐General  and  the  Deputy  Inspector‐

General  should  be  officers  of  parliament  (cf,  the  Controller  and  Auditor‐

General;  and  the  Parliamentary  Commissioner  for  the  Environment):  and 

should  be  appointed  in  accordance  with  the  protocols  and  procedures 

pertaining to such appointments.  

If  the  ‘systems guardians’ of our public  finances and of our environment are 

officers  of  parliament,  why  not  the  ‘systems  guardian’  of  our  intelligence 

services? 
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Clause 31 

Functions of  Inspector‐General: We welcome  the provision  for an enhanced 

role for the Inspector‐General. The new power ‘to conduct unscheduled audits 

of the procedures and compliance systems’ is especially important. We assume 

that  the  recommendations  contained  in  the  Kitteridge  report  in  relation  to 

how the Inspector‐General should operate will be implemented as a matter of 

urgency.  

 

Clause 32 

Section  12  amended  (Consultation):  We  support  the  Inspector‐General’s 

expanded  consultation  entitlement  (amended  s12(2),(3)).  Perhaps  that 

entitlement could extend to the Health and Disability Commissioner? 

 

Clause 34 

Amended  section  25  (Reports  in  relation  to  inquiries):  We  support  the 

obligation on the Minister contained in amended s25(6)(a). We are of the view 

that the same obligation should apply in relation to the Minister’s reporting to 

the  Intelligence  and  Security  Committee  in  amended  s25(6)(b).  That  is,  ‘the 

word ‘may’ should be replaced by ‘must’. 

 

Clause 35 

New  section  25A:  We  submit  that  the  Inspector‐General’s  entitlement  to 

publish should be broader and that the restrictions on non‐publication should 

be more limited.  

 

Amendments to the Intelligence and Security Committee Act 1996 

Clauses  37‐40:  The  proposed  changes  seem  very  modest  to  us.    If  the 

observations of the Leader of the Opposition during the first reading debate on 
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the  bill  (8 May  2013)  are  indicative  of  how  the  committee  has  operated  in 

recent  years,  then  changes  of  a more  fundamental  nature  are  required  to 

ensure a more effective level of parliamentary oversight. 

Summary of our position  regarding  the proposed enhancement of external 

oversight mechanisms: We welcome  them but  remained concerned whether 

they  will  make  a  difference.  Will  they  individually  and/or  collectively  be 

sufficient  to  ensure  that  serious  compliance  shortcomings highlighted  in  the 

Kitteridge report (ie, the version released publicly), do not recur? 

Why not use  this opportunity  to establish mechanisms  that will be  regarded 

internationally  as  ‘best  practice’  for  both  internal  compliance  and  external 

oversight of intelligence services? That is, use this opportunity for New Zealand 

to  become  a  world‐leader  in  attempting  to  resolve  the  sensitive 

interrelationship  between  security  imperatives  and  human  rights  obligations 

(cf,  the  reputation  NZ  gained  as  a world  leader  in  other  aspects  of  human 

rights when the then National government enacted the Human Rights Act 1993 

and the Privacy Act 1993). 

 

We are very appreciative of  the opportunity  to present a  submission on  this 

bill. 

 

19 June 2013 

Contact person 

Tim McBride 

timmcbride@xtra.co.nz 

027‐289‐4127  
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Intelligence	and	Security	Committee 

Submission	on	the	Government	Communications	Security	Bureau	and	Related	
Legislation	Amendment	Bill 

 

the	GCSB	act	2003 

The	Government	Communications	Security	Bureau	Act	2003	defines	the	functions	of	the	
GCSB	and	makes	provision	for	it’s	administration	and	the	conduct	of	it’s	operational	
activities.	Oversight	of	the	GCSB’s	activities	is	established	in	the	Intelligence	and	
Security	Committee	Act	1996	and	the	Inspector‐General	of	Intelligence	and	Security	Act	
1996.	The	GCSB	is	subject	to	all	New	Zealand	law,	although	specific	exemption	
provisions	are	contained	in	some	legislation	such	as	the	Privacy	Act	1993,	the	Public	
Finance	Act	1989	and	the	Radio	Communications	Act	1989,	other	more	general	
exemptions	are	contained	in	the	Human	Rights	Act	1993.	 

Support	for	Purpose	of	the	Bill	 

The	stated	purpose	of	the	Bill	is	to	provide	A	clear	legitimate	infrastructure	governing	
the	activities	of	the	Government	Communications	Security	Bureau	{GCSB}	and	enhance	
oversight.	Given	the	fallout	from	the	Kimdotcom	debacle	and	the	findings	of	the	
Kitteridge	report	detailing	the	intrusive/illegal	nature	of	the	agency’s	operations.	As	the	
Bill	is	being	put	through	at	an	accelerated	timeframe	under	urgency,	I	fear	there	will	be	
insufficient	consideration	and	debate	of	the	balance	between	national	security,	
international	relations	and	economic	progress	on	one	hand	whilst	the	other	is	New	
Zealanders’	right	to	privacy	and	the	freedom	to	go	about	their	daily	lives	without	being	
watched	by	a	government	agency	as	if	they	are	criminals 

A	Watchdog	Mentality	 

One	of	the	areas	of	concern	are	sections	15A	and	25	which	gives	the	opportunity	for	
ubiquitous	surveillance	in	New	Zealand,	refers	to	Ministerial	control	as	detailed	in	
Section	16,	this	does	not	even	require	a	warrant	or	any	oversight	from	and	objective	
entity	or	agency	whatsoever.	Under	the	guise	of	its	Section	8A	and	8B	functions	as	well	
as	the	purpose	laid	out	in	Section	25(2),	the	GCSB	will	be	able	to	collect,	store,	analyse	
and	share	all	communications	“just	in	case”	it	is	necessary	as	opposed	to	a	response	to	
an	actual	reason	or	need.	Section	15A(1)(a)	would	allow	the	GCSB	to	apply	for	an	
interception	warrant	to	the	Minister	“authorizing	the	use	of	interception	devices	to	
intercept	communications	not	otherwise	lawfully	obtainable	”(emphasis	added).	A	
similar	provision	is	contained	in	Section	15A(1)(b).	Section	15A(5)	overrides	all	checks	
and	balances	in	the	Act.	Section	25	provides	the	GCSB	with	wide	discretion	in	the	
retention	use	and	communication	of	incidental	information	GCSB	Spying	on	New	
Zealanders	deleted	from	the	Bill.	collected.	Together,	these	Sections	provide	the	GCSB	
the	ability	to	undertake	ubiquitous,	omnipresent,	ever	present	(elephant	in	the	room)	
surveillance.	There	are	no	barriers	for	the	data	collected	to	be	shared	with	the	National	
Security	Agency	(NSA)	and	others	in	the	Five	Eyes	arrangement.	It	does	not	clarify	what	
constitutes	relative	data	seized	from	the	intercepted	communications	subjecting	New	
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Zealanders	to	ubiquitous	Surveillance	in	real‐time	by	foreign	agencies	for	foreign	
countries	serving	a	foreign	agendas	the	phrase	“a	watched	customer	never	buys”	comes	
to	mind	as	a	government	you	may	relate	to	us	that	we	are	a	free	democratic	country,	if	
certain	parts	of	this	bill	go	through	in	particular	the	words	“not	otherwise	lawfully	
obtainable”	in	Sections	15A(1)(a)	and	15A(1)(b)	as	well	as	the	entirety	of	Section	
15A(5)	if	they	are	not	deleted	I’ll	be	disinclined	to	believe	you. 

The	words	“not	otherwise	lawfully	obtainable”	in	Sections	15A(1)(a)	and	
15A(1)(b)	as	well	as	the	entirety	of	Section	15A(5)	should	be	deleted. 

 

GCSB	Spying	on	New	Zealanders 

I	do	not	support	the	inclusion	of	Section	8C	of	the	bill	and	related	provisons	that	
provides	for	the	GCSB	to	offer	assistance	to	the	agencies	listed	in	Section	8C(1).	The	
rationale	“In	a	small	jurisdiction	like	New	Zealand,	it	is	essential	that	specialized	
capabilities	developed	or	acquired	by	agencies	like	GCSB	should	be	available	to	meet	
key	government	priorities,	where	appropriate	and	subject	to	necessary	safeguards.”	
Further,	as	the	Regulatory	Impact	Statement	reads	“Other	agencies	will	not	have	
duplicate	technical	capabilities	and	expertise	already	held	by	the	Crown,	and	make	
effective	and	efficient	use	of	the	GCSB’s	capabilities.”	No	analysis	has	been	provided	of	
the	costs	vs.	benefits	(both	tangible	and	intangible)	or	alternative	options,	in	particular	
of	an	agency	such	as	the	New	Zealand	Security	Intelligence	Service	(SIS)	developing	the	
capabilities	it	needs	itself,	or	that	the	National	Cyber	Security	Centre	(NCSC)	cannot	be	
strengthened	or	re‐purposed	to	achieve	this	goal.	Extending	this	logic	and	the	Better	
Public	Services	program,	in	the	name	of	efficiency,	expertise	concentration,	systems,	
sources	and	resource	rationalization,	the	SIS	and	the	GCSB	should	be	merged	into	a	
single	agency.	The	logic	that	drives	the	Government	to	keep	these	two	agencies	is	the	
very	reason	that	the	specialised	capabilities	of	the	GCSB	should	not	be	used	to	further	
the	work	of	the	SIS	and	other	agencies	listed	in	Section	8C(1),	having	these	two	agencies	
with	similar	agendas	both	requiring	the	information	the	other	agency	has	to	complete	
their	respective	duties	separate	is	I	believe	impractical,	and	having	to	from	a	formal	
agreement	to	share	information	with	the	SIS	be	deemed	unnecessary.	The	unrestrained	
flow	of	GCSB’s	data	to	the	NSA,	as	detailed	below	is	another	consideration.	In	addition,	
GCSB’s	limited	resources	and	focus	should	be	on	functions	that	no	other	agency	
provides,	i.e.	Section	8A	and	8B,	Section	8(3)	allows	the	GCSB	Director,	subject	to	only	
the	Minister’s	control,	to	be	able	to	prioritise	Section	8C	functions	over	the	others.	This	
concern	is	not	hypothetical	as	evidenced	by	the	NSA’s	increased	focus	on	domestic	
surveillance	in	the	United	States	of	America.	 

Section	8C	and	related	provisions	authorizing	the	GCSB	spying	on	New	
Zealanders	should	be	deleted	from	the	Bill. 

Information	flow	to	the	NSA 

The	only	real	difference	between	the	GCSB	and	the	SIS	is	its	close	ties	with	the	NSA	and	
others	in	the	Five	Eyes	arrangement.	Data	collected	by	the	GCSB	will	flow	without	any	
check	or	oversight	to	the	NSA	including	what	is	collected	from	spying	on	New	
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Zealanders	under	Section	15B	and	from	New	Zealand	Infrastructure	(including	the	
content	of	the	communications	themselves)	without	a	warrant	under	Section	16.	How	
that	data	is	subsequently	stored	and	used	by	the	NSA	as	well	as	for	what	purpose	is	
beyond	New	Zealand’s	sovereign	control	or	even	knowledge,	do	you	seriously	expect	to	
hand	over	our	personal	information	with	no	consent,	for	knowledge	of	wrong	doing	or	
proof	and	just	trust	that	they’ll	do	the	right	thing	with	it.	In	addition	data	collected	by	
the	GCSB	under	secret	warrants	and	based	solely	on	Ministerial	discretion	will	also	
inform	the	NSA	due	to	the	Telecommunications	(Interception	Capability	and	Security)	
Bill	going	through	the	legislative	process	in	parallel.	The	data	is	from	lawful	
interception,	duty	to	assist	requests,	and	network	security	reviews. 

A	specific	Provision	should	be	introduced	in	the	bill	prohibiting	the	GCSB	
from	providing	data	about	New	Zealanders	and	New	Zealand	information	
Infrastructure,	whether	collected	directly	or	incidentally,	from	being	given	to	
any	and	every	foreign	organization. 

 

Strengthen	Oversight	arrangements 

The	GCSB	needs	to	be	able	to	operate	in	secrecy	and	outside	normal	scrutiny	processes.	
Experience	shows	that	effective	oversight	is	even	more	important	in	such	situations	as	
otherwise	miss	use	of	powers	and	convenient	interpretations	of	the	law	are	inevitable.	
The	current	and	proposed	oversight	arrangements	are	clearly	inadequate	the	
advancements	in	technology	as	well	as	global	social	media	have	both	helped	and	
hindered	agencies	such	as	this	allowing	for	transparency	and	easy	transfer	of	
information	only	to	expose	and/or	undermine	(legitimate	and	illegitimate)	
investigations.	Cross‐party	political	oversight	of	the	GCSB	can	provide	a	measure	of	
additional	oversight	or	even	a	Select	Committee	Dedicated	to	oversight	of	our	
Intelligence	agencies	able	to	independently	initiate	an	enquiry	and	satisfy	itself	that	
incidental	information	in	relation	to	third	parties	collected,	retained	and	communicated	
by	the	GCSB	is	in	accordance	with	Section	25.	 

The	Intelligence	and	Security	Committee	Act	1996	be	amended	so	as	to	
provide	the	committee	with	the	powers	to	undertake	the	same	functions	that	
the	Inspector‐General	of	Intelligence	and	Security	has	under	Section	11	of	
the	Inspector‐General	of	Intelligence	and	Security	Act	1996. 

 

 

Mandatory	informing	the	Minister	on	urgent	issue	of	a	warrant/authorization 

Section	19A	provides	for	the	people	specified	in	Section	19A(2)	to	issue	an	urgent	
warrant	or	authorization	if	the	Minister	is	unavailable.	To	have	the	Minister	answerable	
or	culpable	to	a	Select	Committee	preventing	the	Minister	from	disclaiming	knowledge	
of	a	urgent	warrant/authorization,	the	Minister	should	be	mandatorily	informed	of	the	
urgent	warrant	or	authorization	issue.	And	to	also	appoint	a	Director	or	Head	of	
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Operations	of	the	GCSB	selected	by	the	Select	Committee	not	the	Minister	to	prevent	a	
conflict	of	interest.	 

A	provision	be	included	in	the	Bill	that	it	is	mandatory	for	the	person	issuing	
an	urgent	warrant	or	authorization	under	Section	19A	to	inform	the	Minister	
as	soon	as	the	Minister	is	available	after	the	issue	of	such	warrant	
authorization.	 

 

List	of	agencies	that	can	be	assisted 

Section	8C(1)(d)	provides	for	the	GCSB	to	assist	any	department	(within	the	meaning	of	
the	Public	Finance	Act	1989)	by	an	Order	in	Council.	This	is	a	very	low	threshold	and	
does	not	allow	for	any	debate	or	consideration	by	Parliament.	Yet	the	intrusive	and	
secretive	nature	of	the	GCSB’s	activities	requires	careful	public	consideration	for	
propriety	and	proportionality	before	the	list	of	departments	it	is	able	to	assist	is	
extended.	For	example	if	the	GCSB	is	used	to	assist	Inland	Revenue	in	tackling	tax	
avoidance	or	the	Ministry	of	Social	Development	in	benefit	fraud,	this	should	be	the	
subject	of	Parliamentary	consideration	and	legislative	process	rather	than	a	Cabinet	
decision.	 

The	list	of	agencies	that	the	GCSB	is	allowed	to	assist	should	be	able	to	be	
expanded	only	by	amending	the	Act	rather	than	an	Order	in	Council.	 

Ensure	Whistleblowing	process	is	working 

The	amended	Section	11	increases	penalties	for	unauthorized	disclosures	by	GCSB	staff.	
Given	the	secretive	nature	of	the	organization	it	is	vital	that	public	interest	disclosure	
provisions	work	effectively.	Section	12	of	the	Protected	Disclosures	Act	2000	provides	
for	special	rules	to	apply	to	the	GCSB	in	relation	to	the	internal	procedures	that	it	must	
have	in	place.	 

Include	a	provision	in	the	Bill	that	requires	the	GCSB	Director	to	certify	to	
the	Inspector‐General	of	Intelligence	and	Security	annually	that	all	
applicable	requirements	of	the	Protected	Disclosures	Act	2000	have	been	
fully	complied	with	and	that	all	staff	are	adequately	informed	of	internal	
procedures	in	relation	to	protected	disclosure.	Such	information	should	be	
reported	to	the	House	of	Representatives	in	accordance	with	Section	12(3).	 

Thank	you	for	the	opportunity	to	put	forward	my	views. 

Cherie	Hereora 
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GCSB and Related Legislation Amendment Bill 
I oppose the bill. 
  
The GCSB and its role in New Zealand society must be debated widely before any bill makes its 
way through parliament.  The bill must be put on hold until this has occurred.   
  
There are several provisions in the bill which are repugnant in a democratic society.   
  
For example, 
Spying on New Zealand citizen’s communications without cause to believe an offense may have 
been committed must not be allowed.  The Prime Minister will be able to decide for political 
reasons and to help his corporate friends who will be spied upon and whom the information will 
be shared with.   
  
The provisions in the bill go far beyond the limited claims made for it by the government.  A full 
public disclosure and debate over adequate time must be had. 
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1. I oppose most of the Government Communications Security Bureau and Related Legislation 
Amendment Bill. I specifically oppose the expansion of GCSB powers in part 1 of the bill. 
 
2. I oppose the amendments to the Government Communications Security Bureau Act 2003 in 
the bill and ask that they not be passed. 
 
3. The primary effect of the amendments to the GCSB Act in the bill is to broaden the powers of 
the GCSB and allow it to spy on New Zealanders creating a survelliance state. This is unjustified 
and a threat to democratic freedoms that we have fought for generations to acheive. 
 
4. The supposed justification for these amendments is that the law is "unclear". This is incorrect. 
Section 14 of the Act is crystal clear:  
the GCSB is barred from intercepting the communications of New Zealanders. And as the 
Hansard of the debates when the Act was passed makes clear, that was the clear intent of the 
government and of the House. The fact that the GCSB has ignored the law is not a good reason 
to change it. 
 
5. There are no barriers for the data collected to be shared with the National Security Agency 
(NSA) and others in the Five Eyes arrangement.  
Not only does the Bill create a Surveillance State, it provides for New Zealanders to be subject to 
ubiquitous surveillance in real‐time by foreign states. 
 
6. Recent revelations from the USA about widespread surveillance by their National Security 
Agency on domestic telephone metadata and on internet user data in cooperation with major 
internet companies such as Apple and Google invites suspicion that the GCSB could engage in 
similar behaviour. Under the bill, this would be completely legal. Given the level of secrecy 
involved, the best way to prevent such suspicions is not to grant the powers in the first place. 
 
7. Government surveillance, or the potential for government surveillance, has a chilling effect on 
political expression and a corrosive effect on social relationships between citizens. It must be 
kept to an absolute minimum if we are to remain a free and democratic society. No justification 
has been provided for these powers, and therefore they should not be granted. 
 
8. GCSB needs to be able to operate in secrecy and outside normal public scrutiny processes. 
Effective oversight is even more important in such situations as  otherwise misuse of powers 
and convenient interpretations of the law are inevitable. The proposed oversight arrangements 
are clearly inadequate against this standard. There should be cross‐party political oversight of 
the GCSB. 
 
9. The bill is an excellent opportunity to improve the transparency of intelligence oversight in 
New Zealand by bringing the Inspector‐General of Intelligence and Security and the Intelligence 
and Security Committee under the coverage of the Official Information Act 1982. The agencies 
the Inspector‐General and Committee are responsible for ‐ the SIS and GCSB ‐ are both 
themselves subject to the OIA. The OIA contains a conclusive withholding ground for 
information likely to the security and defence or foreign relations of New Zealand, and this is 
sufficient to protect any such information either may handle. 
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10. I do not wish to appear in person before the Committee 
 
Thank you for the opportunity to put forward my views. 
 
Ian Fish 
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Date: 20 June 2013 
 

A Submission to the Intelligence and  
Security Committee 

 
on the 

 
Government Communications  

Security Bureau and  
Related Legislation Amendment Bill 

 
 
Submitted by: 
DE (Debbie) Ryan Sheridan 
 
Contact Details: 
PO Box 503, Oneroa 
Waiheke Island, 1840 
09-372-2363 
 
Appearance Before the Committee: 
I do not wish to appear before the committee to speak to my submission 
 
Summary: 
 

1. I support the existence of the GCSB including it's signals intelligence  
functions - with it's focus being national security. 

2. I oppose the claimed function of the GCSB (a spy agency) to be the 
international relations of New Zealand. 

3. I support the function of promoting international relations of New 
Zealand to be more appropriately the role of the diplomatic corps. In 
the interest of facilitating trust amongst nations, this should not involve 
covert operations. 

4. I support the claimed function of the GCSB to support the economic 
well-being of New Zealand - but only in the overall context of National 
Security. 

5. I oppose the claimed separate function of the GCSB (a spy agency) to 
be the economic well-being of New Zealand, owing to the risk of 
corrupt practices and potential damage to international relationships 
and to individuals caused by cyber-spies (and government) secretly 
accessing financial, business, industry and trade details. 

6. I support the function of  the diplomatic corps and trade commission to 
contribute to the economic well-being of New Zealand.  In the interest 
of  facilitating trust amongst nations, businesses, industries and 
ordinary people - this should not involve covert operations. 

7. I oppose widespread surveillance of the citizens of New Zealand either 
by actions of the GCSB when operating on it's own; or when operating 
in conjunction with any other SIGINT organizations or any agency 
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whether in New Zealand or elsewhere -  owing to the inherent risks to 
democratic rights and freedoms; and the risks to personal privacy. 

8. I support amending the Government Communications Security Bureau 
Act 2003; but feel that the amendments should focus on:  

a. protecting the democratic rights and freedoms of New 
Zealanders;  and, 

b. protecting the personal privacy of New Zealanders; and, 
c. curtailing the power of the GCSB; and,  
d. increasing the transparency and oversight of the GCSB; and  
e. increasing the accountability of the GCSB (and government in 

general).  
9. I oppose the amendments proposed in this  Bill because they do just 

the opposite of Summary point (8) 
 
Conclusion:  
I would recommend that this Bill be withdrawn and re-written. 
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Comments: 
 
A. Section 7 - "Objective of the Bureau" 
 

1. The objective of the Bureau in performing its functions, is to contribute 
to  

a. the national security of New Zealand; and 
b. the international relations and well-being of New Zealand; and 
c. the economic well-being of New Zealand. 

2. Re: 7(a) -The objective of the GCSB to contribute to the National 
Security of New Zealand is fully supported. 

3. Re: 7(b) - Formalizing as a separate function the notion that a spy 
agency's function is to contribute to international relations is 
dangerous. A vague and nonspecific objective such as this being given 
to an organization that operates in secret is fraught with hazards for the 
democratic rights of New Zealanders.  

a) Depending on the mindset of the government, the Minister, or 
the Director - there are potentially a wide range of personal,  
group or organizational activities which might be critical of 
government  - that might be construed by a Big Brother 
government as influencing the "international relations and well-
being of New Zealand;" and, following on that trigger harsh 
treatment by such a government.  

b) There is far too great a risk for the vague objective of 
contributing to the "international relations and well-being" to be 
abused by autocratic governments and power-hungry politicians 
and bureaucrats; and to us this notion to justify clamping down 
on freedom of expression and other democratic freedoms and 
rights of the general public.  

c) Positive international relations require trust. Trust requires 
honesty and at least some integrity of the parties involved in 
relationships. It is hypocritical at best (if not downright insulting) 
for any country to be expected to deal with another country's spy 
agency for the purpose of making or maintaining positive 
international relationships. Surely this objective should be dealt 
with by a separate organization such as the diplomatic service. 
(The diplomatic service should not be engaged in covert spying.) 

d) The normal open (not clandestine): networking as well as the 
collection and analysis of publicly available non-personal data - 
which is part and parcel of normal diplomatic and trade relations, 
does not constitute spying. This type of activity can help 
international relations of various types - including economic 
ones. But the success of diplomatic and trade 
relationships  requires mutual trust. Interactions between 
countries need to be reasonably honest and above-board if the 
relationships (diplomatic or economic) are likely to be perceived 
to be  trustworthy.  Spy agencies are generally the opposite of 
what would be desirable for these types of positive relationships. 
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4. Re: 7(c) - I agree with the notion that the GCSB support the economic 
well-being of New Zealand - but only in the context of its role in 
contributing to national security. 

a. I oppose the claimed separate function of the GCSB (a spy 
agency) to be the economic well-being of New Zealand - owing 
to the risk of corrupt practices, and consequent potential 
damage to international relationships, and to individuals that 
might be caused by cyber-spies (and other members of 
government) secretly accessing financial, business, industry and 
trade details. 

b. This type of objective is likely to encourage corporate or 
industrial espionage and the theft or manipulation of trade 
secrets. This might benefit a few powerful and wealthy 
corporations, but is unlikely to be to the benefit of the economy 
of ordinary New Zealanders. It is also likely to bring the country 
into disrepute if it occurred and was discovered.  

c. Surely New Zealand's diplomatic and trade commissioner staff 
are the ones best suited to deal with contributing to the 
economic well-being of New Zealand. They need to be 
trustworthy too - and should not be involved in covert industrial 
or corporate spying or dishonest manipulation of trade.    

d. Keeping the country safe (eg from counterfeiters or those who 
manipulate the stock market) etc reasonably fits under the 
umbrella of the objective of guarding "national security". 
However, spying on plans unrelated to our own country's 
security (or worse still, stealing secrets) that are related to the 
industry or businesses of other countries or that of our own 
country's citizens - is corrupt. It cannot be justified by any 
government that has a molecule of integrity in it's make-up. It 
also increases the risk that the staff who are employed by an 
organization which has a lot of advanced computer technology 
(and which is able to operate in secret) may act in a malicious or 
fraudulent way with the financial data that they are able to 
access that is related to individual citizens or other countries. 

5. There is another concern with including "international relations" and 
"economic well-being" as objectives for a spy agency: 

a. Modern management treat employees like Pavlovian rats. They 
must do tricks (achieve "goals") to get their reward. The 
successful tricks can then be counted and reported by 
management to those higher up the chain, so they too will get 
their reward. 

b. Realistically the role of spies isn't likely geared towards creating 
positive relations or positive economic well-being. Their "group 
think" is more likely inclined to be suspicious, and to be on the 
look-out for negatives.  

c. So what happens when spies must fulfill performance "goals" for 
something like  "international relations" and "economic well-
being"? Isn't it likely that what will be measured will be what the 
"group think" perceives as threats to these goals (versus 
positive outcomes)? Isn't it also likely that what constitutes a 
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perceived threat is likely to become more and more elastic over 
time - such that the democratic and civil liberties of the public 
eventually become construed as "threats"? 

6. In the 2003 version "foreign intelligence" was at the forefront of the 
objectives. In this proposed amendment, "foreign intelligence" is 
conspicuously absent - which opens the objective of the "Bureau" to be 
legally interpreted as to include "national" as well as "foreign" 
communications interception.  

7. The consequences of wide-ranging, non-specific objectives may not be 
felt by citizens when they are applied against "foreigners" due to a 
distancing effect. It's another story when the actions of citizens become 
policed against such broad objectives, especially when the factors 
noted above come into play.  

 
B.  Removal of the focus on surveillance of foreigners. 
 

1. The Amendment removes limiting the scope of the actions of the 
GCSB under the Act - to surveillance of foreigners.  

2. By implication, this means that this Bill seeks to legalize intrusive 
blanket surveillance of New Zealand citizens, not just foreigners. At a 
minimum this is apparent in Section 7, Section 8, Part 3, Section 13, 
Section 15, Section 16, and Section 19.  (Please include here any 
other part where this type of change has been made, lest I did not 
mention it.)  

3. What evidence is there that terrorists or significant criminals have been 
found owing to the blanket surveillance of New Zealanders? None. 

4. I oppose this pervasive change to the Act as proposed in this Bill owing 
to the potential negative consequences on the democratic rights and 
freedoms of New Zealanders and the personal privacy of New 
Zealanders. 
 

C. Change in Section 14 
 

1. In the 2003 version - Section 14 was entitled: "Interception not to target 
domestic communication" 

2. The restriction on intercepting the communications of a person who is a 
New Zealand citizen or permanent resident are pretty straight forward 
in the 2003 version.  

3. In the current proposed amendment, the wording has been changed 
to: "Interception not to target New Zealand citizens or permanent 
residents for intelligence gathering purposes." This is not the same as 
saying: "Interception not to target domestic communication" 

4. Any restrictions in the proposed amendment regarding targeting New 
Zealand citizens or permanent residents would only apply to 
a limited part of the amended law - the newly proposed section 8B. 
(The proposed Section 8 has multiple parts in the amendment besides 
8B). 

5. This change needs to be reconsidered to insure that the democratic 
rights and freedoms and privacy of New Zealanders are clearly 
protected. 
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D. Change in Section 15 
 

1. There have been major changes to this Section which need substantial 
review. 

2. The amendment Bill proposes that two very extensive sections are to 
be added which facilitate authorisation to intercept communication or 
access information infrastructure including - for the purpose of 
intercepting the private communications of a New Zealand citizen or 
permanent resident of New Zealand. 

3. In the amendment, a new cross-heading is to be 
inserted: "Authorisations to intercept communications or access 
information infrastructures" which did not exist in the 2003 document. 

4. This clause effectively legalizes blanket surveillance by direct access to 
data in telephone networks and on servers. This means access to 
content similar to Prism. It should be pretty clear that Prism and the 
other off-shoots of Echelon's Stellar Wind Program have caused a 
major scandal in the US.  

5. Until the world heard what the US had been up to through its Echelon 
spy program (which New Zealand / GCSB is part of) - this type of thing 
only occurred in "Big Brother" authoritarian states like China and North 
Korea etc because it was illegal in democratic countries. 

6. Adolf Hitler and any of the Dictators would have just loved to have 
open access to everyone's data. The potential for abuse is substantial. 

7. The amendments to Section 15 are incredibly intrusive. Without doubt 
the proposed changes seek sanction of "Big Brother" type of activities. 

8. I very strongly oppose this amendment. 
 
E. Change to Section 21 
 

1. The change to Section 21 is significant. It confers immunity from civil 
and criminal liability.  

2. Even in the 2003 version - there is an implication that the mere 
existence of a warrant or authorisation is sufficient to justify intrusion - 
but, in the proposed new amendment the title has been changed 
to: "Immunity from civil and criminal liability." 

3. The proposed amendment would legally confer immunity to the 
Director and all employees of the Bureau. This means that whether by 
mistake, or deliberately through maliciousness - a great wrong can be 
done to an individual as a consequence of a wrongful warrant or 
authorisation and related intrusion on privacy - but the person targeted 
with this action will have no legal recourse.  

4. This is not evidence of accountability.  
5. At an absolute minimum, in the interest of protecting the public and to 

serve as a deterrent  to inappropriate surveillance and intrusion into 
personal privacy and in the interest of accountability - I think that the 
following should be considered in any amendment to the current Act: 

a. The existence of an authorisation or warrant should not mitigate 
against actions that cannot truly be justified as necessary for 
national security; and, 
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b. There needs to be accountability as well as significant penalties 
(including the right for individuals to sue) for deliberate or 
malicious wrong-doing, or the unwarranted intrusion into 
personal privacy that cannot be clearly justified on the basis of 
the protection of national security.  

c. In the interest of natural justice, in these cases, if they progress 
to court - there should be obligatory access granted to the 
person(s) who has/have been spied upon to all information 
relevant to the matter that is held by the Bureau as part of the 
legal Discovery process. (Release of data claimed to be 
essential for national security should be screened by the 
judiciary to determine if this is truly the case).   

d. The penalties for spoliation (ie the destruction, modification or 
hiding) of evidence by the Bureau (or any government agency) 
should be very high.  

e. Under such circumstances, the Bureau should not be able to 
hide relevant evidence just because they have the ability to label 
information as secret in order to hide it.  

f. The fact that information related to wrong-doing obtained under 
Discovery or the Official Information Act or Privacy Act might 
merely be embarrassing to any Minister, politician, Director, the 
Bureau, or any other bureaucratic organization or individual 
bureaucrat or the government in general should never be 
deemed as constituting a threat to national security. Under these 
circumstances, such revelations serve to protect the public from 
the tyranny of people in authority with too much power, and not 
enough integrity to act in a fair and reasonable manner.  

g. The risk of exposing inappropriate policies and actions would 
also serve as a concrete deterrent to such actions.  

F. A need to curtail the power of the Bureau and increase it's oversight; 
and the need for oversight of the acts of politicians and senior 
bureaucrats. 
 

1. The power of the Bureau needs to decrease and there needs to be 
increased oversight.  

2. GCSB is an organization that operates mainly in secret. It likely attracts 
staff who have a more Machiavellian view than average of what 
constitutes right versus wrong. 

3. It has control of powerful resources that allows staff to intrude on 
people's information (including financial information); and also the 
technology to steal it, modify it or delete it. In other words, GCSB not 
only can wrongfully intrude on people's information - but it has the 
potential for it's staff to maliciously or fraudulently do criminal hacking. 

4. It also has the same power at hand required by cyber-terrorists to bring 
a country to it's knees. 

5. It's not just the GCSB that needs close monitoring. The actions of 
politicians and senior bureaucrats also requires oversight in order to 
prevent abuse of access to a powerful tool.   
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a. Watergate was a classic case of abuse of spying by government 
officials. It led to the resignation of President Nixon.  

b. At the moment there is a brouhaha in Czechoslovakia. The 
Czech Prime Minister has resigned after his Chief of Staff was 
accused of corruption and abuse of power. The abuse of power 
included allegations that military intelligence had been illegally 
ordered to spy on 3 people.  

6. The GCSB has access to data. Data is information. Information leads 
to knowledge and knowledge leads to power. Power is a powerful 
aphrodisiac for some people. 
"Power corrupts and absolute power corrupts absolutely." (Lord Acton) 

7. Strong informed oversight is required of any spy organization, the 
military or police in order to insure that policies and procedures and 
actions are actually aboveboard (not just claimed to be aboveboard) 
and to insure that democratic rights and freedoms are maintained. 

8. Those who provide oversight should not be expected to operate in the 
dark or be misled; and they should have authority to halt activity that 
they think is wrongful. In other words, in the interest of the common 
good, in some areas  their power needs to be greater than the Director. 

 
Conclusion: 

• There are multiple major problems with the proposed Government 
Communications Security Bureau and Related Legislation Amendment 
Bill. 

• I support the Bill being scrapped and a new Bill drafted. 
• In conjunction with this, I support also scrapping the 

Telecommunications Interception Capability and Security Bill. That Bill 
also needs to be restructured to protect the democratic rights and 
freedoms, and privacy of New Zealanders. 

 
Thank you for considering this submission. 
 
DE Ryan Sheridan 
BMedSc, MD, FRCP(C), FRSM - retired 
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June 20, 2013

Submission on the Government Communications Security Bureau and Related Legislation
Amendment Bill 

This submission is made in my individual capacity.

I support the third stated purpose of the bill:  to 'enhance the external oversight mechanisms that 
apply to the intelligence agencies'.  This is of great importance to many kiwis who are deeply 
unsettled by recent news of the GCSB's activities, including that contained within the Ketteridge 
report.

I have no developed opinion on the other stated purposes.
 
I wish to make the following general comments.

1. The Bureau should remain clearly focussed on foreign intelligence.  Without having time to 
correlate all the details of this bill, I am concerned that this focus may have become diluted.

2. There appears to be no provision for oversight of information shared with foreign agencies 
or received from them.

3. Regulation must resist the natural tendency for the Bureau to collect and retain as much data 
as possible on the off chance it might become useful.  This increase in raw material 
correspondingly increases the risks should the Bureau's power ever be misdirected.  Such 
potential misuse is the greatest source of discomfort amongst my community with regard to 
the very existence of the Bureau.

Clause 6

I oppose Section 8C(1)(d).  Extension of the Bureau's co-operative powers should require greater 
consideration and oversight than provided by Order in Councils.

Clause 24

I oppose this clause because it appears to expand the Bureau's scope beyond that of new sections 8A 
through 8C.  In particular, this clause should be altered to focus on foreign targets, as per new 
section 8B.

Clause 25

I believe that this clause should be strengthened.  It is a concern to many that they government not 
snoop through their personal information, although most accept that the innocent cannot always be 
excluded when searching for legitimate purposes.  

In order to exert a gentle pressure against careless use of personal data, I propose that the Bureau 
notify persons incidentally caught up in their queries.  Such notice might be analogous to that 
received from Customs when inbound parcels are opened in the mail.  Such notification would only 
be necessary where data had been resolved down to an individually identifiable level.

Thank you for the opportunity to make this submission.

Martin Roberts
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Dear Rt. Hon. John Key, 
It does not need to become easier to spy on any given person or persons, if there is 
justifiable reason to do so there are already ways to attain a warrant for that purpose. 
I am against this bill becoming law, as I feel it infringes on my privacy, and damages our 
country's reputation as world-leading in freedom and anti-corruption. 
I have no desire to live in a society that allows for indiscriminate spying on its own 
citizens, and believe that this law will not increase mine or anyone's security nor increase 
our standard of living. 
Regards, 
Alexander Armstrong 
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Submission on the Government Communications Security Bureau and Related 
Legislation Amendment Bill

I oppose the Government Communications Security Bureau and Related Legislation Amendment 
Bill as I believe that the proposed expansion of powers of this agency would be detrimental to the 
freedom currently enjoyed by New Zealanders and the justification for such an expansion of powers 
are not sufficient to out weigh the social costs.

Thus, I oppose this bill and ask that it not be passed.

Specifically I do not think that such powers are justified to protect the “economic well being of new 
Zealand” (Section 6) because the factors that are contributory or detrimental to economic well-
being are very subjective.

Furthermore I do not think that the proposed changes to the oversight of the Government 
Communication Security Bureau are sufficient to protect citizens from an agency that is able to 
obtain a warrant to intercept communication where the issuing of that warrant “applies despite 
anything in any other act” (Section 15a-5). Presumably this includes the Human Rights Act 1993.

In conclusion the expansion of powers to the GCSB proposed in this bill are unjustified and New 
Zealanders will not be adequately protected from infringements on their Human Rights. 
I do not support this bill and I urge all members of parliament not to support this bill.

I do not wish to appear before the committee.
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1. The Bill is being passed through parliament under urgency – but there is no need 
for urgency. 

A. Like all Bills, this Bill should not be rushed through parliament.  
It was introduced as a result of findings in the Kitteridge Report that the GCSB had 
probably illegally spied on up to 88 people. However, a subsequent Neazor report (if we 
are to believe it) found that there had “been no breeches … “ so why is the urgency 
continued.  
Further, recent and on-going media coverage about the level of spying undertaken by the 
NSA show more than ever that there should be no expansion of the powers of the GCSB. 
At the least, the Bill should definitely no longer be introduced under urgency but rather 
run the normal length of time. 

B. The Crown Law's report on compliance of the Bill with section 7 of the Bill of Rights. 
The Crown Law's advice was that "the Bill raises questions in respect of the rights to 
freedom of expression, non-discrimination and against unreasonable search and seizure 
affirmed by ss 14, 19(1) and 21 of the Bill of Rights Act," but then went onto say that 
despite that, "the Bill appears consistent with that Act." This is further evidence that the 
Bill should not be passed in urgency. 

C. The Regulatory Impact Statement. The RIS states "The GCSB Act contains intrusive 
state powers. Consequently any review of the GCSB Act will involve the consideration of 
human rights and privacy matters. Respect for human rights, and individual privacy and 
traditions of free speech in New Zealand were guiding principles in undertaking the 
review and developing recommendations." These 'guiding principles' can not be given 
much thought when the Bill is being rushed through in urgency. 

2. The primary purpose of the proposed changes to the GCSB Act 2003 is to change 
the function of the GCSB. The GCSB was never intended to be a domestic spy agency 
but this Bill changes the function of the GCSB from that of the collection and analysis of 
'foreign intelligence' to a role of national security. The SIS already exists to 'protect the 
economic well-being' and its functions and powers were expanded in an amendment to 
the SIS Act in 2011. 

3. Removing the word “foreign” from the Act. By removing the word foreign from the 
Act, the Bill allows precisely what the previous version expressly ruled out: that the GCSB 
can be used to spy on NZ citizens and residents. 

4. Expanding the power of the GCSB by 'co-operation with other entities to facilitate 
their functions '. Changes to Section 8 of the Bill enable the GCSB to spy on behalf of 
the New Zealand Police, Defence Force and the SIS, including other departments that 
may be specified by Order in Council. This section of the Bill also allows the GCSB to 
perform functions for these other agencies even if the activities were not allowed under 
the GCSB Act. 

5. The mass collection and retention of data to be shared with other 
agencies.Sections 15 and 25 allow for the GCSB to collect and store electronic 
communications for an unlimited time. This data can then be shared with the NZ police, 
the Defence Force, the SIS and 'any other person that the Director thinks fit to receive 
the information'. 
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6. Oversight of the GCSB. The oversight regime is not adequate. At the least the GCSB 
should be required to produce an annual report documenting its surveillance, including 
how many requests were made by the various NZ agencies and the numbers of people 
affected. 

 
It is a dark and stormy night in wellington, and a horde of politicians acting under the instruction of 
the GCSB are plotting to ensure that New Zealand will have the coldest and bleakest prospects 
for the future imaginable.  
I'd like to do my part for global warming by burning all the ideological arguments for this half-
witted bill. 
I understand that opposition to this bill is as fierce as a wellington gale. 
 
Furthermore, there are ways of avoidance of some of the nefarious surveillance. 
There are also global efforts to combat internet eavesdropping, with thousands of products 
already in the market. 
Another product to avoid internet eavesdropping is being developed by the Pirate Party 
International member parties. 
The Pirate Party has elected members globally at local government, state, national and european 
parliaments. 
We have the skills and the knowledge to deliver a powerful product that liberates users from state 
intervention online. 
http://www.businessinsider.com/us-pirate-party-creating-its-own-social-network-
2013-6 
 
All you have is legal ability, but power is not political. Knowledge is power. You can not define 
that 2 + 2 = 5 because you insist legally it is. 
Nor can you deny scientific facts, because all reality is science. So when you seek to define a law 
that science has a workaround,  
and there are literally thousands of products already on the market that are a daily fact of life in 
business use, then you have failed already. 
 
In conclusion, it would be nice to comment in a submission on a bill that the government has got 
the right idea, however  
I believe that will have to wait until national is the opposition again. 
 
Thank you, 
Andrew McPherson, 
Cryptography researcher. 
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Individual	  Submission	  on	  the	  Government	  Communications	  
Security	  Bureau	  and	  Related	  Legislation	  Amendment	  Bill	  

Submitted	  on	  21	  June	  2013	  by:	  

Dr	  Rhys	  Jones,	  MBChB	  MPH	  FNZCPHM	  
36	  Alexis	  Ave	   	   	   	   	   Phone:	  021	  411	  743	  
Mt	  Albert	   	   	   	   	   Email:	   rhysgriffithjones@gmail.com	  
Auckland	  

	  

1. I	  oppose	  the	  major	  substance	  of	  the	  Government	  Communications	  Security	  
Bureau	  and	  Related	  Legislation	  Amendment	  Bill.	  In	  particular	  I	  oppose	  the	  
expansion	  of	  GCSB	  powers	  inherent	  in	  part	  1	  of	  the	  bill.	  There	  are	  some	  
elements	  of	  the	  bill	  that	  I	  support,	  notably	  the	  amendments	  to	  other	  acts	  in	  parts	  
2	  and	  3	  of	  the	  bill.	  
	  
Amendments	  to	  the	  Government	  Communications	  Security	  Bureau	  Act	  
2003	  

2. I	  oppose	  the	  amendments	  to	  the	  Government	  Communications	  Security	  Bureau	  
Act	  2003	  in	  the	  bill	  and	  ask	  that	  they	  not	  be	  passed.	  

3. The	  amendments	  to	  the	  GCSB	  Act	  in	  the	  bill	  will	  largely	  serve	  to	  extend	  the	  
powers	  of	  the	  GCSB	  and	  allow	  it	  to	  spy	  on	  New	  Zealanders.	  This	  is	  unwarranted	  
and	  clearly	  represents	  a	  threat	  to	  human	  rights	  and	  democratic	  freedoms.	  

4. The	  supposed	  justification	  for	  these	  amendments	  is	  that	  the	  existing	  law	  is	  
"unclear".	  This	  is	  erroneous	  and	  misleading.	  Section	  14	  of	  the	  Act	  is	  crystal	  clear:	  
the	  GCSB	  is	  not	  allowed	  to	  intercept	  the	  communications	  of	  New	  Zealanders.	  
Reviewing	  the	  relevant	  documentation,	  it	  is	  clear	  that	  this	  was	  the	  intention	  of	  
the	  government	  and	  of	  the	  House	  when	  the	  Act	  was	  passed.	  The	  fact	  that	  the	  
GCSB	  has	  ignored	  the	  law	  is	  not	  a	  good	  reason	  to	  change	  it.	  

5. The	  revised	  interception	  powers	  in	  section	  14	  of	  the	  bill	  apply	  not	  just	  to	  foreign	  
intelligence-‐gathering,	  but	  also	  to	  information	  assurance	  and	  cyber-‐security.	  The	  
justification	  for	  the	  latter	  is	  weak	  –	  it	  is	  a	  response	  out	  of	  all	  proportion	  to	  the	  
magnitude	  of	  the	  threat.	  

6. The	  new	  interception	  powers	  are	  broader	  than	  the	  existing	  ones,	  applying	  not	  
just	  to	  specific	  persons	  or	  places,	  but	  also	  to	  classes	  of	  persons	  or	  places.	  As	  
written,	  they	  would	  allow	  GCSB	  to	  obtain	  a	  warrant	  applying	  to	  all	  members	  of	  a	  
specified	  organisation,	  or	  to	  all	  ISP	  email	  servers.	  This	  could	  potentially	  expose	  
large	  numbers	  of	  New	  Zealanders	  to	  surveillance	  without	  any	  reasonable	  
motive.	  

7. There	  have	  recently	  been	  serious	  concerns	  raised	  in	  the	  USA	  about	  widespread	  
surveillance	  by	  their	  National	  Security	  Agency	  on	  domestic	  telephone	  and	  
internet	  communications.	  This	  should	  alert	  us	  to	  the	  possibility	  that	  the	  GCSB	  
could	  engage	  in	  similar	  behaviour	  in	  New	  Zealand,	  which,	  under	  the	  proposed	  
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legislation,	  would	  be	  completely	  legal.	  Given	  the	  level	  of	  secrecy	  involved,	  the	  
best	  way	  to	  prevent	  such	  suspicions	  is	  not	  to	  grant	  the	  powers	  in	  the	  first	  place.	  

8. I	  am	  extremely	  concerned	  about	  the	  new	  objective	  of	  the	  bureau	  in	  section	  6	  of	  
the	  bill,	  which	  includes	  "the	  economic	  well-‐being	  of	  New	  Zealand".	  If	  critics	  of	  
government	  policies	  were	  deemed	  to	  be	  a	  threat	  to	  economic	  security,	  the	  GCSB	  
would	  have	  the	  power	  to	  spy	  on	  those	  individuals	  or	  organisations.	  This	  has	  
serious	  implications	  for	  freedom	  of	  political	  discourse.	  

9. Government	  surveillance,	  or	  the	  provision	  for	  government	  surveillance,	  has	  a	  
chilling	  effect	  on	  political	  expression	  and	  a	  detrimental	  effect	  on	  social	  
relationships	  between	  citizens.	  It	  must	  be	  kept	  to	  an	  absolute	  minimum	  if	  we	  are	  
to	  remain	  a	  free	  and	  democratic	  society.	  No	  justification	  has	  been	  provided	  for	  
these	  powers,	  and	  therefore	  they	  should	  not	  be	  granted.	  
	  
Amendments	  to	  other	  Acts	  

10. I	  support	  the	  amendments	  to	  the	  Inspector-‐General	  of	  Intelligence	  and	  Security	  
Act	  1996	  and	  Intelligence	  and	  Security	  Committee	  Act	  1996	  and	  ask	  that	  they	  be	  
passed.	  
	  
Increasing	  transparency	  

11. In	  general	  the	  bill	  is	  an	  excellent	  opportunity	  to	  improve	  the	  transparency	  of	  
intelligence	  oversight	  in	  New	  Zealand.	  However	  the	  bill	  in	  its	  current	  form	  fails	  
to	  take	  full	  advantage	  of	  this	  opportunity.	  

12. The	  Inspector-‐General	  of	  Intelligence	  and	  Security	  performs	  a	  watchdog	  
function	  over	  the	  SIS	  and	  GCSB.	  However	  there	  is	  little	  real,	  useful,	  publically	  
available	  information	  about	  the	  Inspector-‐General’s	  work;	  public	  confidence	  in	  
the	  role	  would	  be	  improved	  by	  greater	  openness.	  

13. The	  Committee	  is	  a	  government	  body,	  but	  it	  operates	  totally	  in	  secret.	  
Confidence	  in	  its	  work	  (and	  hence	  in	  the	  New	  Zealand	  intelligence	  community	  as	  
a	  whole)	  would	  be	  increased	  if	  the	  public	  were	  furnished	  with	  basic	  details	  such	  
as	  how	  often	  it	  met	  and	  whether	  it	  considered	  any	  matters	  beyond	  the	  annual	  
reports	  of	  intelligence	  agencies.	  This	  could	  be	  done	  without	  any	  threat	  of	  
releasing	  sensitive	  information.	  

14. I	  do	  not	  wish	  to	  appear	  before	  the	  committee.	  

	  

Thank	  you	  for	  the	  opportunity	  to	  make	  this	  submission.	  

Yours	  sincerely,	  

Dr	  Rhys	  Jones	  
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I write to lodge a brief submission on the GCSB Bill for Civics Education Action Group ‐ 
Nelson, and include personal experiences to substantiate my comment, and on which I 
would like to give evidence. 
  
First, the current government has introduced legislation already that enables contracted 
agencies at the village level access to information on individuals, whanau and especially 
beneficiaries.  Paula Bennett in her 15 February 2012 Cabinet Paper said she needed the 
Privacy Act passed this year to enable her to widen the scope of people monitored out 
from the school roll.  The intention is ostensibly to identify those that will become a 
'liability' on the state. MSD had Taylor Fry of Australia crunching the beneficiary files 
during 2012 to pick up who they should call into to interview with the intention of 
removing people from benefits. 
  
 Government has also permitted number crunching of beneficiary files by Traffic and the 
likes to see if they can find an offender in the beneficary files of the Ministry of Social 
Development.  These should surely come into effect only for a crime suspect ‐ not a 
culture of monitoring and surveillance. It is the word John Banks used with a different 
meaning ‐ mechanistic. 
  
How many extra powers would a GCSB need and where would the member work? 
  
I reiterate such monitoring is intended at the village level.  I give you the case of Victory 
Community Centre, Nelson, based at a decile 10 applauded school.  The manager 
reported in public to Hon. Paula Bennett, in response to Bennett's question, that it was 
'essential' children be monitored from birth.  Their community nurse stated in a 
Department of Health presentation on file sharing (the NHI already being available to 
private business for specific purposes), that she had to have information shared to her 
desk simply "because I am a Nurse".  The Nelson 2060 Framing Our Future strategy 
document included the Manager's statement as a Taskforce member that :  "We are 
also considering the ways we are networked, the use of technologies, and assesing the 
various levels of sustainability which will enable us to maintain relevance and continue 
to be the nub of this community" (KIndra Douglas OBE Mayor's Taskforce, 2013)] 
  
The community nub will be the surveillance and monitoring of a decile 10 area 
previously lauded for its community work, and the police community officer has just 
moved her office in. 
  
The GCSB will give assistance to any public authority in NZ or overseas or to any other 
community authorised by the MInisters "inception warrants" of private communications 
in NZ. 
This would include warrants of arrest ‐ again being effected by the Privacy Bill which 
gives citizens only 10 working days in which to know intervention and file sharing has 
been initiated, and correct a file ‐ not even be able to take action against the agency 
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involved and not even have to know if it is politice initiated.  It is esential that the 
member of the public know.  The benefit fraud bill before the House again states the 
public will not know. 
  
How many more powers would the GCSB need to work at the village level. 
  
I add my concern that the Ministry of Social Development will contract specific agencies 
from the Crown, opening up via file sharing personal information to small businesses 
through small communities ‐ the villages in which there is little respect for an 
individual's privacy, and especially in small newspapers where they have a goal of 
knowing through information chains, local's (up to the MP's drug use) business. 
  
Another concern is the work of NZ officers in the business of citizens living overseas 
business.  I have a personal experience with long lasting consequences regarding being 
'tagged' as good work for officers in electronic media, trade & industry and 
immigration.   
  
I would like to give closed hearing personal evidence on the latter. 
  
Sharyn Black 
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I wishg to submit to Government Communications Security Bureau and Related 
Legislation Amendment Bill. 

It is my contention that: 
 
1.  the Government Communications Security Bureau Act 2003 is crystal clear and 
requires no amendment. Specificifically   

14 Interceptions not to target domestic communications 

 Neither the Director, nor an employee of the Bureau, nor a person acting on 
behalf of the Bureau may authorise or take any action for the purpose of 
intercepting the communications of a person (not being a foreign organisation or 
a foreign person) who is a New Zealand citizen or a permanent resident. 

There is no ambiguity here - section 14 clearly limits the power of the GCSB. 

2. Since 1956, we have had the advent of,  

* the SIS 
* GCSB 
* Terrorism Suppression Act 
* Search and Surveillance Act 
* an amendment to the Crown Minerals Act to arrest sea-going protesters 
* increasing  data sharing between govt departments 
* mis-use of personal information by certain Ministers from various governments. 
* and any number of other items of legislation that has gradually increased the power of 
the State.  
 
 
We are becoming more and more a Surveillance State like the old Soviet Bloc and 
Eastern Europe. Those police states collapsed in 1989 - but New Zealand (along with 
other Western nations) seem to be going down the same road of the Police State. 

3. Some people maintain that if we have nothing to hide, we shouldn't fear the State 
surveilling us. I maintain that it is not a matter of "nothing to fear", but that citizens have 
inalienable rights to privacy and if they haven't broken the law, then the State has no 
business poking into our private lives. Otherwise the concept of privacy no longer exists. 

4. We should be rolling back the power of the State to surveil us and reduce data stored 
on people, not increasing it. 

5. Will a national ID card or Internal Passport  be next?  
 
6. I wish to appear before the Select Committee. 
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This is a submission on the Government Communications Security Bureau and 
Related Legislation Amendment Bill. I wish to have the opportunity to appear 
before a committee discussing amendments to the legislation. 
 
Reports over recent months, including the Kitteridge report, Kim Dotcom case, Edward 
Snowden's revelations, and knowledge of how agencies such as the GCSB. FBI and CIA 
have operated illegally over many decades, show us that  
beneath the official public layer there is a secret world. In this world information is 
power, which is used for a number of purposes. 

People with power like information. They want to know where threats to their continued 
power a coming from. They want to  
reduce and penalize dissent in any form which may cause their "authority" to be reduced 
in the public eye. For example groups associated in the US with the anti Vietnam war 
movements were regularly spied on. Hoover built up the FBI through secret files on  
his "enemies of the state" and other "persons of interest".  Decision makers were often 
coerced to give this bureau increased resources and legislative support because of the 
secret information he was able to assemble and use against them. 
 
A principal purpose behind he current proposed legislation appears to be to build up the 
scope and power of the GCSB organization itself. The Government Communications 
Security Bureau and Related Legislation Amendment Bill does just that. One can assume 
that the Bill was written by the GCSB to ensure its illegal activities will be, in future, 
more deeply buried under greatly enlarged legal scope, with protection for individual 
citizens almost negligible.  

For example Section 15A(1)(a) allowing for a warrant to intercept communications "not 
otherwise lawfully obtainable".  This gives the GCSB unlimited scope. No citizen will be 
permitted to obtain information that is held and check its validity. Given the tendency of 
people to make mistakes, this secret power is especially dangerous. 

Allowing the GCSB to assist "organizations of national significance" is another vast 
increase in scope, as is their ability to extend the list of government agencies through an 
order in council, rather than through and decision of the parliament. So it could assist the 
Employers Association or Monsanto. This provision must be removed. 

Allowing for warrantless interception in this day of wireless communications (sections 15 
and 16) is simply mind-boggling in its scope. This provision must be removed 

That the minister has a discretion whether or not to supply IGIS reports to the ISC shows 
that this committee is regarded as something to be avoided. As a minimum this 
committee should have been given the scope to make a substantial input into the 
proposed legislation, based on its experience and expertise. The membership and terms of 
reference of this committee must be reviewed. 
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The IGIS has a maximum of two 3 years terms, whereas the Director can be reappointed 
for 5 year terms indefinitely. He can be removed for "misconduct" and other obvious 
reasons, but not for breaching his or her act. Note however that under the proposed 
arrangements this could be very difficult to achieve. The term for the IGIS must be 
increased, and like Vice-Chancellors, the Director limited to at most 2 terms, with lack of 
renewal at the end of the first term being entirely discretionary for the employing 
authority. 

There is just so much in this bill which is unacceptable and of far reaching consequences 
- for example 8B(c){ii): the minister can authorize the GCSB to communicate 
intelligence  to "any person". In 8D the Director has all powers that are "desirable" (by 
the Director). I just find it so hard to believe this legislation is for real. It so loose as to be 
a disgrace. 

Proposal: Because the security services are for the benefit of all New Zealand 
citizens, and that changes enacted should be well crafted, easy to interpret, enjoy 
wide acceptance in the parliament and society and expected to stand for a good 
number of years, (say a decade), general cross party support must be sought. The 
select committee process must be adopted for this bill, and citizens and groups be 
given expanded opportunities to make submissions. Following this the bill should be 
completely revised and citizens given another opportunity to make submissions. 
 
 
--  
 
Professor Kevin A. Broughan 
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One fact I neglected to include in my submission of 21 June 2013: the proposed changes 
go so far to establishing a type of Security Society which is fundamentally unacceptable, 
that they will not survive a change in government. Further expensive change will be 
required and unnecessary costs incurred which will as usual be covered by the tax payer. 
In addition, public confidence and trust in government, already undermined by the past 
illegal behavior of the GCSB and the use of the supposed threat, voiced by Mr Key, of a 
possible attack by WMD, will be eroded further.  
 

--  
 
Professor Kevin A. Broughan 
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To whom it may concern. I am writing regarding the Government Communications Security 
Bureau and Related Legislation Amendment Bill  

Firstly I would like to comment 
that the submission period for this 
piece of legislation is woefully 
short, and should be extended, 
given the recent revelations 
regarding electronic surveillance 
conducted by the US government 
on the global populace. Due to 
these highly publicised revelations 
there is a far greater public 
awareness of the risks of digital 
surveillance by government and 
their agents, and a great deal more 
anxiety about the role of the GCSB. 
The issues have only just been 
raised, and the implications have 
not been fully processed as yet by 
the population at large, who have 
until recently been under the 
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misapprehension that their data is 
largely safe and private.  
While I have deep concerns regarding the ability of any government to spy on its own people, 
this submission specifically focuses on the warrantless processing of so called “metadata” 
produced by cellular phones. This includes the storage and processing of numbers called and of 
calls received and the times and durations of such calls. I am also concerned that it may include 
the storage and processing of tracking data produced by cellular networks as they maintain 
contact with phones. I would submit that there should be clear and transparent legal limits on 
the utilisation of meta data, that all such data should be accessed only by warrant, that it should 
be digitally "forgotten" after a clearly stated period of time, and that tracking data should not be 
gathered or stored in data bases at all, including by cellular companies, for more than is 
immediately functionally necessary, except in a specific instance where genuine cause has been 
established and a warrant for surveillance issued.  
 
The vast majority of New Zealand citizens are carrying on their persons at all times cell phones 
which produce tracking data as they maintain contact with networks. These phones can also, 
with ease, be converted into listening devices. Location data is produced at 30 second intervals 
by most phones, whether they are in use or not. While I have found it extremely difficult to get 
any information in writing from my own provider, Telecom, they have verbally assured me that 
such data is not stored in their systems at this time. I would like an assurance, written into 
legislation, that it will not be collected in future, for commercial use or for analysis by the GCSB 
or other government entity. 
  
I am particularly concerned that tracking technology on cell phones (and presumably on all GPS 
devices) opens up the potential for the use and abuse of an entirely new class of information - 
the positioning and tracking of our bodies through space and at any particular time. This in turn 
opens up the potential to access the associations, patterns of movement, patterns of commerce, 
political allegiances, acts of political protest etc. There seems to be a general lack of awareness 
as to this potential for the inversion or redirection of the positioning information that most people 
use every day to communicate and orient themselves.  

  
Such data is collected and stored for long periods of time, sometimes indefinitely, by cellular 
companies in the US. It is being regularly accessed and used, generally without warrant, by 
police and other agencies in that country. The implications of this are dire and I would submit 
that legislation governing the interception storage and utilisation of data produced by cellular 
networks should include specific safeguards to prevent the accumulation, by government 
agencies and also private companies, of tracking data locating private New Zealand citizens at 
any or all times and places they happen to be.  
  
The following excerpt from this link to an ACLU page outlines my concerns with greater clarity 
than I myself can articulate. 
  
http://www.aclu.org/protecting-civil-liberties-digital-age/cell-phone-location-tracking-public-
records-request  
  
  

"All cell phones register their location with cell phone networks 
several times a minute, and this function cannot be turned off 
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while the phone is getting a wireless signal. The threat to personal 
privacy presented by this technology is breath-taking. 
To know a person's location over time is to know a great deal about 
who a person is and what he or she values. As the federal appeals 
court in Washington, D.C. explained: 
"A person who knows all of another's travels can deduce whether he 
is a weekly church goer, a heavy drinker, a regular at the gym, an 
unfaithful husband, an outpatient receiving medical treatment, an 
associate of particular individuals or political groups — and not just 
one such fact about a person, but all such facts." 

The government should have to obtain a warrant based upon 
probable cause before tracking cell phones." 

  
What concerns me in particular about the potential of stored cellular 
tracking data is that it is durable. All spatial movements by all cellular 
users could potentially be recorded by such technology over the 
lifetime of the phone – or indeed the individual. I am deeply chilled at 
the prospect of my own children, who will in a few years be asking 
for cell phones of their own, having their every move, every 
association, every youthful indiscretion, protest or passion recoded in 
a data base for later scrutiny by any government that happens to 
come to power during their lifetimes.  
  
The collection of location data by cellular companies, and its 
warrantless processing by government would create a situation 
indistinguishable from the tracking of convicted criminals wearing gps 
bracelets - only applied to every phone carrying member of the 
population, and gathered over an unlimited period of time. The risks 
to our democracy of such repositories are historically obvious. The 
Rwandan Genocide, the Nazi Genocide, the abuses of the GDR's Stasi 
and countless other historic and current abuses by emerged out of 
excessive information gathering by governments with resources that 
pale in comparison to the technology currently under review. The 
technology carries this risk as long as such a data base is allowed to 
exist, whether or not it is being accessed. For this reason, such data 
bases should not be allowed to develop at all.  
  

Submission 107 Joyce Campbell



As well as being an issue raised by the legislation under consideration, this also this strikes me as 
a constitutional issue, and one which I hope will be addressed as NZ formulates a constitutional 
document.  
 

All the very best, Joyce Campbell 
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Summary 
Tech Liberty has deep concerns about the extent of the powers granted to the GCSB by this Bill, 

especially when combined with the proposed changes to the Telecommunications (Interception 

Capability) Act (2004) contained in the Telecommunications (Interception Capability & Security) Bill. 

We do not believe that the GCSB should be spying on New Zealanders. We are particularly 

concerned with the Bill’s silence on the GCSB’s existing practice of collecting and analysing 

metadata. 

We do not believe that the GCSB is the right agency to have oversight and control of New Zealand’s 

telecommunications infrastructure in the name of “cybersecurity”. 

We do not believe that the Bill makes any significant improvement to the current woefully 

inadequate oversight procedures. 

We submit that this Bill and the TICS Bill should both be rejected. Rather there needs to be a formal 

review of New Zealand’s domestic and foreign intelligence requirements. 

Oral Submission 
Tech Liberty would like to be heard on this submission. 

About the submitter 
Tech Liberty’s mission is to defend civil liberties in the digital age.  We are a group dedicated to 

protecting people’s rights in the areas of the Internet and technology. We make submissions on 

public policy, help to educate people about their rights, and defend those whose rights are being 

infringed.   

Contact Details 
Enquiries can be directed to Tech Liberty’s spokesperson, Thomas Beagle, on 021-80-50-40 or at 

thomas@techliberty.org.nz.  
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The New GCSB 
This bill is a major expansion of purpose for the GCSB and includes an equally major expansion of 

their powers, including the ability to access any computer or communication system to spy on and 

monitor both foreigners and New Zealanders. 

New Mission - Cybersecurity 
The GCSB Act (2003) gives the GCSB the objective of protecting the communications and systems of 

the New Zealand government.  

The GCSB Bill changes this purpose so that it will now have responsibility for protecting the 

information and telecommunications infrastructures of everyone in the country.  

New Mission - Spying on New Zealanders 
The GCSB Act (2003) allowed the GCSB to provide advice and assistance to any public authorities or 

other entities. However, section 14 made it very clear that this assistance was not to include any 

action for the purpose of intercepting the communications of a New Zealand citizen or permanent 

resident. 

The GCSB Bill now explicitly allows the GCSB to perform interceptions of New Zealanders 

communications on behalf of the Police, SIS or Defence Force. 

It also allows the GCSB to spy on New Zealanders for the purpose of maintaining cybersecurity. (The 

GCSB claims in the Regulatory Impact Statement that it will need to be able to monitor the 

communications of New Zealanders to detect whether they are being attacked.) 
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Mass Surveillance & Metadata 
Continuing technical development means that it is now cost-effective to collect masses of innocuous 

data about people, dump it all into a huge data store and then run sophisticated analysis software 

over it to extract information about what people do. 

Even just looking at metadata (or call associated data as it is described in the TICS Bill) can be 

incredibly revealing. Taking just the example of phone records, metadata can include: who we call, 

when we call them, how often we call them, how long we speak for, where we call them from, who 

they call after we call them, and so on. For example: 

“... in the world of business, a pattern of phone calls from key executives can reveal 

impending corporate takeovers. Personal phone calls can also reveal sensitive medical 

information: “You can see a call to a gynaecologist, and then a call to an oncologist, and then 

a call to close family members.” And information from cell-phone towers can reveal the 

caller’s location. Metadata, she pointed out, can be so revelatory about whom reporters talk 

to in order to get sensitive stories that it can make more traditional tools in leak 

investigations, like search warrants and subpoenas, look quaint.”  

Adding additional sources of information such as banking records, electronic toll records and so on 

increases the amount of information that can be mined from the collected data. Once you start 

collecting data on everyone, the records can be cross referenced with each other to work out who 

associates with whom and you end up with a very detailed database about people’s lives. 

GCSB access to metadata 
In the Kitteridge report the GCSB revealed that they believe that “metadata was not a 

communication” and that they “could, on request, lawfully obtain and provide information about 

metadata involving New Zealanders, without the authority of a warrant...” 

The current bill provides the ability for the GCSB to apply for warrants and access authorisations that 

can target any number of people, systems or classes of people and systems. It is clear to us that 

these warrants and access authorisations are designed to be as wide and open-ended as possible so 

that the GCSB can actively collect both communications and metadata in an ongoing fashion. 

Metadata is important 
We reject the idea that metadata is any less important or less worthy of protection than the content 

of a communication. 

We further reject the idea that the GCSB should be able to collect metadata about any person who 

they are not actively investigating, and that this collection should only be possible subject to a 

properly issued and specific warrant. 

Submission 108 Tech Liberty



Tech Liberty 

5 

No mass surveillance 
We believe that the GCSB should not be creating large databases of information about New 

Zealander and that we should not be giving them the legal powers to do so.  

The GCSB Act should be amended to make it clear that a) metadata is to be subject to the same 

controls and limitations as communications, b) the GCSB is not permitted to create any databases of 

information about New Zealanders who are not actively under investigation. 
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Cybersecurity 
The GCSB and TICS bills combine to give the GCSB a new purpose of being responsible for the 

security of New Zealand’s telecommunications and data networks. (As noted earlier, the 2003 Act 

only gave the GCSB responsibilities for securing government communications.) This is a major 

expansion of the GCSB’s purpose. 

No spying for our protection 
To do this the GCSB asserts it needs wide powers to spy on New Zealanders in order to “see who is 

being attacked” (wording from para 36 of the RIS). This is the same type of thinking that would argue 

for a police camera in every home to see who is being burgled. It is a pathetically transparent 

justification to get legal clearance to continue spying on New Zealanders. 

We reject the idea that we need the GCSB to spy on us for our own protection. 

GCSB not the right agency to do cybersecurity 
The GCSB is not the right agency to be responsible for cyber security. It will be difficult to trust an 

agency that has the dual roles of both spying on systems while ensuring that they are protected 

from others. 

This is especially true given that the GCSB has a long history of working with and sharing information 

with intelligence agencies in other countries such as the US who appear to be actively spying on the 

communications of New Zealanders.  

The level of oversight and control given to the GCSB in this new role will also make others reluctant 

to trust New Zealand telecommunications infrastructure. For example, will companies that trade 

with New Zealand be willing to use New Zealand hosted services such as Xero, knowing that the 

GCSB will be able to get at their financial records? 

No GCSB spying on New Zealanders 
We support the clear intentions of the GCSB Act (2003) in that the GCSB should not be spying on 

New Zealand citizens and permanent residents. We note that the only assistance that the GCSB 

could give to other agencies in the original act was to help them secure their own systems and 

communications.  

The GCSB’s main purpose has always been spying on our neighbours in the Pacific and sharing the 

information received with our intelligence allies. We believe that bolting on this ability to assist the 

Police, SIS and Defence Force is inappropriate and will weaken the clarity of purpose of the GCSB. 

This lack of clarity of purpose can be seen in the recent Kim Dotcom/Megaupload case where it 

appears that the GCSB got involved in spying on people who were merely being accused of providing 

tools to allow people to breach copyright. 
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The tools and mentality used to do this kind of work is very different from that used by the Police 

and SIS in protecting New Zealand and New Zealanders from threats. Technically the types of 

investigations undertaken by the Police and SIS target people who have drawn their attention in 

some way, whereas the GCSB tends to trawl everything looking for information. 

We further believe that the SIS and Police should well be able to develop their own technical 

capabilities and can then operate them in accordance with the rules and controls that they are used 

to working under. The need for highly technically skilled police staff and resources will grow quickly, 

so must be addressed appropriately by the agencies responsible. Using a NZ spy agency instead is 

insufficient and inappropriate, and opens up the police work undertaken to disrepute. 

 

Insufficient oversight 
Recent events have shown that oversight of the GCSB has been failing. The current oversight regime 

relies on the Minister and the Inspector-General of Intelligence both doing their job but clearly illegal 

behaviour has been ignored, issues have not been followed up, and the Minister has been shown to 

be ignorant of what has been happening within the bureau. 

This bill makes some minor changes to the powers of the Inspector-General but we are still being 

asked to rely on an oversight model that has already shown that it is not fit for purpose. We note 

that both the Inspector-General of Intelligence and the Commissioner of Security Warrants are both 

appointed by the very Minister that is the only other significant check on the GCSB. 

The GCSB has major powers of intrusion into the lives of New Zealanders. This bill in combination 

with the TICS bill greatly expands the powers of the GCSB and their scope of operations. These 

invasive powers need oversight that is not only effective but can be trusted. 

We need an expanded and significantly better system of oversight that doesn’t rely on one politician 

and their direct appointees. This bill does not provide it. 

 

Submission 108 Tech Liberty



Tech Liberty 

8 

Conclusions 

Civil liberties 
When considering any bill with as much impact on civil liberties as this one, there are a number of 

questions that need to be answered: 

Is this bill necessary? We do not believe that the Government has presented any credible argument 

for the GCSB to have these powers to spy on us. The last person killed by terrorists in New Zealand 

died nearly 30 years ago. While cybercrime is annoying for those who suffer from it, even the most 

excitable claims about the total cost are low compared to other forms of crime in New Zealand. 

Are these measures proportional? The creation of a mass surveillance state with government 

agencies that collect data about us and analyse it is a major step in changing the nature of our 

society. People act differently when they are being watched and there is a chilling effect on freedom 

of expression. The government has failed to show that these losses are proportional to any 

perceived benefit we will get from giving up our privacy in this way. 

Are the powers granted the minimum required? Any surveillance should be limited to the minimum 

required to address the immediate requirement. This would normally mean targeting a person or 

group of people after it has been shown that there is a reasonable requirements to do so. This bill 

fails to do so by enabling mass surveillance regardless of reasonable suspicion. 

Is there appropriate transparency? The bill does not provide enough reporting about what the GCSB 

is doing and to the extent it is doing it. A simple accounting of the number of interception warrants 

and access authorisations does not provide sufficient insight into the activities of the GCSB. 

Is there proper oversight? All oversight in the GCSB bill is provided by the Minister for the GCSB and 

two functionaries appointed by that same minister, an arrangement that has already been 

demonstrated to be inadequate. There is no judicial oversight, no independent auditor or board of 

trusted citizens to review these decisions.  

Throw this bill out and start again 
We believe that this bill is a serious threat to New Zealand’s democracy. It enables the GCSB to 

engage in mass surveillance of the New Zealand people in a matter more fitting to East Germany or 

China.  

The GCSB might argue that they need these powers to protect us - but we believe those decisions 

are up to the people of New Zealand. We reject their claims and find their proposed solution to be 

an unacceptable overreach. 

We have not provided a list of individual improvements that can be applied to this bill as we believe 

the entire bill needs to be thrown out and the process started again, along with the 

Telecommunications Interception Capability and Security Bill. 
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We recommend: 

 A general review of New Zealand’s intelligence organisations, domestic and foreign. This 

should focus on establishing our needs before deciding on what agencies and laws we need. 

 Establishing an independent cyber-security organisation with a coordinating and 

consultative role rather than intrusive and coercive. 

 Providing sufficient resources to the Police and SIS to enable them to do their own technical 

work without relying on the spy powers of the GCSB. 

 Banning our surveillance agencies from doing mass surveillance of innocent people. 

 Accepting that metadata (or ‘associated call data’) is as important to privacy as the content 

of communications and providing it with the same protection. 

 Establishing independent and effective oversight of surveillance carried out by all of New 

Zealand’s agencies with surveillance powers. 

 Applying the same standards that we apply to data collection about New Zealanders to 

information received from foreign countries about New Zealanders. 

 Setting strict limits on what data about New Zealanders can be shared with overseas 

agencies. 
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Greenpeace New Zealand Submission to the Government’s Communications Security Bureau 
and Related Legislation Amendment Bill. 

 
Submitted by Nathan Argent on behalf of: 
Greenpeace New Zealand Aotearoa 
11Akiraho Street 
Mt Eden 
Auckland 1024 
 
1. Introduction: 
 
1.1 Greenpeace New Zealand Inc welcomes the opportunity to submit to Communications Security 
Bureau and Related Legislation Amendment Bill. 
  
1.2 Greenpeace is an independent global campaigning organisation that acts to change attitudes and 
behaviour, to protect and conserve the environment and to promote peace. 
 
1.3 It comprises 28 independent national/regional offices in over 40 countries across Europe, the 
Americas, Africa, Asia and the Pacific, as well as a co-ordinating body, Greenpeace International. 
 
1.4 Greenpeace New Zealand was founded in 1974 and has over 60,000 financial supporters. The 
organisation has a global membership of 4 million supporters. 
 
1.5 Greenpeace New Zealand has actively campaigned for many years to drive our energy sector 
towards investment in and the deployment of renewable technologies. We have produced ground-
breaking, scientific reports and worked in collaboration with industry, government and leading 
experts to help build a cleaner, more sustainable future for New Zealand. 
 
1.6 Greenpeace New Zealand released a report in February 2013 presenting a road map for delivering 
greater economic prosperity and employment opportunities for New Zealand. The report was based on 
the most up to date and leading analysis of clean energy technology development and economic 
growth from around the world. It relied on the expertise of globally renowned economists and policy 
makers as well as modelling from one of the world’s leading energy market analysts. 
 

2. Background 
 
2.1 Since 1971, Greenpeace has campaigned globally to protect and conserve the environment and 
promote peace. After years of negotiations and pressure, our campaigns, working alongside 
governments and businesses, have yielded many successes to improve our social and economic well-
being.  
 
2.2 We were instrumental in the OSPAR Convention to ban dumping of offshore installations at sea in 
the North-East Atlantic; we worked with ministers from industrialized nations to adopt the Kyoto 
Protocol agreeing to set legally-binding reduction targets on greenhouse gases; we established an 
Antarctic Whale Sanctuary; we collected the UNEP Ozone Award for the development of 
Greenfreeze, a domestic refrigerator free of ozone depleting and significant global warming 
chemicals; and we campaigned to end nuclear testing in the Pacific. 
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2.3 In New Zealand, we believe in working with stakeholders to build a cleaner, smarter future for our 
country. Greenpeace are a solutions based organisation who stand alongside business, innovators, 
scientists, investors and politicians to bring a prosperous future for all New Zealanders. 
     
3. Greenpeace submission: 
 
3.1 Greenpeace opposes the proposed amendments to the Communications Security Bureau and 
Related Legislation Amendment Bill and submits that they not be passed. 
 
3.2 The primary effect of the amendments to the GCSB Act in the bill is to broaden the powers of the 
GCSB and allow it to spy on New Zealanders. This is unjustified and a threat to democratic freedoms 
and is opposed. 
 
3.3 Greenpeace is concerned about the new objective in section 6 of the bill, which includes "the 
economic well-being of New Zealand". This is incredibly vague and must not be a principle upon 
which spying is authorised. Such a provision makes people and organisations of certain kinds, 
including those who are members of organisations such as Greenpeace, World Wide Fund for Nature 
and Forest and Bird, with both a national and global membership, who disagree with some forms of 
economic activity, open to the activities of the intelligence services. This is contrary to a free and 
open society. 
 
3.4 It is not reasonable that pursuit of economic activity which can be to the detriment of other aspects 
of social well-being and/or to long term environmental or social health and hence longer term 
resilience of the economy, should be the basis for action by the GCSB. 
 
3.5 Greenpeace is concerned that these new laws contravene the right in the NZ Bill of Rights to be 
free from unreasonable search and seizure, and will have a chilling effect on the rights to free 
expression and freedom of association. It must be kept to an absolute minimum if we are to remain a 
free and democratic society. No justification has been provided for these powers, and therefore they 
should not be granted. 
 
3.6 Greenpeace is concerned that this bill also blurs the separate roles of the GCSB with domestic 
agencies. There are domestic agencies that can spy on New Zealanders and there isn't strong 
justification for turning the GCSB's powers on residents. Oversight will remain inadequate and is 
therefore opposed. 
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Submission on the Government Communications Security Bureau and Related Legislation 
Amendment Bill 
 
 
1. Support for the Purpose of the Bill 
 
The stated purpose of the Bill is to provide a clear statutory framework governing the activities 
of the Government Communications Security Bureau (GCSB) and enhance oversight. I support 
this purpose of the bill, particularly given the findings of the Kitteridge Report 
I support the amendments to acts in the bill which aim to improve the transparency, 
accountability and compliance of intelligence oversight in New Zealand. 
 
 
2. GCSB Surveillance of New Zealanders 
 
I believe that it is imperative that changes to the legislation do not contravene the right in the 
NZ Bill of Rights to be free from unreasonable search and seizure, or on the rights to freedom of 
expression and freedom of association. 
 
I strongly believe that this bill should not be passed under urgency, as this does not allow for 
sufficient consideration and debate of the balance between national security, international 
relations, and economic well‐being on the one hand and, on the other, New Zealanders’ values, 
privacy, and right to to be free from unreasonable search and seizure, and right to freedom of 
expression and freedom of association. 
 
I believe that it is imperative that the list of agencies that the GCSB is allowed to assist should be 
able to be expanded only by amending the Act rather than an Order in Council. 
 
 
3. Oversight, Accountability, and External reporting 
 
I strongly agree with the statement in the Kitteridge Report that the "GCSB is at this high‐risk 
end of the compliance spectrum. Its powerful capabilities and intrusive statutory powers may 
only be utilised for certain purposes. The necessarily secret nature of its capabilities and 
activities prevents the sort of transparency that would usually apply to a public sector 
organisation. It is therefore imperative that the public be able to trust that those exercising the 
powers are doing so only in the way authorised by Parliament. 
 
A robust compliance regime, including visibly demanding external reporting and oversight, 
should provide considerable assurance to the public." 
 
I also agree with the statements in the Kitteridge Report with respect to "The overall oversight 
regime at GCSB", that "78. The external oversight of intelligence agencies is essential to provide  
assurance to the public that the intrusive powers of the organisations are being exercised 
lawfully and with respect to the privacy of citizens.  
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79. GCSB is a public service department and, like other departments, is responsible to its 
Minister and subject to scrutiny and oversight from Parliament. It is also subject to review or 
investigation by the Office of the Controller and Auditor‐General, and on some matters the 
Offices of the Ombudsmen and the Privacy Commissioner". 
 
I believe that it is imperitave that any changes to the legislation ensure that there are robust 
systems of external reporting (current systems were identified by the Kitteridge report as being 
inadequate). 
 
I also believe that is essential that the recommendation of the Kitteridge report regarding the 
reporting of any non‐compliant activities, be included in changes to legislation. I agree that 
"Where non‐compliant activities have been identified and dealt with, they should be reported to 
the appropriate external authority and statistics made public." 
 
I strongly agree that such "external reporting promotes accountability" and that is essential for 
public trust.  I believe that reporting on compliance statistics should be included in GCSB’s 
Annual Report, and that it is essential that compliance statistics be regularly reported to the  
Intelligence and Security Committee. 
 
Thank you for the opportunity to put forward my views. 
 
 
Helen Crawford  
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I have severe concerns regarding the power it affords the GCSB and would like to appear 
before the committee.  
 
Joe Russell 
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Kim Dotcom and Bram van der Kolk Submission on GCSB and Related Legislation Amendment Bill

Submitting parties 

Mr Kim Dotcom.  I was born in Kiel, Germany, and now live in Coatesville, Auckland with my wife 
and five young children.  I am a director of New Zealand company Mega Limited.  In January 
2013, Mega launched a world leading cloud storage and collaboration platform focused on 
providing users with privacy through user controlled encryption.  Mega now has over 3 million 
users who have uploaded over 250 million files.

Mr Bram van der Kolk.  I was born in Zwolle, the Netherlands. I completed my study computer 
science at the vocational university Hogeschool Zuyd in Heerlen, the Netherlands. I now live 
in Auckland, with my wife and four year old son. I am the chief programmer of Mega Limited.

Thank you for the opportunity to make submissions on the Government Communications 
Security Bureau and Related Legislation Amendment Bill (Bill).  We make this joint submission 
in our personal capacities.  

Executive summary

This Bill seems to give the GCSB, a dysfunctional agency which has failed at every turn in recent 
times, virtually unlimited power to surveil us all at the whim of the Prime Minister and then 
to share that information with anyone (including foreign entities).  Oversight of that power is 
limited or non-existent.  

The Bill is a clear example of the type of State intelligence agency overreach that has been 
strongly criticised by the UN Special Rapporteur in his Report … on the promotion and protection 
of the right to freedom of opinion and expression 1  .

Our primary submissions are:

More time should be taken to consider and debate this Bill and the related 
Telecommunications (Interception Capability and Security) Bill (TICS Bill).  

GOVERNMENT COMMUNICATIONS SECURITY BUREAU AND RELATED LEGISLATION 
AMENDMENT BILL

SUBMISSION TO THE INTELLIGENCE AND SECURITY COMMITTEE 
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A/HRC/23/40 issued on 17 April 2013 (the UN Report).5
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The extreme general expansion of the GCSB’s powers is not justified.

Spying on New Zealanders is unwarranted without adequate safeguards, which the Bill 
does not provide.

The ability of the GCSB to share New Zealanders’ private information with anyone the 
Prime Minister decides, in New Zealand or overseas, is far too wide.

Proposed amendments to related legislation should be enhanced to provide adequate 
oversight of the GCSB’s operations.

Our interest in this legislative reform 

It is well known that our recent personal circumstances and the judicial and political responses 
to them have directly led to the existence of this draft legislation currently before Parliament.  
We therefore feel that our submissions in relation to this Bill are relevant and necessary.  This 
submission deserves a brief retelling of our circumstances as a backdrop to our perspective 
and our recommendations on this Bill to the Committee.  

In early 2012 the United States Government commenced a criminal prosecution of our successful 
cloud storage service “Megaupload” alleging secondary copyright infringement, racketeering 
and money laundering, in a process that was procedurally and substantively illegal.  As to the 
illegality of that prosecution, our various international legal advisors remain of the view that it 
is both unprecedented and jurisprudentially baseless (not least of all because there is presently 
no criminal liability for secondary copyright in the US, upon which all charges are based) 2 .  

Regrettably, it is difficult to comprehend the actions of the US Government in taking this 
prosecution as being anything other than politically motivated by special interest influences.  At 
the height of its success, Megaupload was the 13th most visited website on the entire internet.  
It accordingly drew the attention and ire of the Motion Picture Association of America (MPAA) 
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For more information on the prosecution and our advisors’ response to it, see our advisors’ white paper 

http://kim.com/whitepaper.pdf.
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which regarded Megaupload as a major threat to its revenue.  When one considers the fact that 
the MPAA’s members have been some of the Democratic Party’s strongest political supporters 
and campaign contributors, the motivation of the US Government in targeting Megaupload 
becomes obvious.   

The US Government’s programme to appease its campaign contributors by taking down 
Megaupload brought with it the initiative to dramatically and publically arrest its executives 
and also to disable us by seizing our (and our families’) worldwide assets.  It is in this context 
the US Government sought the assistance of its international intelligence partners, including 
New Zealand where we and our families were resident.

The Committee will be well aware of what happened next, but for present purposes it bears 
restating:

The US authorities sought and obtained the assistance of the GCSB to intercept our 
personal emails and phone calls /communications.  

Those interceptions were found to have been illegal, in contravention of the GCSB Act 3  .

Under the direction of the FBI, in the early hours of the morning on 20 January 2012 
helicopters and 70 armed members of the New Zealand’s Special Tactics Group, Armed 
Offenders Squad and Police executed a raid on Mr Dotcom’s Coatesville properties to 
target us and others of Megaupload’s executives.  In the process we were assaulted and 
suffered damage to our property.  These events were terrifying.  So much so that they 
posed a threat to Mrs Dotcom’s late stage twin pregnancy resulting in her immediate 
hospitalisation.  Documents were seized and passed on to the US, while we were 
arrested and imprisoned.  

The warrant which purported to sanction the raid was later found to have been invalidly 
issued and improperly executed 4  .  The provision of seized information to the US was 
found to have been unlawful, and the High Court provisionally expressed the view that 

10
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Refer to Inspector General of Security and Intelligence Justice Paul Neazor’s report dated 27 September 2012 http://
media.nzherald.co.nz/webcontent/document/pdf/201239/Neazor%20repor1.pdf which resulted in the Prime Minister 
issuing an apology: http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=10836884.

Dotcom v Attorney-General [2012] 3 NZLR 115 (HC) per Winkelmann J.
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the searches and seizures had been unreasonable for the purposes of the NZ Bill of 
Rights Act 5 .  The Court has also ordered the return of the illegally seized assets to us 6 .  

Following the raid we and our colleagues were imprisoned for many days pending 
extradition to the USA.  

We were later granted bail and permitted to return to our homes after the Court found 
that our continued imprisonment was not warranted. 

Because of the multiple illegalities committed, the extradition hearing has been delayed 
several times and it is now unlikely to progress until 2014.  We remain certain we will not 
be extradited and propose to live in New Zealand with our families for the foreseeable 
future.  It is also our hope that our new service, Mega, will remain New Zealand based, 
although this Bill and the TICS Bill put that at risk because of the privacy destroying, 
anti-human rights, powers allocated to the GCSB in those Bills.

The circumstances that we have endured over the past 18 months represent an extreme 
present day example of what can happen when Government and intelligence agencies misuse 
or misunderstand their powers.  Anyone can now see how this can have tremendous and 
devastating effects on the lives and liberties of private citizens and corporations.  

The example portrayed in our case also shows the potential for misuse of powers when the 
executive branch of Government, which is necessarily partisan and holds sway to the influences 
of its supporters, controls or substantively influences intelligence agencies.  We therefore 
support a regime for New Zealand where the exercise of the state’s intrusive powers by 
intelligence agencies is controlled by and answerable to a wider democratic and independent 
body.  This is a theme of our submissions.

We understand and acknowledge the crucial role that the GCSB plays in the protection of New 
Zealanders and the assistance it gives to foreign allied states in identifying and responding to 
threats to our security.  The vast majority of those efforts will never be appreciated by most 
New Zealanders because of the inherent and necessary veil of secrecy.  As industry players we 
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also recognise the threat posed by cyber-terrorism and the new globalisation of that threat.  
However, Government agencies with wide powers of intrusion must be mandated to act in a 
way that safeguards the private interests of citizens.  This is imperative:

to protect the rights of individuals from unwarranted state intrusion; 

to protect freedoms of opinion and expression in a free and democratic society;  and 

for a population to have trust and confidence in its Government.

We believe that the Bill as currently drafted does not adequately protect and defend those 
objectives.  Our reasons and recommendations are set out below.

Submission 1:  The passage of Bill should be cautious instead of unduly hasty

We believe that more time should be taken for public debate and inquiry before this Bill is 
passed.  This process is being heard under urgency and the Committee will hear submissions 
for only two months instead of the usual six, yet this is a tremendously important Bill, impacting 
on national security and potentially affecting the freedoms of every New Zealander.

It is essential that this legislation is drafted in a way that adequately protects New Zealanders’ 
freedoms, because once it is passed and begins to operate, New Zealanders are not likely to 
be further aware of how the GCSB functions.  Unless there is an inquiry like the one sought 
by the Opposition, this is the only chance that the average New Zealander has to protest the 
extent and justifications for increased GCSB surveillance before the heavy iron doors of the 
intelligence community close their operations off from public view.  

In this regard we support the Opposition’s request for an independent, transparent inquiry into 
potential breaches of the GCSB Act following the damning findings of the Kitteridge Report 7  .  We 
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The Kitteridge Report: Review of Compliance at the Government Communications Security Bureau, Rebecca 
Kitteridge, March 2013: http://www.gcsb.govt.nz/newsroom/reports-publications/Review%20of%20Compliance_%20
final%2022%20March%202013.pdf.
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also refer to our current High Court action against the GCSB which is ongoing 8  .  Furthermore, 
relevant analogous issues of the State spying on civilians are currently in the spotlight in the 
USA, Australia and the UK, in the wake of the still-unwinding PRISM revelations.  It is notable 
that growing numbers of US congressmen are claiming they were not even aware of the PRISM 
programme, which shows how important it is for such legislation and the powers it potentially 
gives to clandestine agencies, to be carefully considered and understood.

Legislation such as the GCSB and TICS Bills seeks to justify highly intrusive interference 
with privacy, individual human rights and commercial operations of telecommunications 
companies, in the name of national security.  In the international context, in only the last 
month, in the UN Report, we have strong and clear warnings of the danger of recourse to an 
ill-defined national security justification.    Here is what Mr La Rue, the UN Special Rapporteur 
says of that justification:

Vague and unspecified notions of “national security” have become an acceptable 
justification for the interception of and access to communications in many countries…. 
The use of an amorphous concept of national security to justify invasive limitations on the 
enjoyment of human rights is of serious concern.  The concept is broadly defined and is 
thus vulnerable to manipulation by the State as a means of justifying actions that target 
vulnerable groups such as human rights defenders, journalists or activists.  It also acts to 
warrant often unnecessary secrecy around investigations or law enforcement activities, 
undermining the principles of transparency and accountability. 9

Our experiences over the last 18 months are evidence of how well placed those concerns are.

It is therefore our view that this important legislative reform would be more wisely considered 
after the various findings referred to above have been delivered, aired and debated.  It should 
not be rushed through to legalise for the future activities that the GCSB has been mistakenly 
engaged in in the past.  If the submissions consideration timeframe is extended we expect to 
be able to provide further assistance and information to the Committee that will impact on 
this Bill.

Dotcom v Attorney General & ors, CIV-2012-404-1928

UN Report, supra footnote 1, at page 15-16.
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Submission 2: The broad expansion of GCSB’s powers is not justified 

The Kitteridge Report emanating from the Prime Minister’s own Cabinet delivered a delicately 
written but damning assessment of a dysfunctional, out of date, closeted organisation, acting 
outside of or in ignorance of its powers, reluctant to seek advice or assistance from outside 
agencies set up to help and monitor it.  Ms Kitteridge’s primary call for reform was in rectifying 
that dismal situation at an operational and compliance level.  Her secondary recommendation 
was for reform of the GCSB Act to clarify its powers when assisting a New Zealand agency.  She 
did not call for substantive reform of those powers.  Yet that is what the Bill seeks to do in the 
name of response to Ms Kitteridge’s report.  

The redrafted powers and functions of the GCSB under the Bill are far reaching and should be 
scaled back.  The Bill massively widens the objectives and purposes of the GCSB from collection 
of intelligence about foreigners/assisting foreign Governments and assistance to local law 
enforcement, to a much wider all-encompassing intelligence collection role focussed on New 
Zealanders as well as foreigners.  This is principally demonstrated by the core functions which 
are very widely drawn and in turn underpin wide and relatively unlimited powers for the GCSB:

8A - Information assurance and cybersecurity.  This has expanded to a broad 
responsibility for New Zealand’s communications and the ability to intercept all 
communications whether of foreigners or New Zealanders.  Combined with the powers 
set out in the TICS Bill this effectively gives the GCSB control of the structure of New 
Zealand’s internet and the ability to monitor it and its traffic on an on-going basis.  

8B - Intelligence gathering, analysis and sharing.  This now allows “gathering 
information about information infrastructures” in addition to the existing ability to spy 
on foreigners.  

8C - Helping the Police, SIS and Defence Force and any other approved Government 
agency, by assisting them with execution of their own legally obtained warrants.  

We deal with the proposed section 8A below.

Proposed section 8B is the closest function to that already allocated to the GCSB.  But, even 
here, the Bill seeks to dramatically widen that function by including the power to “gather 
information about information infrastructures”.  Later sections then give the GCSB an 
interception power in fulfilment of that function.  The problem is there is no real definition 
of what that phrase means and therefore what the interception boundaries are.  The GCSB 
can interpret it to mean what it likes – with eerie similarity to the re-interpretation that seems 
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to happening in the US with PRISM’s authorising legislation.  We emphasize again, where 
legislation seeks to invasively interfere with fundamental human rights, it must be drawn 
with great clarity and as narrowly as is possible whilst still meeting the objective.  Section 8B 
carries none of those traits and should be reworded to make it clear exactly what the GCSB 
can and cannot do under this function.

Proposed section 8C is designed to provide the GCSB with the powers it (wrongly) assumed 
it had, to assist New Zealand law enforcement authorities in surveiling us and others, as 
referenced in the Kitteridge report.  While we understand the drive to save cost by utilising 
specific skills in one agency to assist another, but in our view, these assistance powers would 
be better vested in the SIS.   The main reason we say that is that the SIS is not part of the Five 
Eyes international intelligence sharing community and has primarily a domestic focus.  As we 
detail below, we have no confidence that the GCSB once it obtains information in assisting 
other law enforcement bodies, will not share that information with overseas entities.

If this power is to remain, it must be made absolutely clear that information gathered by the 
GCSB in assisting other New Zealand law enforcement agencies must not be shared by the 
GCSB or retained by it for longer than is necessary in terms of the purposes for which it was 
collected.

Submission 3: Surveillance of New Zealanders is not justified and poorly overseen 
(new s8A) 

The Act currently permits the collection of foreign intelligence only.  That theme “runs through 
the whole Act” 10  .  However, flowing from section 8A, the Bill proposes to allow the GCSB to 
spy on New Zealanders.  In doing so the Government seeks to legalise what it has been rightly 
criticized for doing illegally to us and our families.  We strenuously oppose this advance in the 
GCSB’s functions and powers on behalf of all New Zealanders.  

If New Zealanders did not desire a measure of confidentiality in their personal communications 
they would not routinely use passwords on their computers and email accounts, or post their 
letters inside envelopes.  Right thinking New Zealanders might repose trust in their Government 
thinking that they will not be the subjects of unwarranted surveillance – expecting that only 
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citizens who pose a real and significant threat will be in the cross hairs.  But our own story 
shows that it is not just the terrorists and extremists who can be targeted.  Our alleged crime 
was merely secondary copyright infringement (a crime not even validly existing in the US) yet it 
somehow warranted the full force of the Armed Offenders Squad, sniffer dogs and helicopters 
in a completely unreasonable and unjustified dawn raid.  

Spying on New Zealanders would be permitted when acting under the new core function at 
section 8A.  The Bill would therefore allow the GCSB to gather private and other information 
in respect of New Zealanders 11   when it is asked to by any public authority (whether in New 
Zealand or overseas) or by any other entity authorised by the Prime Minister.  This potential 
group of entities that may seek assistance from the GCSB is so wide as to encompass any 
conceivable body, sanctioned at the sole discretion of the Prime Minister.  If this section is 
to be retained in any form, there should instead be a finite and discernible list of bodies who 
may call on the assistance of the GCSB, or at the very least, the ability to qualify as an “entity” 
for seeking the GCSB’s assistance should be up to an independent committee – such as the 
Intelligence and Security Committee.  

The safeguard currently offered by the Bill in respect of surveillance against New Zealanders 
(under new section 15B) is that such surveillance is only permitted with the joint approval of 
the Prime Minister and the Commissioner for Security Warrants.  It is unbelievable to us after 
all that has happened that the GCSB Bill proposes that there will be no judicial oversight 
whatsoever for New Zealanders to be spied upon by the GCSB.

To be clear, we do not regard the Commissioner’s oversight as a sufficient guard against the 
potential for misuse of this power by the given Prime Minister, for the following reasons:

The Commissioner’s appointment is effectively made by the Prime Minister.  The 
Commissioner is appointed by the Governor-General on the recommendation of the 
Prime Minister following mere “consultation with” the Leader of the Opposition, whose 
views could be entirely disregarded.

The exercise of the Commissioner’s discretion to issue a warrant will necessarily be 
made in the light of the wide purposes, powers and functions of the amended Act.  As 
currently drafted, those purposes powers and functions are so broad as to imply the 
power to the GCSB to carry out any surveillance on New Zealanders it wishes to take.  For 
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example, New section 15A allows a warrant to be issued to intercept communications 
not otherwise lawfully obtainable by the GCSB and provides that the section permitting 
this extension on powers to spy applies despite anything in any other Act.  

Likewise, though the issue of warrants is ultimately answerable to judicial oversight 
by judicial review (provided the spying actually comes to light) the courts in exercising 
their functions will be necessarily guided by those broad permissive terms of the Act 
in determining whether the GCSB has acted within its powers.  It is clear that the GCSB 
Act as amended would have primacy over the provisions of the NZ Bill of Rights Act, 
rendering it an unreliable further safeguard.  

It should be remembered that New Zealand has no formal written constitution as an 
ultimate safeguard to the protection against unreasonable searches and seizures, or 
requiring a warrant to be judicially sanctioned and supported by probable cause.  This 
is compared to the availability of the sacrosanct fourth amendment of the Constitution 
in the USA.  It is a terrible irony that New Zealanders will be worse off than Americans in 
terms of protection of their privacy.  That is unacceptable to us as we are sure it would 
be to all law abiding New Zealanders.

Not only that, but spying is permitted without a warrant under new section 16.  Although 
that new section does not authorise anything to be done for the purpose of intercepting the 
private communications of a New Zealander, it leaves open the possibility of interception 
without warrant where that was not the purpose (for example this could happen under section 
8B where the purpose is to check on New Zealand’s information infrastructure (whatever that 
may mean)).  In our submission, any information gathered about New Zealanders must be 
approved by a warrant – no exceptions.

Furthermore, if in the course of intercepting a communication for the purpose of foreign 
intelligence gathering or otherwise the GCSB obtains information pertaining to a New 
Zealander, this simply becomes “inadvertently obtained intelligence” under section 25 which 
may be used for broad purposes in the name of “national security” and communicated to 
anyone at the discretion of the Director.  This gives a wide open back door to warrantless 
information retention about New Zealanders and must not be allowed to remain in the Bill.  

This is exactly what is going on in the US where it is causing furore.  US citizens’ private 
information is being indiscriminately hoovered up by the NSA and used in its PRISM programme, 
which is ostensibly operating for the purpose of foreign intelligence gathering.  
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Independent oversight in issue of ministerial warrants

We think that if the ability for the GCSB to carry out surveillance on New Zealanders is retained 
in the Bill (which we oppose) then further checks and balances need to be instituted at the 
warrant issue stage.  Rather than the Prime Minister and his appointed Commissioner, we 
would recommend the required approval of a court and an independent and/or Parliamentary 
committee.  This would be equivalent to more stringent protocols in other jurisdictions, such 
as the USA.  

In the USA, the NSA does not have a ministerial authorisation regime for the issuing of warrants 
for surveillance inside the US, and must instead obtain a judicial warrant from the Foreign 
Intelligence Surveillance Court or failing that, a specialist review court. Furthermore, the 
NSA’s activities are subject to external scrutiny and oversight from both the House Permanent 
Select Committee on Intelligence, and the Senate Select Committee on Intelligence which are 
each made up of members of the Majority and Minority.

Usurped role of the Security Intelligence Service 

The SIS has historically been the agency that is permitted to spy on New Zealanders and its 
own legislation uniquely caters for that privilege.  The GCSB, on the other hand, has had held 
its primary role in foreign intelligence gathering.  In this regard it is a member of the Five Eyes 
network/UKUSA Agreement and routinely shares intelligence with the other foreign members.  
This distinction between the essential functions of the SIS and GCSB is important in keeping 
intelligence about New Zealanders and New Zealand businesses within New Zealand.  However 
this Bill seeks to undo that careful distinction.

NSA - PRISM scandal 

As we write, the US Government is enveloped in scandal because it has recently come to light 
that the NSA has been routinely spying on any and all Americans’ communications and using 
them in a spy programme called “PRISM”.  The story develops day by day but now seems to 
extend to the regular surveillance of all Americans’ phone records, email communications, 
and social network information by their own Government.  For this, the Obama administration 
is attracting heavy criticism from the entire breadth of the political spectrum.  

The secret operation of the PRISM programme has been made possible by the enactment of 
over-broad surveillance powers under USA PATRIOT Act of 2001 in the wake of the 9/11 attacks.  
This should serve as a lesson for us in allowing legalisation that enables a Government to 
spy on its citizens without proper limits and for that legislation to be considered hastily.  The 
Patriot Act has eerily similar features to the Bill in as far as it significantly weakened restrictions 
on law enforcement agencies’ gathering of intelligence within the US.  
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The US Government has been unapologetic for its actions and has responded that the 
information gathered is “just metadata” meaning that for example, only the time, duration, 
participants and locations of a phone call will be tracked and not the content of a phone 
call, (until further application is made).  However, this assurance has done nothing to quell 
the uproar.  Metadata is capable of giving a great deal of information about an individual’s 
movements and activities, particularly where it is internet metadata such as IP addresses 
- that is why it is valuable intelligence to the NSA in the first place.  The Kitteridge Report 
confirms that the GCSB has been freely gathering metadata involving New Zealanders without 
a warrant when assisting other authorities, because metadata was (wrongly) not considered 
to be a “communication” for the purposes of the prohibition enshrined in section 14 of the 
current Act. 

The actions of the NSA in operating and defending its use of PRISM give us insight into the 
NSA’s objectives for global surveillance of communications.  We can safely assume that it will 
seek to continue those efforts when it requests the assistance of the GCSB under the Five Eyes 
coalition.  We must therefore be very cautious to prevent the GCSB from being used by the 
NSA to permit blanket surveillance such as that currently exposed and condemned in the US 
PRISM scandal and which will be allowed (and worse) under the Bill.

Submission 4: The ability of the GCSB to share intelligence with others is too wide.  

The use of surveillance information gathered deliberately or inadvertently is too wide in the 
Bill as currently drafted.  There are very few if any limits on who information may be shared 
with once it is collected by the GCSB (including foreign entities).  This aspect of the Bill needs 
amendment, with permitted uses of gathered intelligence more precisely circumscribed.  

Under new section 8A(c)(ii), where the GCSB has gathered information in assisting a public 
authority or entity it may report to the Prime Minister or anyone authorised by him, including a 
foreigner.  Under new section 8B(1)(c)(ii) foreign intelligence can be shared in the same manner.  
This potentially permits the Prime Minister to share intelligence about a New Zealander with 
a foreign state, in his own unfettered discretion without even the protocol of conferring with 
another person.  This is perhaps the widest and most concerning new power in the Bill.  

It also runs roughshod over the judicial oversight regime in the Mutual Assistance in Criminal 
Matters Act 1992 (MACMA), whereby New Zealand and foreign Sates may request that each 
assist the other in investigation of alleged criminal activity.  Ironically, New Zealand authorities 
did use MACMA in gathering information about us, our families and our colleagues on behalf of 
the FBI in the Megaupload debacle.  Of course, we now know that they could not even operate 
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legally under that legislation so how much more dangerous will it be to give the GCSB wider 
untrammelled power under this Bill?

The position is worse in the case of intelligence inadvertently gathered.  This might be 
intelligence gathered against a New Zealander in the course of investigating a foreign person 
or when checking infrastructure.  That information can also be shared with anyone at the GSCB 
Director’s whim without even ministerial oversight or consultation, under new section 25(3)(d).  

We call for the amendment of the Bill so that the GCSB is prohibited from sharing intelligence 
gathered (deliberately or inadvertently) concerning a New Zealander with a foreign power or 
with any person or entity not explicitly authorised by an appropriately mandated independent 
committee and judicial authority.

It is also pertinent here to step back and consider what is being said by the various Five Eyes 
Governments in response to the PRISM revelations.  They have all responded with variations 
on a theme:

“Our foreign intelligence agencies do not spy on our own citizens, only on foreigners”; 

and

“All information we have on our own citizens is legally obtained”.

Of course what that leaves open is what appears to be unrestricted sharing of information 
between intelligence agencies in different jurisdictions.  Let us imagine that person X, a New 
Zealander, is of interest to the GCSB.  While it is hard to see under the current Bill that there 
will be much if any restriction on spying on X anyway, for argument’s sake, let us say that the 
GCSB is unable to obtain an interception warrant.  The solution is simple; have the NSA provide 
the internet sourced and other information about X that is easily obtained by from US based 
internet providers.  The quid pro quo of course is that the NSA expects the same service from 
the GCSB, which is exactly what the Bill allows – information sharing with unaccountable 
overseas agencies (as was illegally allowed in our case when the FBI spirited hard drives out 
of the country).  In other words, you collect information about our citizens and we’ll collect it 
about yours and we’ll just swap it.

The potential for this form of informal sharing severely undermines the warrant safeguards, 
limited as they are, in the Bill.  The Bill must therefore also provide that the GCSB may not, 
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without sanction of a warrant, receive information about a New Zealander from any overseas 
entity, where that information, if it were to be collected directly by the GCSB, would require a 
warrant.

GSCB powers extended by the TICS Bill  

In looking at the GCSB Bill one also needs to understand that the TICS Bill will allow a similar 
process to that the NSA uses - sealed orders made against network operators (or deemed 
network operators under Ministerial discretion) to reveal all, which information can then be 
passed without restriction to anyone, again, based solely on exercise of Ministerial discretion.

Further, given what has happened to us and the continued illegality and failures of the 
GCSB, the suggestion in the TICS Bill for the GCSB to have a veto power over the structure of 
New Zealand telecommunications companies’ systems would be laughable if it were not so 
dangerous.  Combined with the powers proposed in this Bill, the GCSB will be able to coerce 
telecommunications companies into providing the very “back doors” which are the subject of 
the PRISM furore, collect information about New Zealanders and then share that information 
obtained with anyone the Prime Minister deems fit.  That is unacceptable we would think to 
most New Zealanders

Proposed amendments to the Inspector-General of Intelligence and Security Act 1996  

We support the additional resourcing of the Inspector General of Intelligence and Security 
under that Act, but we do not think that that resourcing goes far enough to enable his office to 
operate effectively.  Ms Kitteridge in her report recommended that we strive for a model akin 
to the Australian regime where the Office of the IGIS has 12 staff, including former intelligence 
community employees, a legal advisor, review staff and three administrators.  Notwithstanding 
the difference in size between our two countries, there is still a discrepancy between the 
proposed resourcing of our Inspector General and the Australian regime.
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Proposed amendments to the Intelligence and Security Committee Act 1996   

We support the intended improvements to the operation of Parliament’s Intelligence and 
Security Committee.  

We recommend that this Act be further amended so that the powers and functions of the 
Committee are extended to match those of the Inspector-General of Intelligence and Security 
under Section 11 of the Inspector-General of Intelligence and Security Act 1996, and that the 
Committee be appropriately resourced to perform those functions.  

This gives needed oversight to a democratic, non-partisan body.

Conclusion  

In summary, we are shocked that anyone would consider giving additional powers to the GCSB 
when it has shown that it is incapable of acting legally.

If such powers are to be allocated, they need to be carefully considered; not rammed through 
with urgency to paper over those illegalities.  The Bill submission date should be extended as 
should the time by which the Committee must report back to Parliament.

Any powers which are allocated must not allow for information gathering and retention about New 
Zealanders and New Zealand businesses without judicial warrant and independent parliamentary 
committee oversight.  It is very concerning that the Bill proposes that the Prime Minister would issue 
interception warrants without any judicial oversight, which warrants would enable information 
about New Zealanders to be gathered, retained and shared (including with overseas bodies).

Any surveillance of New Zealanders should only be engaged in by the SIS, to prevent this 
indiscriminate sharing with overseas intelligence agencies.  The Mutual Assistance in Criminal 
Matters Act (if complied with) provides an appropriate existing mechanism for such sharing.
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Kim Dotcom

21 June 2013 

Bram van der Kolk



Submission 112A Kim Dotcom and Bram van der Kolk



Submission 112A Kim Dotcom and Bram van der Kolk



Submission 112A Kim Dotcom and Bram van der Kolk



 
 
To : Intelligence and Security Committee 
 
Submission on the Government Communications Security Bureau and Related Legislation 
Amendment Bill 
 
I do not wish to appear in person before the Committee. 
 
1. Support for Purpose of the Bill 
 
I support the stated purpose of the Bill, namely, to provide a clear statutory framework 
governing the activities of the Government Communications Security Bureau (GCSB) and 
enhance oversight of it. 
 
I support amendments to the bill which are intended to improve the transparency and 
accountability of intelligence gathering. 
 
2. GCSB Surveillance of New Zealanders 
 
I believe that it is imperative that changes to the legislation do not contravene the right 
conferred on citizens by the NZ Bill of Rights to be free from unreasonable search and seizure, 
and which are intended to guarantee freedom of expression and freedom of association. 
 
I believe that it is imperative that the list of agencies that the GCSB is allowed to assist should be 
able to be expanded only by amending the Act itself rather than by Orders in Council. 
 
3. Oversight, Accountability, and External reporting 
 
I concur with the statement in the Kitteridge Report that the "GCSB is at [the] high‐risk end of 
the compliance spectrum. Its powerful capabilities and intrusive statutory powers may only be 
utilised for certain purposes.  
The necessarily secret nature of its capabilities and activities prevents the sort of transparency 
that would usually apply to a public sector organisation" and strongly support its conclusion that 
"It is therefore imperative that the public be able to trust that those exercising the powers are 
doing so only in the way authorised by Parliament." 
 
I also concur with the statements in the Kitteridge Report with respect to "The overall oversight 
regime at GCSB", that "The external oversight of intelligence agencies is essential to provide 
assurance to the public that the intrusive powers of the organisations are being exercised 
lawfully and with respect to the privacy of citizens. ...  
GCSB is a public service department and, like other departments, is responsible to its Minister 
and subject to scrutiny and oversight from Parliament. It is also subject to review or 
investigation by the Office of the Controller and Auditor‐General, and on some matters the 
Offices of the Ombudsmen and the Privacy Commissioner". 
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I strongly believe that it is imperative that any changes to the legislation ensure that there are 
robust systems of external reporting, current systems having been identified by the Kitteridge 
report as inadequate. 
 
I believe that is essential that the recommendation of the Kitteridge report regarding the 
reporting of any non‐compliant activities be included in changes to legislation. I agree that 
"Where non‐compliant activities have been identified and dealt with, they should be reported to 
the appropriate external authority and statistics made public." 
 
I concur with the statement that such "external reporting promotes accountability" and that is 
essential for public trust.  I also believe that reporting on compliance statistics should be 
included in GCSB’s Annual Report, and that it is essential that compliance statistics be regularly 
reported to the Intelligence and Security Committee. 
 
Thank you for the opportunity to submit my opinion. 
 
John Miller Crawford 
21 June 2013  
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To : Intelligence and Security Committee 
 
Submission on the Government Communications Security Bureau and Related Legislation 
Amendment Bill 
 
I do not wish to appear in person before the Committee. 
 
1. Support for Purpose of the Bill 
 
I support the stated purpose of the Bill, namely, to provide a clear statutory framework 
governing the activities of the Government Communications Security Bureau (GCSB) and 
enhance oversight of it. 
 
I support amendments to the bill which are intended to improve the transparency and 
accountability of intelligence gathering. 
 
2. GCSB Surveillance of New Zealanders 
 
I believe that it is imperative that changes to the legislation do not contravene the right 
conferred on citizens by the NZ Bill of Rights to be free from unreasonable search and seizure, 
and which are intended to guarantee freedom of expression and freedom of association. 
 
I believe that it is imperative that the list of agencies that the GCSB is allowed to assist should be 
able to be expanded only by amending the Act itself rather than by Orders in Council. 
 
3. Oversight, Accountability, and External reporting 
 
I concur with the statement in the Kitteridge Report that the "GCSB is at [the] high‐risk end of 
the compliance spectrum. Its powerful capabilities and intrusive statutory powers may only be 
utilised for certain purposes.  
The necessarily secret nature of its capabilities and activities prevents the sort of transparency 
that would usually apply to a public sector organisation" and strongly support its conclusion that 
"It is therefore imperative that the public be able to trust that those exercising the powers are 
doing so only in the way authorised by Parliament." 
 
I also concur with the statements in the Kitteridge Report with respect to "The overall oversight 
regime at GCSB", that "The external oversight of intelligence agencies is essential to provide 
assurance to the public that the intrusive powers of the organisations are being exercised 
lawfully and with respect to the privacy of citizens. ...  
GCSB is a public service department and, like other departments, is responsible to its Minister 
and subject to scrutiny and oversight from Parliament. It is also subject to review or 
investigation by the Office of the Controller and Auditor‐General, and on some matters the 
Offices of the Ombudsmen and the Privacy Commissioner". 
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I strongly believe that it is imperative that any changes to the legislation ensure that there are 
robust systems of external reporting, current systems having been identified by the Kitteridge 
report as inadequate. 
 
I believe that is essential that the recommendation of the Kitteridge report regarding the 
reporting of any non‐compliant activities be included in changes to legislation. I agree that 
"Where non‐compliant activities have been identified and dealt with, they should be reported to 
the appropriate external authority and statistics made public." 
 
I concur with the statement that such "external reporting promotes accountability" and that is 
essential for public trust.  I also believe that reporting on compliance statistics should be 
included in GCSB’s Annual Report, and that it is essential that compliance statistics be regularly 
reported to the Intelligence and Security Committee. 
 
Thank you for the opportunity to submit my opinion. 
 
John Miller Crawford 
21 June 2013  
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To whom it may concern, 
 
I would like to add my name to the list of those who oppose the GCSB & Related Legislation 
Amendment bill.  
I find the whole concept despicable, short-sighted, conceited, and ultimately evil. 
And to base it upon the pretence of 'securing economic interests' is outright ridiculous. 
 
Sincerely, 
Sheldon Te Kare 
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Date: 21-06-2013 

A Submission to the Intelligence and  
Security Committee 

 

on the 

 

Government Communications  
Security Bureau and  

Related Legislation Amendment Bill 
 
 
Submitted by: Corey Hulbert 
 
 
Appearance Before the Committee: 
I do not wish) to appear before the committee to speak to my submission 
 
Summary:  
 

1. I support the existence of the GCSB including it's signals intelligence  functions - with it's focus 
being national security. 
 
2. I oppose the claimed function of the GCSB (a spy agency) to be the international relations of 
New Zealand. 
 
3. I support the function of promoting international relations of New Zealand to be more 
appropriately the role of the diplomatic corps. In the interest of facilitating trust amongst nations, 
this should not involve covert operations. 
 
4. I support the claimed function of the GCSB to support the economic well-being of New 
Zealand - but only in the overall context of National Security. 
 
5. I oppose the claimed separate function of the GCSB (a spy agency) to be the economic well-
being of New Zealand, owing to the risk of corrupt practices and potential damage to international 
relationships and to individuals caused by cyber-spies (and government) secretly accessing 
financial, business, industry and trade details. 
 
6. I support the function of  the diplomatic corps and trade commission to contribute to the 
economic well-being of New Zealand.  In the interest of  facilitating trust amongst nations, 
businesses, industries and ordinary people - this should not involve covert operations. 
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7. I oppose widespread surveillance of the citizens of New Zealand either by actions of the 
GCSB when operating on it's own; or when operating in conjunction with any other SIGINT 
organizations or any agency whether in New Zealand or elsewhere -  owing to the inherent risks 
to democratic rights and freedoms; and the risks to personal privacy. 
 
8. I support amending the Government Communications Security Bureau Act 2003; but feel that 
the amendments should focus on:  
a. protecting the democratic rights and freedoms of New Zealanders;  and, 
b. protecting the personal privacy of New Zealanders; and, 
c. curtailing the power of the GCSB; and, 
d. increasing the transparency and oversight of the GCSB; and 
e. increasing the accountability of the GCSB (and government in general).  
9. I oppose the amendments proposed in this  Bill because they do just the opposite of Summary 
point (8) 
 
Conclusion: 
I would recommend that this Bill be withdrawn and re-written. 
 
Comments: 
 
A. Section 7 - "Objective of the Bureau" 
 
1. The objective of the Bureau in performing its functions, is to contribute to  
a. the national security of New Zealand; and  
b. the international relations and well-being of New Zealand; and  
c. the economic well-being of New Zealand. 
2. Re: 7(a) -The objective of the GCSB to contribute to the National Security of New Zealand is 
fully supported. 
 
3. Re: 7(b) - Formalizing as a separate function the notion that a spy agency's function is to 
contribute to international relations is dangerous. A vague and nonspecific objective such as this 
being given to an organization that operates in secret is fraught with hazards for the democratic 
rights of New Zealanders.  
a) Depending on the mindset of the government, the Minister, or the Director - there are 
potentially a wide range of personal,  group or organizational activities which might be critical of 
government  - that might be construed by a Big Brother government as influencing the 
"international relations and well-being of New Zealand;" and, following on that trigger harsh 
treatment by such a government.   
b) There is far too great a risk for the vague objective of contributing to the "international relations 
and well-being" to be abused by autocratic governments and power-hungry politicians and 
bureaucrats; and to us this notion to justify clamping down on freedom of expression and other 
democratic freedoms and rights of the general public.   
c) Positive international relations require trust. Trust requires honesty and at least some integrity 
of the parties involved in relationships. It is hypocritical at best (if not downright insulting) for any 
country to be expected to deal with another country's spy agency for the purpose of making or 
maintaining positive international relationships. Surely this objective should be dealt with by a 
separate organization such as the diplomatic service. (The diplomatic service should not be 
engaged in covert spying.)  

Submission 115 Corey Hulbert



d) The normal open (not clandestine): networking as well as the collection and analysis of publicly 
available non-personal data - which is part and parcel of normal diplomatic and trade relations, 
does not constitute spying. This type of activity can help international relations of various types - 
including economic ones. But the success of diplomatic and trade relationships  requires mutual 
trust. Interactions between countries need to be reasonably honest and above-board if the 
relationships (diplomatic or economic) are likely to be perceived to be  trustworthy.  Spy agencies 
are generally the opposite of what would be desirable for these types of positive relationships. 
  
4. Re: 7(c) - I agree with the notion that the GCSB support the economic well-being of New 
Zealand - but only in the context of its role in contributing to national security. 
a. I oppose the claimed separate function of the GCSB (a spy agency) to be the economic well-
being of New Zealand - owing to the risk of corrupt practices, and consequent potential damage 
to international relationships, and to individuals that might be caused by cyber-spies (and other 
members of government) secretly accessing financial, business, industry and trade details.  
b. This type of objective is likely to encourage corporate or industrial espionage and the theft or 
manipulation of trade secrets. This might benefit a few powerful and wealthy corporations, but is 
unlikely to be to the benefit of the economy of ordinary New Zealanders. It is also likely to bring 
the country into disrepute if it occurred and was discovered.   
c. Surely New Zealand's diplomatic and trade commissioner staff are the ones best suited to deal 
with contributing to the economic well-being of New Zealand. They need to be trustworthy too - 
and should not be involved in covert industrial or corporate spying or dishonest manipulation of 
trade.     
d. Keeping the country safe (eg from counterfeiters or those who manipulate the stock market) 
etc reasonably fits under the umbrella of the objective of guarding "national security". However, 
spying on plans unrelated to our own country's security (or worse still, stealing secrets) that are 
related to the industry or businesses of other countries or that of our own country's citizens - is 
corrupt. It cannot be justified by any government that has a molecule of integrity in it's make-up. It 
also increases the risk that the staff who are employed by an organization which has a lot of 
advanced computer technology (and which is able to operate in secret) may act in a malicious or 
fraudulent way with the financial data that they are able to access that is related to individual 
citizens or other countries. 
5. There is another concern with including "international relations" and "economic well-being" as 
objectives for a spy agency: 
a. Modern management treat employees like Pavlovian rats. They must do tricks (achieve 
"goals") to get their reward. The successful tricks can then be counted and reported by 
management to those higher up the chain, so they too will get their reward.  
b. Realistically the role of spies isn't likely geared towards creating positive relations or positive 
economic well-being. Their "group think" is more likely inclined to be suspicious, and to be on the 
look-out for negatives.   
c. So what happens when spies must fulfill performance "goals" for something like  "international 
relations" and "economic well-being"? Isn't it likely that what will be measured will be what the 
"group think" perceives as threats to these goals (versus positive outcomes)? Isn't it also likely 
that what constitutes a perceived threat is likely to become more and more elastic over time - 
such that the democratic and civil liberties of the public eventually become construed as 
"threats"? 
6. In the 2003 version "foreign intelligence" was at the forefront of the objectives. In this proposed 
amendment, "foreign intelligence" is conspicuously absent - which opens the objective of the 
"Bureau" to be legally interpreted as to include "national" as well as "foreign" communications 
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interception.  
 
7. The consequences of wide-ranging, non-specific objectives may not be felt by citizens when 
they are applied against "foreigners" due to a distancing effect. It's another story when the actions 
of citizens become policed against such broad objectives, especially when the factors noted 
above come into play.  
 
B.  Removal of the focus on surveillance of foreigners. 

1. The Amendment removes limiting the scope of the actions of the GCSB under the Act - to 
surveillance of foreigners.  

2. By implication, this means that this Bill seeks to legalize intrusive blanket surveillance of 
New Zealand citizens, not just foreigners. At a minimum this is apparent in Section 7, 
Section 8, Part 3, Section 13, Section 15, Section 16, and Section 19.  (Please include 
here any other part where this type of change has been made, lest I did not mention it.)  

3. What evidence is there that terrorists or significant criminals have been found owing to 
the blanket surveillance of New Zealanders? None. 

4. I oppose this pervasive change to the Act as proposed in this Bill owing to the potential 
negative consequences on the democratic rights and freedoms of New Zealanders and 
the personal privacy of New Zealanders. 

C. Change in Section 14 
1. In the 2003 version - Section 14 was entitled: "Interception not to target domestic 

communication" 

2. The restriction on intercepting the communications of a person who is a New Zealand 
citizen or permanent resident are pretty straight forward in the 2003 version.  

3. In the current proposed amendment, the wording has been changed to: "Interception 
not to target New Zealand citizens or permanent residents for intelligence 
gathering purposes."This is not the same as saying: "Interception not to target domestic 
communication" 

4. Any restrictions in the proposed amendment regarding targeting New Zealand citizens or 
permanent residents would only apply to a limited part of the amended law - the newly 
proposed section 8B. (The proposed Section 8 has multiple parts in the amendment 
besides 8B). 

5. This change needs to be reconsidered to insure that the democratic rights and freedoms 
and privacy of New Zealanders are clearly protected. 

D. Change in Section 15 
1. There have been major changes to this Section which need substantial review. 

2. The amendment Bill proposes that two very extensive sections are to be added which 
facilitate authorisation to intercept communication or access information infrastructure 
including - for the purpose of intercepting the private communications of a New Zealand 
citizen or permanent resident of New Zealand. 

3. In the amendment, a new cross-heading is to be inserted: "Authorisations to intercept 
communications or access information infrastructures" which did not exist in the 
2003 document. 

4. This clause effectively legalizes blanket surveillance by direct access to data in telephone 
networks and on servers. This means access to content similar to Prism. It should be 
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pretty clear that Prism and the other off-shoots of Echelon's Stellar Wind Program have 
caused a major scandal in the US.  

5. Until the world heard what the US had been up to through its Echelon spy program 
(which New Zealand / GCSB is part of) - this type of thing only occurred in "Big Brother" 
authoritarian states like China and North Korea etc because it was illegal in democratic 
countries. 

6. Adolf Hitler and any of the Dictators would have just loved to have open access to 
everyone's data. The potential for abuse is substantial. 

7. The amendments to Section 15 are incredibly intrusive. Without doubt the proposed 
changes seek sanction of "Big Brother" type of activities. 

8. I very strongly oppose this amendment. 

 
E. Change to Section 21 
 
1. The change to Section 21 is significant. It confers immunity from civil and criminal liability. 
 
2. Even in the 2003 version - there is an implication that the mere existence of a warrant or 
authorisation is sufficient to justify intrusion - but, in the proposed new amendment the title has 
been changed to: "Immunity from civil and criminal liability." 
 
3. The proposed amendment would legally confer immunity to the Director and all employees of 
the Bureau. This means that whether by mistake, or deliberately through maliciousness - a great 
wrong can be done to an individual as a consequence of a wrongful warrant or authorisation and 
related intrusion on privacy - but the person targeted with this action will have no legal recourse.  
 
4. This is not evidence of accountability.  
 
5. At an absolute minimum, in the interest of protecting the public and to serve as a deterrent  to 
inappropriate surveillance and intrusion into personal privacy and in the interest of accountability - 
I think that the following should be considered in any amendment to the current Act: 
a. The existence of an authorisation or warrant should not mitigate against actions that cannot 
truly be justified as necessary for national security; and,  
b. There needs to be accountability as well as significant penalties (including the right for 
individuals to sue) for deliberate or malicious wrong-doing, or the unwarranted intrusion into 
personal privacy that cannot be clearly justified on the basis of the protection of national 
security.   
c. In the interest of natural justice, in these cases, if they progress to court - there should be 
obligatory access granted to the person(s) who has/have been spied upon to all information 
relevant to the matter that is held by the Bureau as part of the legal Discovery process. (Release 
of data claimed to be essential for national security should be screened by the judiciary to 
determine if this is truly the case).   
d. The penalties for spoliation (ie the destruction, modification or hiding) of evidence by the 
Bureau (or any government agency) should be very high.   
e. Under such circumstances, the Bureau should not be able to hide relevant evidence just 
because they have the ability to label information as secret in order to hide it.   
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f. The fact that information related to wrong-doing obtained under Discovery or the Official 
Information Act or Privacy Act might merely be embarrassing to any Minister, politician, Director, 
the Bureau, or any other bureaucratic organization or individual bureaucrat or the government in 
general should never be deemed as constituting a threat to national security. Under these 
circumstances, such revelations serve to protect the public from the tyranny of people in authority 
with too much power, and not enough integrity to act in a fair and reasonable manner.   
g. The risk of exposing inappropriate policies and actions would also serve as a concrete 
deterrent to such actions.  
F. A need to curtail the power of the Bureau and increase it's oversight; and the need for 
oversight of the acts of politicians and senior bureaucrats. 
 
1. The power of the Bureau needs to decrease and there needs to be increased oversight.  
 
2. GCSB is an organization that operates mainly in secret. It likely attracts staff who have a more 
Machiavellian view than average of what constitutes right versus wrong. 
 
3. It has control of powerful resources that allows staff to intrude on people's information 
(including financial information); and also the technology to steal it, modify it or delete it. In other 
words, GCSB not only can wrongfully intrude on people's information - but it has the potential for 
it's staff to maliciously or fraudulently do criminal hacking. 
 
4. It also has the same power at hand required by cyber-terrorists to bring a country to it's knees. 
 
5. It's not just the GCSB that needs close monitoring. The actions of politicians and senior 
bureaucrats also requires oversight in order to prevent abuse of access to a powerful tool.   
a. Watergate was a classic case of abuse of spying by government officials. It led to the 
resignation of President Nixon.   
b. At the moment there is a brouhaha in Czechoslovakia. The Czech Prime Minister has resigned 
after his Chief of Staff was accused of corruption and abuse of power. The abuse of power 
included allegations that military intelligence had been illegally ordered to spy on 3 people.  
6. The GCSB has access to data. Data is information. Information leads to knowledge and 
knowledge leads to power. Power is a powerful aphrodisiac for some people. 
 

"Power corrupts and absolute power corrupts absolutely." (Lord Acton) 
 
7. Strong informed oversight is required of any spy organization, the military or police in order to 
insure that policies and procedures and actions are actually aboveboard (not just claimed to be 
aboveboard) and to insure that democratic rights and freedoms are maintained. 
 
8. Those who provide oversight should not be expected to operate in the dark or be misled; and 
they should have authority to halt activity that they think is wrongful. In other words, in the interest 
of the common good, in some areas  their power needs to be greater than the Director. 
 

Conclusions: 
 There are multiple major problems with the proposed Government Communications Security 

Bureau and Related Legislation Amendment Bill. 
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 I support the Bill being scrapped and a new Bill drafted. 

 In conjunction with this, I support also scrapping the Telecommunications Interception Capability 
and Security Bill. That Bill also needs to be restructured to protect the democratic rights and 
freedoms, and privacy of New Zealanders. 
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Submission to the government intelligence select committee 

 

By Jan Rivers of  

Wellington 

In the matter of the Government Communications and Security Bureau 

 

Summary 

I have deep concerns about the extent of the powers granted to the GCSB by this Bill, 
especially when combined with the proposed changes to the Telecommunications 
(Interception Capability) Act (2004) contained in the TICS Bill. 

I do not believe that the GCSB should be spying on New Zealanders. I am particularly 
concerned with the Bill’s silence on the GCSB’s existing practice of collecting and analysing 
metadata. 

I do not believe that the GCSB is the right agency to have oversight and control of New 
Zealand’s telecommunications infrastructure in the name of “cybersecurity”. 

I do not believe that the Bill makes any significant improvement to the current woefully 
inadequate oversight procedures. 

I submit that this Bill and the TICS Bill should both be rejected. Rather there needs to be a 
formal review of New Zealand’s domestic and foreign intelligence requirements. 

I am extremely concerned that the Bill’s submissions process was not extended even despite 
the recent revelations made by the information released into the public domain by Edward 
Snowden which radically change the public understanding of the model of surveillance that 
has been adopted by the United States – which points to the kinds of abuses that New 
Zealand may be open too if this Bill is passed. 

I am also concerned that the Cabinet has released papers on the proposed operation and 
impact of the Bill, a day before the closing date for submissions. This will have not given any 
submitters the opportunity to comment on the proposed Bill in the light of Cabinet decisions 
and is very worrying in the light of the fact that commentators say that the papers represent 
the intention for a vast network.  

The New GCSB 

This bill is a major expansion of purpose for the GCSB and includes an equally major 
expansion of their powers, including the ability to access any computer or communication 
system to spy on and monitor both foreigners and New Zealanders. 

No GCSB spying on New Zealanders 
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I  support the clear intentions of the GCSB Act (2003) in that the GCSB should not be spying 
on New Zealand citizens and permanent residents. We note that the only assistance that the 
GCSB could give to other agencies in the original act was to help them secure their own 
systems and communications. 

The GCSB’s main purpose has always been spying on our neighbours in the Pacific and 
sharing the information received with our intelligence allies. I  believe that bolting on this 
ability to assist the Police, SIS and Defence Force is inappropriate and will weaken the clarity 
of purpose of the GCSB. 

This lack of clarity of purpose can be seen in the recent Kim Dotcom/Megaupload case where 
it appears that the GCSB got involved in spying on people who were merely being accused of 
providing tools to allow people to breach copyright. 

The tools and mentality used to do this kind of work is very different from that used by the 
Police and SIS in protecting New Zealand and New Zealanders from threats. Technically the 
types of investigations undertaken by the Police and SIS target people who have drawn their 
attention in some way, whereas the GCSB tends to trawl everything looking for information. 

I further believe that the SIS and Police should well be able to develop their own technical 
capabilities and can then operate them in accordance with the rules and controls that they are 
used to working under. The need for highly technically skilled police staff and resources will 
grow quickly, so must be addressed appropriately by the agencies responsible. Using a NZ 
spy agency instead is insufficient and inappropriate, and opens up the police work undertaken 
to disrepute. 

New Mission - Cybersecurity 

The GCSB Act (2003) gives the GCSB the objective of protecting the communications and 
systems of the New Zealand government. 

The GCSB Bill changes this purpose so that it will now have responsibility for protecting the 
information and telecommunications infrastructures of everyone in the country. 

New Mission - Spying on New Zealanders 

The GCSB Act (2003) allowed the GCSB to provide advice and assistance to any public 
authorities or other entities. However, section 14 made it very clear that this assistance was 
not to include any action for the purpose of intercepting the communications of a New 
Zealand citizen or permanent resident. 

The GCSB Bill now explicitly allows the GCSB to perform interceptions of New Zealanders 
communications on behalf of the Police, SIS or Defence Force. 

It also allows the GCSB to spy on New Zealanders for the purpose of maintaining 
cybersecurity. (The GCSB claims in the Regulatory Impact Statement that it will need to be 
able to monitor the communications of New Zealanders to detect whether they are being 
attacked.) 

Mass Surveillance & Metadata 
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Continuing technical development means that it is now cost-effective to collect masses of 
innocuous data about people, dump it all into a huge data store and then run sophisticated 
analysis software over it to extract information about what people do. 

Even just looking at metadata (or call associated data as it is described in the TICS Bill) can 
be incredibly revealing. Taking just the example of phone records, metadata can include: who 
we call, when we call them, how often we call them, how long we speak for, where we call 
them from, who they call after we call them, and so on. For example: 

... in the world of business, a pattern of phone calls from key executives can reveal impending 
corporate takeovers. Personal phone calls can also reveal sensitive medical information: “You 
can see a call to a gynaecologist, and then a call to an oncologist, and then a call to close 
family members.” And information from cell-phone towers can reveal the caller’s location. 
Metadata, she pointed out, can be so revelatory about whom reporters talk to in order to get 
sensitive stories that it can make more traditional tools in leak investigations, like search 
warrants and subpoenas, look quaint. 

Adding additional sources of information such as banking records, electronic toll records and 
so on increases the amount of information that can be mined from the collected data. Once 
you start collecting data on everyone, the records can be cross referenced with each other to 
work out who associates with whom and you end up with a very detailed database about 
people’s lives. 

GCSB access to metadata 

In the Kitteridge report the GCSB revealed that they believe that “metadata was not a 
communication” and that they “could, on request, lawfully obtain and provide information 
about metadata involving New Zealanders, without the authority of a warrant...” 

The current bill provides the ability for the GCSB to apply for warrants and access 
authorisations that can target any number of people, systems or classes of people and 
systems. It is clear to us that these warrants and access authorisations are designed to be as 
wide and open-ended as possible so that the GCSB can actively collect both communications 
and metadata in an ongoing fashion. 

Metadata is important 

I  reject the idea that metadata is any less important or less worthy of protection than the 
content of a communication. 

I  further reject the idea that the GCSB should be able to collect metadata about any person 
who they are not actively investigating, and that this collection should only be possible 
subject to a properly issued and specific warrant. 

No mass surveillance 

I believe that the GCSB should not be creating large databases of information about New 
Zealander and that we should not be giving them the legal powers to do so. 
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The GCSB Act should be amended to make it clear that a) metadata is to be subject to the 
same controls and limitations as communications, b) the GCSB is not permitted to create any 
databases of information about New Zealanders who are not actively under investigation. 

Cybersecurity 

The GCSB and TICS bills combine to give the GCSB a new purpose of being responsible for 
the security of New Zealand’s telecommunications and data networks. (As noted earlier, the 
2003 Act only gave the GCSB responsibilities for securing government communications.) 
This is a major expansion of the GCSB’s purpose. 

GCSB not the right agency to do cybersecurity 

The GCSB is not the right agency to be responsible for cyber security. It will be difficult to 
trust an agency that has the dual roles of both spying on systems while ensuring that they are 
protected from others. 
This is especially true given that the GCSB has a long history of working with and sharing 
information with intelligence agencies in other countries such as the US who appear to be 
actively spying on the communications of New Zealanders. 

The level of oversight and control given to the GCSB in this new role will also make others 
reluctant to trust New Zealand telecommunications infrastructure. For example, will 
companies that trade with New Zealand be willing to use New Zealand hosted services such 
as Xero, knowing that the GCSB will be able to get at their financial records? 

No spying for our protection 

To do this the GCSB asserts it needs wide powers to spy on New Zealanders in order to “see 
who is being attacked” (wording from para 36 of the RIS). This is the same type of thinking 
that would argue for a police camera in every home to see who is being burgled. It is a 
pathetically transparent justification to get legal clearance to continue spying on New 
Zealanders. 

I reject the idea that we need the GCSB to spy on us for our own protection. 

Insufficient oversight 

Recent events have shown that oversight of the GCSB has been failing. The current oversight 
regime relies on the Minister and the Inspector-General of Intelligence both doing their job 
but clearly illegal behaviour has been ignored, issues have not been followed up, and the 
Minister has been shown to be ignorant of what has been happening within the bureau. 

This bill makes some minor changes to the powers of the Inspector-General but I am still 
being asked to rely on an oversight model that has already shown that it is not fit for purpose. 
I  note that both the Inspector-General of Intelligence and the Commissioner of Security 
Warrants are both appointed by the very Minister that is the only other significant check on 
the GCSB. 
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The GCSB has major powers of intrusion into the lives of New Zealanders. This bill in 
combination with the TICS bill greatly expands the powers of the GCSB and their scope of 
operations. These invasive powers need oversight that is not only effective but can be trusted. 

We need an expanded and significantly better system of oversight that doesn’t rely on one 
politician and their direct appointees. This bill does not provide it. 

Conclusions 

Civil liberties 

When considering any bill with as much impact on civil liberties as this one, there are a 
number of questions that need to be answered: 

Is this bill necessary? I do not believe that the Government has presented any credible 
argument for the GCSB to have these powers to spy on us. The last person killed by terrorists 
in New Zealand died nearly 30 years ago. While cybercrime is annoying for those who suffer 
from it, even the most excitable claims about the total cost are low compared to other forms 
of crime in New Zealand. 

Are these measures proportional? The creation of a mass surveillance state with 
government agencies that collect data about us and analyse it is a major step in changing the 
nature of our society. People act differently when they are being watched and there is a 
chilling effect on freedom of expression. The government has failed to show that these losses 
are proportional to any perceived benefit we will get from giving up our privacy in this way. 

Are the powers granted the minimum required? Any surveillance should be limited to the 
minimum required to address the immediate requirement. This would normally mean 
targeting a person or group of people after it has been shown that there is a reasonable 
requirements to do so. This bill fails to do so by enabling mass surveillance regardless of 
reasonable suspicion. 

Is there appropriate transparency? The bill does not provide enough reporting about what 
the GCSB is doing and to the extent it is doing it. A simple accounting of the number of 
interception warrants and access authorisations does not provide sufficient insight into the 
activities of the GCSB. 

Is there proper oversight? All oversight in the GCSB bill is provided by the Minister for the 
GCSB and two functionaries appointed by that same minister, an arrangement that has 
already been demonstrated to be inadequate. There is no judicial oversight, no independent 
auditor or board of trusted citizens to review these decisions. 

Throw this bill out and start again 

I believe that this bill is a serious threat to New Zealand’s democracy. It enables the GCSB to 
engage in mass surveillance of the New Zealand people in a matter more fitting to East 
Germany or China. 
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The GCSB might argue that they need these powers to protect us - but I believe those 
decisions are up to the people of New Zealand. I  reject their claims and find their proposed 
solution to be an unacceptable overreach. 

I have not provided a list of individual improvements that can be applied to this bill as we 
believe the entire bill needs to be thrown out and the process started again, along with the 
Telecommunications Interception Capability and Security Bill. 

I recommend: 

 A general review of New Zealand’s intelligence organisations, domestic and foreign. 
This should focus on establishing our needs before deciding on what agencies and 
laws we need. 

 Establishing an independent cyber-security organisation with a coordinating and 
consultative role rather than intrusive and coercive. 

 Providing sufficient resources to the Police and SIS to enable them to do their own 
technical work without relying on the spy powers of the GCSB. 

 Banning our surveillance agencies from doing mass surveillance of innocent people. 
 Accepting that metadata (or ‘associated call data’) is as important to privacy as the 

content of communications and providing it with the same protection. 
 Establishing independent and effective oversight of surveillance carried out by all of 

New Zealand’s agencies with surveillance powers. 
 Applying the same standards that we apply to data collection about New Zealanders 

to information received from foreign countries about New Zealanders. 
 Setting strict limits on what data about New Zealanders can be shared with overseas 

agencies. 
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Appearance Before the Commite 
I  do not wish to appear before the committee to speak to my submission 
 
Summary:  

1. I support the existence of the GCSB including it's signals 
intelligence  functions - with it's focus being national security. 
 
2. I oppose the claimed function of the GCSB (a spy agency) to be the 
international relations of New Zealand. 
 
3. I support the function of promoting international relations of New Zealand to 
be more appropriately the role of the diplomatic corps. In the interest of 
facilitating trust amongst nations, this should not involve covert operations. 
 
4. I support the claimed function of the GCSB to support the economic well-
being of New Zealand - but only in the overall context of National Security. 
 
5. I oppose the claimed separate function of the GCSB (a spy agency) to be the 
economic well-being of New Zealand, owing to the risk of corrupt practices and 
potential damage to international relationships and to individuals caused by 
cyber-spies (and government) secretly accessing financial, business, industry 
and trade details. 
 
6. I support the function of  the diplomatic corps and trade commission to 
contribute to the economic well-being of New Zealand.  In the interest 
of  facilitating trust amongst nations, businesses, industries and ordinary people - 
this should not involve covert operations. 
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7. I oppose widespread surveillance of the citizens of New Zealand either by 
actions of the GCSB when operating on it's own; or when operating in 
conjunction with any other SIGINT organizations or any agency whether in New 
Zealand or elsewhere -  owing to the inherent risks to democratic rights and 
freedoms; and the risks to personal privacy. 
 
8. I support amending the Government Communications Security Bureau Act 
2003; but feel that the amendments should focus on:  
a. protecting the democratic rights and freedoms of New Zealanders;  and, 
b. protecting the personal privacy of New Zealanders; and, 
c. curtailing the power of the GCSB; and, 
d. increasing the transparency and oversight of the GCSB; and 
e. increasing the accountability of the GCSB (and government in general).  
9. I oppose the amendments proposed in this  Bill because they do just the 
opposite of Summary point (8) 
 
Conclusion:   
I would recommend that this Bill be withdrawn and re-written. 
 
Comments: 
 
A. Section 7 - "Objective of the Bureau" 
 
1. The objective of the Bureau in performing its functions, is to contribute to  
a. the national security of New Zealand; and  
b. the international relations and well-being of New Zealand; and  
c. the economic well-being of New Zealand. 
2. Re: 7(a) -The objective of the GCSB to contribute to the National Security of 
New Zealand is fully supported. 
 
3. Re: 7(b) - Formalizing as a separate function the notion that a spy agency's 
function is to contribute to international relations is dangerous. A vague and 
nonspecific objective such as this being given to an organization that operates in 
secret is fraught with hazards for the democratic rights of New Zealanders.  
a) Depending on the mindset of the government, the Minister, or the Director - 
there are potentially a wide range of personal,  group or organizational activities 
which might be critical of government  - that might be construed by a Big Brother 
government as influencing the "international relations and well-being of New 
Zealand;" and, following on that trigger harsh treatment by such a government.   
b) There is far too great a risk for the vague objective of contributing to the 
"international relations and well-being" to be abused by autocratic governments 
and power-hungry politicians and bureaucrats; and to use this notion to justify 
clamping down on freedom of expression and other democratic freedoms and 
rights of the general public.   
c) Positive international relations require trust. Trust requires honesty and at least 
some integrity of the parties involved in relationships. It is hypocritical at best (if 
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not downright insulting) for any country to be expected to deal with another 
country's spy agency for the purpose of making or maintaining positive 
international relationships. Surely this objective should be dealt with by a 
separate organization such as the diplomatic service. (The diplomatic service 
should not be engaged in covert spying.)  
d) The normal open (not clandestine): networking as well as the collection and 
analysis of publicly available non-personal data - which is part and parcel of 
normal diplomatic and trade relations, does not constitute spying. This type of 
activity can help international relations of various types - including economic 
ones. But the success of diplomatic and trade relationships  requires mutual 
trust. Interactions between countries need to be reasonably honest and above-
board if the relationships (diplomatic or economic) are likely to be perceived to 
be  trustworthy.  Spy agencies are generally the opposite of what would be 
desirable for these types of positive relationships. 
  
4. Re: 7(c) - I agree with the notion that the GCSB support the economic well-
being of New Zealand - but only in the context of its role in contributing to 
national security. 
a. I oppose the claimed separate function of the GCSB (a spy agency) to be the 
economic well-being of New Zealand - owing to the risk of corrupt practices, and 
consequent potential damage to international relationships, and to individuals 
that might be caused by cyber-spies (and other members of government) 
secretly accessing financial, business, industry and trade details.  
b. This type of objective is likely to encourage corporate or industrial espionage 
and the theft or manipulation of trade secrets. This might benefit a few powerful 
and wealthy corporations, but is unlikely to be to the benefit of the economy of 
ordinary New Zealanders. It is also likely to bring the country into disrepute if it 
occurred and was discovered.   
c. Surely New Zealand's diplomatic and trade commissioner staff are the ones 
best suited to deal with contributing to the economic well-being of New Zealand. 
They need to be trustworthy too - and should not be involved in covert industrial 
or corporate spying or dishonest manipulation of trade.     
d. Keeping the country safe (eg from counterfeiters or those who manipulate the 
stock market) etc reasonably fits under the umbrella of the objective of guarding 
"national security". However, spying on plans unrelated to our own country's 
security (or worse still, stealing secrets) that are related to the industry or 
businesses of other countries or that of our own country's citizens - is corrupt. It 
cannot be justified by any government that has a molecule of integrity in it's 
make-up. It also increases the risk that the staff who are employed by an 
organization which has a lot of advanced computer technology (and which is able 
to operate in secret) may act in a malicious or fraudulent way with the financial 
data that they are able to access that is related to individual citizens or other 
countries. 
5. There is another concern with including "international relations" and "economic 
well-being" as objectives for a spy agency: 
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a. Modern management treat employees like Pavlovian rats. They must do tricks 
(achieve "goals") to get their reward. The successful tricks can then be counted 
and reported by management to those higher up the chain, so they too will get 
their reward.  
b. Realistically the role of spies isn't likely geared towards creating positive 
relations or positive economic well-being. Their "group think" is more likely 
inclined to be suspicious, and to be on the look-out for negatives.   
c. So what happens when spies must fulfill performance "goals" for something 
like  "international relations" and "economic well-being"? Isn't it likely that what 
will be measured will be what the "group think" perceives as threats to these 
goals (versus positive outcomes)? Isn't it also likely that what constitutes a 
perceived threat is likely to become more and more elastic over time - such that 
the democratic and civil liberties of the public eventually become construed as 
"threats"? 
6. In the 2003 version "foreign intelligence" was at the forefront of the objectives. 
In this proposed amendment, "foreign intelligence" is conspicuously absent - 
which opens the objective of the "Bureau" to be legally interpreted as to include 
"national" as well as "foreign" communications interception.  
 
7. The consequences of wide-ranging, non-specific objectives may not be felt by 
citizens when they are applied against "foreigners" due to a distancing effect. It's 
another story when the actions of citizens become policed against such broad 
objectives, especially when the factors noted above come into play.  
 
B.  Removal of the focus on surveillance of foreigners. 

1. The Amendment removes limiting the scope of the actions of the GCSB 
under the Act - to surveillance of foreigners.  

2. By implication, this means that this Bill seeks to legalize intrusive blanket 
surveillance of New Zealand citizens, not just foreigners. At a minimum 
this is apparent in Section 7, Section 8, Part 3, Section 13, Section 15, 
Section 16, and Section 19.  (Please include here any other part where 
this type of change has been made, lest I did not mention it.)  

3. What evidence is there that terrorists or significant criminals have been 
found owing to the blanket surveillance of New Zealanders? None. 

4. I oppose this pervasive change to the Act as proposed in this Bill owing to 
the potential negative consequences on the democratic rights and 
freedoms of New Zealanders and the personal privacy of New Zealanders. 

C. Change in Section 14 
1. In the 2003 version - Section 14 was entitled: "Interception not to target domestic 

communication" 

2. The restriction on intercepting the communications of a person who is a New Zealand 
citizen or permanent resident are pretty straight forward in the 2003 version.  

3. In the current proposed amendment, the wording has been changed to: "Interception 
not to target New Zealand citizens or permanent residents for intelligence 
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gathering purposes."This is not the same as saying: "Interception not to target domestic 
communication" 

4. Any restrictions in the proposed amendment regarding targeting New Zealand citizens or 
permanent residents would only apply to a limited part of the amended law - the newly 
proposed section 8B. (The proposed Section 8 has multiple parts in the amendment 
besides 8B). 

5. This change needs to be reconsidered to insure that the democratic rights and freedoms 
and privacy of New Zealanders are clearly protected. 

D. Change in Section 15 
1. There have been major changes to this Section which need substantial review. 

2. The amendment Bill proposes that two very extensive sections are to be added which 
facilitate authorisation to intercept communication or access information infrastructure 
including - for the purpose of intercepting the private communications of a New Zealand 
citizen or permanent resident of New Zealand. 

3. In the amendment, a new cross-heading is to be inserted: "Authorisations to intercept 
communications or access information infrastructures" which did not exist in the 
2003 document. 

4. This clause effectively legalizes blanket surveillance by direct access to data in telephone 
networks and on servers. This means access to content similar to Prism. It should be 
pretty clear that Prism and the other off-shoots of Echelon's Stellar Wind Program have 
caused a major scandal in the US.  

5. Until the world heard what the US had been up to through its Echelon spy program 
(which New Zealand / GCSB is part of) - this type of thing only occurred in "Big Brother" 
authoritarian states like China and North Korea etc because it was illegal in democratic 
countries. 

6. Adolf Hitler and any of the Dictators would have just loved to have open access to 
everyone's data. The potential for abuse is substantial. 

7. The amendments to Section 15 are incredibly intrusive. Without doubt the proposed 
changes seek sanction of "Big Brother" type of activities. 

8. I very strongly oppose this amendment. 

 
E. Change to Section 21 
 
1. The change to Section 21 is significant. It confers immunity from civil and criminal liability. 
 
2. Even in the 2003 version - there is an implication that the mere existence of a warrant or 
authorisation is sufficient to justify intrusion - but, in the proposed new amendment the title has 
been changed to: "Immunity from civil and criminal liability." 
 
3. The proposed amendment would legally confer immunity to the Director and all employees of 
the Bureau. This means that whether by mistake, or deliberately through maliciousness - a great 
wrong can be done to an individual as a consequence of a wrongful warrant or authorisation and 
related intrusion on privacy - but the person targeted with this action will have no legal recourse.  
 
4. This is not evidence of accountability.  
 
5. At an absolute minimum, in the interest of protecting the public and to serve as a deterrent  to 
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inappropriate surveillance and intrusion into personal privacy and in the interest of accountability - 
I think that the following should be considered in any amendment to the current Act: 
a. The existence of an authorisation or warrant should not mitigate against actions that cannot 
truly be justified as necessary for national security; and,  
b. There needs to be accountability as well as significant penalties (including the right for 
individuals to sue) for deliberate or malicious wrong-doing, or the unwarranted intrusion into 
personal privacy that cannot be clearly justified on the basis of the protection of national 
security.   
c. In the interest of natural justice, in these cases, if they progress to court - there should be 
obligatory access granted to the person(s) who has/have been spied upon to all information 
relevant to the matter that is held by the Bureau as part of the legal Discovery process. (Release 
of data claimed to be essential for national security should be screened by the judiciary to 
determine if this is truly the case).   
d. The penalties for spoliation (ie the destruction, modification or hiding) of evidence by the 
Bureau (or any government agency) should be very high.   
e. Under such circumstances, the Bureau should not be able to hide relevant evidence just 
because they have the ability to label information as secret in order to hide it.   
f. The fact that information related to wrong-doing obtained under Discovery or the Official 
Information Act or Privacy Act might merely be embarrassing to any Minister, politician, Director, 
the Bureau, or any other bureaucratic organization or individual bureaucrat or the government in 
general should never be deemed as constituting a threat to national security. Under these 
circumstances, such revelations serve to protect the public from the tyranny of people in authority 
with too much power, and not enough integrity to act in a fair and reasonable manner.   
g. The risk of exposing inappropriate policies and actions would also serve as a concrete 
deterrent to such actions.  
F. A need to curtail the power of the Bureau and increase it's oversight; and the need for 
oversight of the acts of politicians and senior bureaucrats. 
 
1. The power of the Bureau needs to decrease and there needs to be increased oversight.  
 
2. GCSB is an organization that operates mainly in secret. It likely attracts staff who have a more 
Machiavellian view than average of what constitutes right versus wrong. 
 
3. It has control of powerful resources that allows staff to intrude on people's information 
(including financial information); and also the technology to steal it, modify it or delete it. In other 
words, GCSB not only can wrongfully intrude on people's information - but it has the potential for 
it's staff to maliciously or fraudulently do criminal hacking. 
 
4. It also has the same power at hand required by cyber-terrorists to bring a country to it's knees. 
 
5. It's not just the GCSB that needs close monitoring. The actions of politicians and senior 
bureaucrats also requires oversight in order to prevent abuse of access to a powerful tool.   
a. Watergate was a classic case of abuse of spying by government officials. It led to the 
resignation of President Nixon.   
b. At the moment there is a brouhaha in Czechoslovakia. The Czech Prime Minister has resigned 
after his Chief of Staff was accused of corruption and abuse of power. The abuse of power 
included allegations that military intelligence had been illegally ordered to spy on 3 people.  
6. The GCSB has access to data. Data is information. Information leads to knowledge and 
knowledge leads to power. Power is a powerful aphrodisiac for some people. 
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"Power corrupts and absolute power corrupts absolutely." (Lord Acton) 
 
7. Strong informed oversight is required of any spy organization, the military or police in order to 
insure that policies and procedures and actions are actually aboveboard (not just claimed to be 
aboveboard) and to insure that democratic rights and freedoms are maintained. 
 
8. Those who provide oversight should not be expected to operate in the dark or be misled; and 
they should have authority to halt activity that they think is wrongful. In other words, in the interest 
of the common good, in some areas  their power needs to be greater than the Director. 
 

Conclusions : 
 There are multiple major problems with the proposed Government Communications Security 

Bureau and Related Legislation Amendment Bill. 

 I support the Bill being scrapped and a new Bill drafted. 

 In conjunction with this, I support also scrapping the Telecommunications Interception Capability 
and Security Bill. That Bill also needs to be restructured to protect the democratic rights and 
freedoms, and privacy of New Zealanders. 

___________________________________ 
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21 June 2013 
 
Security and Intelligence Committee 
Parliament Buildings 
Wellington 
 

Government Communications Security Bureau and Related 
Legislation Amendment Bill 

 

1.0  Introduction 
 
The Environment and Conservation Organisations of NZ (ECO) is the national alliance of 58 groups 
with a concern for the environment.  ECO has been involved in issues of environment, conservation 
and resource management and land‐use policy since its formation in 1972. 
 
ECO has policies on due process and an Open Society and to this end, worked for open government, 
the OIA, and we have sought policies and practices of public agencies and governments to protect 
the freedoms of civil society and civil rights.  We made submissions on a series of security and 
intelligence law in the past.  This submission has been prepared by members of ECO Executive and is 
in line with ECO Policy.   
 
Finally, we thank you for the opportunity to comment.  We  wish the time were longer for the 
preparation of this submission and for the consideration of the issues revealed in the media about 
the USA’s intelligence “net”.   We are very sorry that the Government only released the Cabinet 
papers relating to these changes on the last day of submissions, too late to be of much use to 
submitters. 
 
ECO wishes to be heard in support of this submission.  Please contact ECO’s Executive officer on 04‐
385‐7545 and eco@eco.org.nz for further information. 
 
 

2.0  Observations about the Policy, Integrity and Liberty Issues  
 

ECO welcomes some aspects of this Bill, particularly the extension of the oversight functions of the 

Inspector‐General and the Security and Intelligence Committee, although these could be more 

extensive. 

 

ECO opposes the fundamental purpose of the Bill and the changes to the functions, purpose and 

powers of the GCSB.  We especially deplore the policy and legislative response to the finding that 

the GCSB has acted illegally, with the distasteful legitimisation of the illegal behaviour rather than 

any attempt to discourage and prohibit such behaviour.  We think this is very wrong. 
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The extension of the powers and functions of the GCSB to include the provision of services and 

advice to other agencies and especially to private entities is a particular worry for us, given the broad 

extent of the scope of this and the narrow focus on economic wellbeing.  In so many of the issues 

that we deal with, we find our long term view of planetary systems maintenance and environmental 

quality and the protection of natural capital leads us into situations where our sense of preservation 

of New Zealand’s well being is much longer term than many of those we wrangle with in public 

issues.  Our sense of wellbeing and economic wellbeing is  broader and inclusive of social, cultural, 

human and environmental well being,  with economic wellbeing founded on these things.   

 

We find our concern for the long term health of the environment and society to be often at odds 

with much shorter‐term thinking which sees immediate economic growth as trumping longer term 

economic, environmental and social concerns.  Thus we imagine that our member groups and we 

ourselves could become targets of the powers of the GCSB, as could unions and other totally 

legitimate organisations with concerns about labour policies, environmental consequences or 

community impacts of activities of government and infrastructure projects and other private 

entities’ activities. 

 

We oppose the inclusion of economic well being as a criterion for the operation of and functions of 

the GCSB and we particularly oppose the extension of the powers and functions to the private 

entities.  We urge the Committee to remove these provisions. 

 

 

3.0  Clause by Clause Submissions 
 

3.1  Part 1 

Amendments to Government Communications Security Bureau Act 2003 

 

Clause 6 

 

Clause 6 replaces the existing sections 7 and 8.   In relation to proposed s 7  

 

In the 2003 Act section 7 is 

7 Objective of Bureau 
(1) The objective of the Bureau is to contribute to the national security [emphasis 
added] of New Zealand by providing— 

(a) foreign intelligence that the Government of New 
Zealand requires to protect and advance— 
(i) the security or defence of New Zealand; or 
(ii) the international relations of the Government of New Zealand; or 
(iii) New Zealand’s international well-being or economic 
well-being; and 

 (b) foreign intelligence to meet international obligations and commitments of the 
Government of New Zealand; and 
(c) advice, assistance, and protection to departments of State and other instruments of 
the Executive Government 
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of New Zealand in order to— 
(i) protect and enhance the security of their communications, information 
systems, and computer systems; or 
(ii) protect their environments from electronic or other forms of technical 
surveillance by foreign organisations or foreign persons. 

(2) For the purposes of subsection (1)(a)(iii), the interests of New Zealand’s international 
well-being or economic well-being are relevant only to the extent that they are affected 
by the actions or intentions of foreign organisations or foreign persons. 
 
In the Bill, the objective is significantly altered, so that national security is no longer the 
overall objective of the Bureau, it is just one, and the restriction in subsection 2 is 
removed: 

“7 Objective of Bureau 

The objective of the Bureau, in performing its functions, is to  

contribute to—  

“(a) the national security of New Zealand; and 

 “(b) the international relations and well‐being of New  

Zealand; and 

“(c) the economic well‐being of New Zealand.”  

 

A.  We urge the Committee to reinstate national security as the overall objective of the GCSB, 

to remove the proposed section 7(c) (above) which makes economic well being a basis for spying 

and other activities, and to restore subsection 2 of section 7. 

 

The economic wellbeing objective in 7(c ) makes people and organisations of certain kinds, including 

those who are members of organisations such as Greenpeace, AVAAZ, the Antarctic and Southern 

Ocean Coalition, with global membership, who disagree with some forms of economic activity, open 

to the activities of the GCSB.   This is contrary to a free and open society.  It is not reasonable that 

some people’s or company’s pursuit of economic activity should be the basis for action by the GCSB.  

Private pursuit of economic activity will often be to the detriment of other aspects of well being 

and/or to long term ecosystem, environmental or social health and hence longer term resilience of 

the economy,  

 

B.  We urge the Committee to reinstate section 7(2).  In the parent Act it is  

 

(2) For the purposes of subsection (1)(a)(iii), the interests of New Zealand’s international well‐being 

or economic well‐being are relevant only to the extent that they are affected by the actions or 

intentions of foreign organisations or foreign persons 

 

C. Section 8 Amendments: 

 

In the original Act, the Bureau has the following functions: 

“8(1)(a) to gather foreign intelligence, in accordance with the foreign intelligence requirements of the 

Government of New Zealand, by”— (i), (ii) and (iii). 
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This conditioning in 8(1)(a) to foreign intelligence requirements of the functions of the GSCB is 

dropped in the Amendment Bill – so that now the GCSB has the role of undertaking domestic 

activities for domestic purposes, not for foreign intelligence purposes.  We disagree with this 

language and policy intent and urge that the original be reinstated. 

 

C1. New Section 8B 

 

We propose the following changes to this proposed amendment to new Section 8B: 

 

“8B Intelligence gathering and analysis 

“(1) This function of the Bureau is— 

“(a) to gather and analyse intelligence (including from information  

infrastructures)  in accordance with the Government’s requirements about the capabilities, 

intentions, and activities of foreign persons and foreign organisations  only to the extent necessary 

to protect New Zealand from threats to its external security or to our well being; and 

“(b) to gather and analyse intelligence about external information infrastructures; 

and 

“(c) to communicate any intelligence gathered and any analysis of the intelligence to— 

“(i) the Minister; and 

“(ii) any New Zealand public person or office holder (whether in New Zealand or overseas) 

authorised by the Minister to receive the intelligence. 

“(2) For the purpose of performing its function  subsection (1)(a) and (b), the Bureau may co‐operate 

with, and provide advice and assistance to, any New Zealand public authority (whether in New 

Zealand or overseas). and any other entity authorised by the Minister for the purposes of this 

subsection. 

 

The effect of these changes would be to ensure that only public agencies can receive intelligence 

and that these must be New Zealand public agencies.  We consider this is necessary for NZ 

intelligence etc to be used for New Zealand purposes only.  In the light of the dubious intelligence 

and military practices of the USA, and no doubt others, we do not consider that sharing of such 

information with foreign agencies is safe for New Zealanders or New Zealand. 

 

C2. Proposed section 8C 

 

The language proposed in the Bill is: 

“8C Co‐operation with other entities to facilitate their functions 

“(1) This function of the Bureau is to co‐operate with, and provide advice and assistance to, the 

following for the purpose of facilitating the performance of their functions: 

“(a) the New Zealand Police; and 

“(b) the New Zealand Defence Force; and 

“(c) the New Zealand Security Intelligence Service; and 

 “(d) any department (within the meaning of the Public Finance Act 1989) specified for the 

purposes of this section by the Governor‐General by Order in Council made on the 

recommendation of the Minister. 

“(2) To avoid doubt, the Bureau may perform its function under subsection (1)— 
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“(a) to the extent that the advice and assistance is provided for the purpose of activities that the 

entities may lawfully undertake; and 

“(b) subject to any limitations, restrictions, and protections under which those entities perform 

their functions and exercise their powers; and 

“(c) even though the advice and assistance might involve the exercise of powers by, or the 

sharing of the capabilities of, the Bureau that the Bureau is not, or could not be, authorised to 

exercise or share in the performance of its other functions. 

 

ECO agrees that the GCSB should be able to advise agencies on the security of their own 

information but we do not agree that it should be able to assist in the spying and intelligence 

gathering of other agencies on New Zealanders. The reason for this is that the practices will 

generate informal and formal fudging of the purpose of these activities and we will find that New 

Zealand descends into a surveillance state.  We have seen how such things happen with the GCSB’s 

own illegal activities and the extraordinary governmental response of legitimising this illegal 

behaviour, rather than demanding, and in the case of the Minister, accepting, accountability for this 

illegality.   

 

As such, we submit that the original text should stand and this subsection should be deleted. 

 

Clause 9 Appointment of the Director. 

 

ECO agrees that this appointment process should be revised, and we welcome the State Services 

Commissioner involvement.  In keeping with the principle of bipartisan foreign affairs and as a 

safeguard, ECO suggests that the appointment of the Director be on the joint recommendation of 

the Prime Minister and the Leader of the Opposition.  This would moderate the power of the PM, 

remove the potential for a politically biased appointment, and given the sensitivity of the position 

and that that Director has sensitive powers, we think such a joint process is necessary and essential. 

 

Thus we suggest the following amendment: 

“9 Appointment of Director 

“(1) The Director of the Bureau is appointed by the Governor‐General, on the recommendation of 

the Prime Minister and the leader of the Opposition, for a term not exceeding 5 years, and may 

from time to time be reappointed.” 

 

We suggest the consequential amendment in 9c as follows: 

“9C Removal from office 

“(1) The Governor‐General may at any time for just cause, on the joint recommendation of the 

Prime Minister and the Leader of the Opposition, remove the Director from office. 

 

 

New section 9D 

 

This proposes: 

“9D Review of performance of Director 
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“(1) The Minister may direct the State Services Commissioner or another person to review, either 

generally or in respect of any particular matter, the performance of the Director. 

“(2) The person conducting a review under subsection (1) must report to the Minister on the manner 

and extent to which the Director is fulfilling all of the requirements imposed on the Director, whether 

under this Act or otherwise. 

“(3) No review under this section may consider any security operations undertaken, or proposed to be 

undertaken.”  

 

We consider that the power of review must extend to security operations, as such, we recommend 

that the proposed 9D, subsection 3 be deleted.  Our rationale for this is that otherwise, an illegal 

operation such as that conducted in the raid on Mr Kim.Com could not be investigated.  We do not 

agree that any agency, least of all one involved in secret activities, should be unable to be reviewed 

by competent and independent authorities. 

 

Clause 12 ‐ Section 14 

 

The language of the Act is: 

14 Interceptions not to target domestic communications 

Neither the Director, nor an employee of the Bureau, nor a person acting on behalf of the Bureau 

may authorise or take any action for the purpose of intercepting the communications of a person 

(not being a foreign organisation or a foreign person) who is a New Zealand citizen or a permanent 

resident. 

 

The Bill proposes (clause 12) instead: 

“14 Interceptions not to target New Zealand citizens or permanent residents for intelligence‐

gathering purposes 

“(1) In performing the Bureau’s function in section 8B, the Director, any employee of the Bureau, and 

any person acting on behalf of the Bureau must not authorise or do anything for the purpose of 

intercepting the private communications of a person who is a New Zealand citizen or a permanent 

resident of New Zealand, unless (and to the extent that) the person comes within the definition of 

foreign person or foreign organisation in section 4.  

“(2) Any incidentally obtained intelligence obtained by the Bureau in the performance of its function 

in section 8B— 

“(a) is not obtained in breach of section 8B; but 

“(b) must not be retained or disclosed except in accordance with sections 23 and 25.” 

 

ECO welcomes the exclusion in section 14, but notes that the new proposed section 14 allows the 

GCSB to spy on New Zealanders for Police, SIS, and other purposes.  This starts to feel like a 

surveillance state.  One has to ask whether the cure is worse than the disease.  We submit that the 

harms from which we are being protected, may well be much less than the undermining effect on 

free speech and liberty and other freedoms that the provisions of this Bill provide.  This is 

especially worrying when we have already a government with scant regard for human rights or 

due process. 
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Clause 14 in relation to section 15 of the Act causes ECO considerable disquiet, particularly when 

the purpose goes beyond the security considerations to the vague notion of well being.  The 

proposed language is: 

 

14 New sections 15A and 15B and cross‐heading inserted  

After section 15, insert: 

“Authorisations to intercept communications or access information infrastructures 

“15A Authorisation to intercept communications or access information infrastructures  

“(1) For the purpose of performing the Bureau’s functions under section 8A or 8B, the Director 

may apply in writing to the Minister for the issue of— 

“(a) an interception warrant authorising the use of interception devices to intercept 

communications not otherwise lawfully obtainable by the Bureau of the following 

kinds: 

“(i) communications made or received by 1 or more persons or classes of persons specified in the 

authorisation or made or received in 1 or more places or classes of places specified in the 

authorisation: 

“(ii) communications that are sent from, or are being sent to, an overseas country: 

“(b) an access authorisation authorising the accessing of 1 or more specified information 

infrastructures or classes of information infrastructures that the Bureau cannot otherwise 

lawfully access. 

 

ECO submits that this section be dropped entirely, since, in effect, it sweeps away all the 

safeguards for citizens and residents.  It means that any civil society group or company or other 

organisation or person with any communications beyond New Zealand can be targeted for 

surveillance.  We reject this as far too sweeping, and indeed as dangerous to the liberty of New 

Zealanders and our communities.  It would capture potentially, many legitimate activities, and it 

puts almost everyone at risk of interception, should the PM wish to do so.  We do not like this and 

do not accept it particularly as it could be used by the Minister in charge for political purposes.  

We might be able to tolerate, reluctantly this if it were restricted to for the purposes of 8A, but 

not for 8B.   

 

 

Clause 20 in respect of s21, Immunity from liability 

 

ECO opposes the wide release from accountability that this section provides.  “Good faith” on the 

part of secret agencies is very difficult to disprove – this provision essentially puts the agency and 

agents beyond any public accountability and we oppose it.  ECO recommends clause 20 is deleted 

from the Bill. 

 

 

Clause 22 Section 23 amended (Destruction of irrelevant records obtained by interception) 

 

The section 23(2) $1000 penalty for failing to destroy records is too low, particularly when 

weighted by the already low probability of the retention of such documents being detected 
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and prosecuted. We suggest that the penalty should be at least $200,000, and as in section 

11(2) of the 2003 Act should also carry a penalty of a prison term.  We oppose the repeal of 

S11(2) from the 2003 Act. 

 

Clause 22(3) and (4) The amendments contemplated by this clause widen the scope of the 

exceptions, so allowing more records to be retained, thus reducing the privacy of citizens 

and others whose data or communications are intercepted or acquired.  As such, we object 

to this and ask that the exceptions be restricted to the equivalent scope that was in the 

2003 Act.   

 

 

Clause 24 Section 25 replaced (Prevention or detection of serious crime) 
 
Replace section 25 with: 
“25 When incidentally obtained intelligence may be retained and communicated to other 
persons. 
 
This set of amendments constitutes a significant further extension of the provision of 
information to the various named agencies.  The term “threats or potential threats” 
provides wide latitude.  What is a potential threat?  This could allow a great deal of 
imaginative theorising which may be completely unwarranted. 
 
It is of particular concern that the proposal would allow the provision of the information to 
“(d) any other person that the Director thinks fit to receive the information.” 
 
We submit that this section 25 (d) should be deleted. 
 
 
25 New sections 25A and 25B and cross‐heading inserted 
After section 25, insert: 
Part 1 cl 25 
 “Protection and disclosure of personal information 
“25A Formulation of policy on personal information 
 
In general ECO supports the requirement for policies on personal information but it is 

hard to give unqualified support without knowing what the policy contains. 

 

We support the proposed principles relating to personal information in the proposed 

section 25B. 

 

 

Part 2 
Amendments to Inspector‐General of Intelligence and Security Act 1996 
 

Submission 118 Environment and Conservation Organisations of New Zealand



9 
 

ECO supports the strengthening of the provisions of the Inspector‐General of IS Act, the 

appointment of a deputy Inspector‐General and most of the changes proposed in this 

section, particularly the ability of the I‐G to initiate investigations. 

 

It is critical that the office is adequately funded to ensure effective over‐sight of the GCSB 

and SIS.  The current arrangements do not provide public confidence in the oversight that  

is essential to an open democratic society. 

 

 

Clause 29 

 

As with the changes we suggest above, we submit that the recommendation of the 

appointment of the Inspector‐General be a bipartisan matter, so we consider that the 

Leader of the Opposition also should be involved in the recommendation of appointment 

of the Deputy or the removal of the deputy as per Section 5(2) 

 

Cl 33 This purports to amend section 15(3) but we cannot find such. 

 

 

35 New section 25A inserted (Publication of Inspector‐General’s reports under section 25) 
 
After section 25, insert: 
“25A Publication of Inspector‐General’s reports under section 25 
 
ECO supports the publication of the Inspector‐General Reports, and urges that this 
provision be given substance. 
 
 
Part 3 
Amendments to Intelligence and Security Committee Act 1996 
 
ECO supports the strengthening of this Committee as proposed in several of these proposed 
amendments to the ISC Act 1996. 
 
We submit that the Committee elect its own chairperson and that the chairperson should 
not be the Prime Minister as Minister in charge of Security and Intelligence.  Amendments 
to this end should be made to the Bill and the Act. 
 
 
Yours sincerely 
 
 
 
Cath Wallace 
Co-Chairperson 
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   GOVERNMENT COMMUNICATIONS SECURITY BUREAU AND RELATED  
    LEGISLATION AMENDMENT BILL            Submission:Susan Miller 21.6.2013 
 

“Give me six lines written by the most honourable of men, and I will 
find an excuse in them to hang him.” Cardinal Richelieu 

“Why can’t we collect all the signals all the time?” NSA Chief Lt. 
General Keith Alexander 

‘Too much information!’ (anon) 

Recommendation: 

For reasons of ‘the protection of national security and economic well-being’, 
citizens must not allow New Zealand to be morphed into totalitarianism by 
the GCSB. As the GCSB is now seen to have exercised an unwarranted 
influence over the National Government, I consequently recommend it be 
disbanded. Legal and ethical scrutiny of security functions must begin in 
earnest, including a fully independent and non-partisan inquiry into the 
overlapping roles of the GCSB, SIS and Police, with the aim of tasking the 
SIS and NZ Police to take over the now fatally flawed GCSB role. The 
Waihopai and Tangimoana spy bases should be closed and our association 
with the activities of the increasingly controversial Five Eyes global 
espionage alliance terminated. 

I have these additional comments about any interim GCSB Bill: 
 
1) Remove ministerial approved access capability where otherwise unlawful  
2) Remove altogether provisions to spy on New Zealanders 
3) Prohibit direct or indirect data collection about New Zealanders  
4) Minister be immediately advised when urgent warrant granted to GCSB 
5) Compulsory annual audit, ensuring GCSB fully complies with Protected 
Disclosures Act 2000. Staff to be fully informed re provisions of Act  
6) Strict controls preventing GCSB technology overlap/ accessibility by SIS  
7) Greatly expand role, staffing and funding for oversight bodies of GCSB  
8) Amendments to other Acts in parts 2 and 3 may have merit  
9) The Inspector-General of Intelligence and Security and Intelligence and 
Security Committee should be subject to the Official Information Act 1982 
10) The Committee needs oversight that all information collected, retained 
and communicated by the GCSB complies with Section 25. 
11) Strictly prohibit outsourcing of GCSB intelligence role to private sector 
12) Clause 6 ‘Economic well-being’ has no legitimate mandate for public 
security funding, and should be withdrawn 
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13) Strictly prohibit data about New Zealanders, their institutions or 
commercial enterprises from being supplied to Five Eyes or other groupings 
whether public or private, either directly or indirectly  
14) The List of Agencies to which the GCSB is allowed to provide assistance 
may only be expanded by amending the Act, not by Order in Council 
	  	  
 
Powers Requested by GCSB Unprecedented  
 
Firstly, I am very concerned at the powers with which the government 
seeks to arm itself via unlimited surveillance of New Zealanders by the 
GCSB, its previously solely foreign-focused spy agency. There is no 
precipitating factor for awarding unlimited powers to the GCSB, especially 
as they have illegally spied on many innocent New Zealanders and it has 
been unable to correctly interpret its own law. 
 
Combined with the Telecommunications (Interception Capability and 
Security) Bill which would give the GCSB unprecedented surveillance 
powers via installation of surveillance devices, the power to approve or deny 
changes to network infrastructure of Telcos, plus draconian financial 
penalties for noncompliance, the GCSB Bill once implemented would give a 
degree of control over New Zealanders and our telecommunications systems 
which would reportedly far exceed the U.S. PRISM system. This is a 
most unfortunate situation. 
 
(Germany’s top court however overturned telecommunications law with 
some similar surveillance provisions three years ago.) * Ref 1 
 
The powers proposed for itself by the GCSB would have a chilling effect, 
with potential to become like the hated Stasi secret police in Eastern 
Germany after WWII, where one in five citizens was turned informant, and 
fear divided families even in their own homes.  Respected NZ commentators 
have warned that the powers sought are totalitarian, and I fully agree.  
 
Government monitoring of citizens must be kept at minimal levels. It is 
absolutely not permissible for the roles of state spy agencies to constantly 
expand their departments and their level of secrecy and unaccountability. 
 
GCSB’s Private Outsourcing/’Economic Well-being’ rationale 
 
Due to NZ’s membership in the Five Eyes global intelligence network, it is 
necessary to reference the security practices of the U.S. and U.K., following 
recently revealed illegal surveillance in both countries. We have yet to 
ascertain if the GCSB outsources to the PRISM system for similar intrusive 
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surveillance of New Zealanders. Questioned last week in Parliament by 
Greens Leader Russel Norman re a possible connection between 
government spy agencies and the advertisement by Palantir Group’s 
Wellington office for an embedded analyst with the New Zealand 
Government, Prime Minister John Key was non-commital. * Ref 2 
 
New Zealand institutions, businesses and all professionals, which would include 
judges, lawyers, accountants, hospitals, doctors, courts, councils, schools and 
the privacy of their clients and patients, are potentially at risk of unlimited and 
unaccountable surveillance if the GCSB bill becomes law. There are in addition 
no guarantees or sufficient safeguards that our companies’ intellectual 
property and professionals’ confidential files would not be siphoned off to 
advantage U.S. or U.K. companies, as 70% of U.S. government intelligence 
gathering is currently out-sourced to the private sector. 
 
I would not like to see that happen in New Zealand. 
 
It is also necessary to scrutinise the expanding role of private contractors in 
the security intelligence of Five Eyes, many of whose personnel now operate 
in a ‘revolving door’ continuum via the CIA, FBI and NSA. The powerful 
$5.76B outsourcing company Booz Allen for which whistleblower Edward 
Snowden worked in a junior capacity, employs 24,500 operatives of whom 
48% have top secret security clearances. Booz Allen’s holds 99% of its 
contracts in a close relationship with the U.S. Government.  
 
It is an uncomfortable truth that junior operatives in companies such as 
Booz Allen now access, via secret court rulings, the private data of millions 
of citizens and entities worldwide. Bi-partisan congressmen are currently 
questioning the security implications of such private sector arrangements. 
 
A British intelligence leak reported in The Guardian today illustrates the 
point: 
  
“Why can’t we collect all the signals all the time?” NSA chief Lt. Gen. Keith 
Alexander was quoted as saying in another slide. “Sounds like a good 
summer project for Menwith” — a reference to GCHQ’s Menwith Hill 
eavesdropping site in northern England. * Ref 3 
 
The term ‘economic well-being’, which has been introduced into the 
GCSB Bill, is an undesirable addition for the security brief, as it is only a 
short step for ‘mission creep’ to divert public funding to serve powerful 
private sector interests, which can exploit the clause to their advantage. 
Outsourcing of government spy agency functions to corporates makes the 

Submission 119 Susan Miller



‘mission creep’ of citizens’ professional and commercial intellectual property 
more likely, and for this reason should be forbidden in the GCSB Bill. 
 
Opposition Mounts to Anglo-Saxon Five Eyes Spygroup  
 
German Republic:  
Germany has experienced two recent totalitarian states, so it energetically 
regulates to protect citizens’ privacy. Germany’s top court three years ago 
overturned a law requiring telecommunications providers to store data and 
provide it to security services. The court objected to massive ‘fishing 
expeditions’ of ‘innocent citizens’ private data.’ That law is being revised. 
*Ref 1 
 
EU Justice Commissioner Viviane Reding:  
Viviane Reding raised privacy issues with U.S. counterparts in April 2013, 
well before the U.S. FSA surveillance scandal broke.  
 
“This case shows that a clear legal framework for the protection of personal 
data is not a luxury or constraint, but a fundamental right”. * Ref 4 
 
Sir Tim Berners-Lee:  
The inventor of the world wide web:  
 
‘Sir Tim Berners-Lee, who serves as an adviser to the government on how to 
make public data more accessible, says the extension of the state's surveillance 
powers would be a "destruction of human rights" and would make a huge amount 
of highly intimate information vulnerable to theft or release by corrupt officials. In 
an interview with the Guardian, Berners-Lee said: "The amount of control you 
have over somebody if you can monitor internet activity is amazing.”’ * Ref 5 
 
John Le Carre:  
The ‘spymaster extraordinaire’ novelist has added his voice in objecting to 
further spying powers, in particular the use of Secret Courts. 
 
‘What are secret courts? Why do we need them? To protect Britain's special 
relationship with the United States, we are officially told; to protect the credibility 
and integrity of our intelligence services. The true reason for the existence of 
these gruesome secret courts, I suggest, beyond the desire to protect our state 
from embarrassment about the nature of our wrongdoing, is twofold: the 
disproportionate influence of the US/UK intelligence community on our 
democratic institutions, and the urgent need of our respective political 
establishments to import a Bush-style secret state to Britain.’ * Ref 6 
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Noam Chomsky the celebrated political commentator was today quoted: 
“Goverments should not have this capacity. But governments will use 
whatever technology is available to them to combat their primary enemy – 
which is their own population…They (governments and corporations) take 
whatever is available, and in no time it is being used against us, the 
population. Governments are not representative. They have their own 
power, serving segments of the population that are dominant and rich.” 
*Ref 7 
 
Ross Anderson UK commentator warns that the British Medical Association, 
Law Society and Bar Council need to consider the ethics of storing confidential 
information on the U.S. controlled ‘cloud’, where it is clearly at risk of being data-
mined.  He cites:  
 
“GCHQ (British security) has long refused to allow government departments to 
store information classified as "Restricted" or above in US cloud computing 
services.’ *Ref 8 
 
Senator Rand Paul (R-Ky) has called for customers of U.S. phone companies to 
bring class action against the NSA. Already 250,000 people have signed up to 
the call for ten million citizens to act against ‘unconstitutional surveillance’, which 
Rand intends to challenge at Supreme Court level. 
 
The American Civil Liberties Union has taken a case charging violation of the 
First Amendment protecting freedom of speech, and the Fourth Amendment, 
which safeguards against unreasonable invasions of privacy, and challenged 
Section 215 of the Patriot Act which allows government using the excuse of 
fighting terrorism to compel third party data holders to hand data over without the 
knowledge or consent of the client. * Ref 9  
 
Senator Dianne Feinstein: 
‘Senator Dianne Feinstein (D-Calif.), who chairs the Select Committee 
on Intelligence, has called for a reexamination of the role of private 
contractors in intelligence work and announced she’ll seek to restrict 
their access to classified information.’  * Ref 10 
 
I am able to talk to the committee via telephone.  
 
Susan Miller 
PO Box 10,  
Franz Josef 7856  
Ph: 03 7520 747  
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Introduction 

1. Internet New Zealand Inc (InternetNZ) is a non-partisan, non-profit, open 

membership organisation dedicated to protecting and promoting the Internet in 

New Zealand. We work across a range of Internet-related public and technical 

policy issues. Our mandate is to advocate for an open and uncaptureable Internet 

and to manage the .nz domain name space on behalf of the Internet community. We 

are recognised by the Internet Corporation for Assigned Names and Numbers as 

the designated manager of the .nz country code top level domain, a critical 

component of the Internet infrastructure in New Zealand.  

 

2. InternetNZ’s interest in the GCSB Bill arises from the impact that will have on the 

Internet and its users in New Zealand. 

 

3. InternetNZ thanks the Intelligence and Security Committee for the opportunity to 

submit on the Government Communications Security Bureau and Related Legislation 

Amendment Bill (GCSB Bill or the Bill), and especially for having extended the 

deadline for submissions. 

 

4. We encourage Committee members to read this submission alongside InternetNZ’s 

submission on the Telecommunications (Interception Capability and Security) 

Amendment Bill, which is available on our website, at www.internetnz.net.nz.  

 

5. We wish to appear before the Committee to speak to this submission. Please 

contact Susan Chalmers, InternetNZ’s Policy Lead, to arrange this. Susan can be 

reached by email at susan@internetnz.net.nz or by phone on 04.495.2339. 
 

 

Summary 
 

6. InternetNZ conducts its Internet-related public and technical policy work according 

to a set of principles, developed in consultation with its membership.1 Two of those 

principles are relevant to our consideration of the GCSB Bill: 

 

 The Internet is nationally important infrastructure, so it should be protected. 

 Human rights should apply online. 

 

7. As to the first principle, InternetNZ supports the spirit of those provisions of the Bill 

that address information assurance and cybersecurity. New Zealand’s information 

infrastructure must remain secure. The information assurance and cybersecurity 

functions however, need not necessarily be housed alongside intelligence gathering 

and analysis operations, foreign or domestic. InternetNZ has long called for a 

Computer Emergency Response Team or “CERT” for New Zealand and invites the 
Committee to consider this option in lieu of expanding the Bureau’s role as 

proposed.  

 

 

                                                      
1 InternetNZ’s Policy Principles are available at https://internetnz.net.nz/content/Policy-Principles. 
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8. As to the second principle, InternetNZ does not support those provisions of the Bill 

that, taken together, empower the Minister to direct the Bureau to intercept 

communications and access information infrastructures without meaningful, adequate 

and independent oversight. The Bill lacks sufficient clarity as to the circumstances 

under which the Bureau may exercise its three functions and as to whose 

communications will be gathered – those of New Zealanders or otherwise. A broad 

reading renders the sum effect of the Bill, as currently drafted, as providing access to 

anyone’s communications whether live or stored, including Internet communications. 

This affronts the fundamental right to privacy, enshrined in international law, and the 

right against unreasonable search and seizure, as provided in s 21 of the Bill of Rights 

Act 1990 (NZBORA). InternetNZ recommends that safeguards be introduced to 

address this shortcoming in the Bill. 

 

9. The media’s recent unveiling of the breadth of the US Government’s surveillance of 

Internet user communications under the PRISM programme resulted in a moral 

panic; the overbroad and secretive collection of Internet users’ private 
communications by the State is a problem that affronts the moral standards of 

democratic society. Privacy is an essential human right, and well-established legal 

principles have traditionally ensured that privacy is protected from arbitrary 

intrusion by government.  

 

10. Nonetheless, no one right is absolute, including privacy. It remains important, in the 

face of this charged media climate, to acknowledge that the GCSB plays a critical and 

necessary role for the protection of New Zealand’s national security, international 

relations, and economic well-being. To do so there will necessarily be inroads made 

into the right to privacy. Such inroads, however, must be accompanied by 

appropriate safeguards. 

 

11. InternetNZ strongly supports the submission of the New Zealand Law Society on 

this Bill and encourages the Committee to afford its full consideration thereto. In 

addition to supporting the Law Society’s submissions on specific provisions, they also 

submit, and we support: 

 
a. The Law Society’s concerns regarding the absence of clear justification for these changes 

are exacerbated by the use of Parliamentary urgency, and the consequent short timeframe 

provided for consultation and submissions. The Law Society is concerned that, in the 

absence of compelling grounds for urgency, its use degrades the democratic quality of the 

legislative process. [at 4]. 
 

b. The Law Society recommends that more information should be provided to the public 

regarding the justification for such changes, further debate should be held regarding that 

justification, further safeguards should be incorporated into the law if reforms are to 

proceed, and an updated [NZBORA] report should be sought from the Attorney-General. 

[at 5].  
 

c. The following suggestions: the current NZBORA report is not correct in its 

conclusions; the Inspector-General be required to conduct a full operational review 

of the GCSB once any amendments to the GCSB Act are implemented, in order to 

report to Parliament as to whether the ISIG Act remains effective; and, the 

Intelligence and Security Committee’s powers and obligations are extended. 
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12. The new legislation has one set of rules for New Zealanders and another, less 

stringent, set of rules for foreigners. Recent events demonstrate however that this 

delineation is far from clear-cut, as the case of Kim Dotcom shows, as do the recent 

revelations around international exchange of very large amounts of information. 

 

a. Such an approach can, and does, lead to New Zealanders’ being surveilled 

under the less stringent rules (whether by GCSB and/or other agencies 

overseas); 

 

b. The New Zealand Parliament should not just be concerned about its citizens 

alone: it should have regard to the wider international community, including 

citizens in less protected countries who could be affected by surveillance by 

the GCSB. 

 

13. We submit that the Committee should have regard to those wider interests from a 

New Zealand citizen and an international perspective (for example by extending 
safeguards for New Zealanders to other GCSB surveillance). 

 

 

Specific commentary and recommendations on the Bill. 
 

Regarding the proposal that the Bureau act as the cybersecurity coordinator for all of New 

Zealand 

 

14. Just as the Internet opens up cultural, social and economic opportunity for New 

Zealand, it can render our critical and information infrastructure vulnerable to 

evolving species of cyberattacks. The Internet is nationally important infrastructure, so it 

should be protected. It is therefore crucial that New Zealand agencies be prepared to 

prevent and mitigate those attacks.  

 

15. To this extent, InternetNZ supports the spirit of proposed s 8A of the Bill, which 

provides greater emphasis on the importance of information assurance and 

cybersecurity.  

 

16. As it stands, all domestic cybersecurity operations are housed within the GCSB, via 

the National Cyber Security Centre. Even so, it is not entirely clear that the Bureau 

is the right location for the role described in s 8A, because it is an intelligence 

agency. To increase public confidence that New Zealand’s cybersecurity assurance is 

not connected with intelligence gathering, it would be preferable for this function to 

be allocated to a Computer Emergency Response Team or “CERT”, which many 

countries have but which New Zealand lacks.  

 

Recommendation 1: That the Committee explore the option of creating a New 
Zealand CERT that could operate in conjunction with the Bureau for all of New 

Zealand’s cybersecurity assurance. 

 

17. If the cybersecurity function is to be housed within the GCSB, then, in the 

alternative, InternetNZ considers that there must be strong and auditable separation 

between information assurance operations as provided for in s 8A, and the functions 
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described in ss 8B and C, such that the information gathered under all functions is 

appropriately compartmentalised. Such compartmentalisation should be tested on a 

regular basis by the Inspector-General as part of their proposed audit function. 

 

Recommendation 2.1: That the Committee create language for the Bill that ensures 
that the information collected under the Bureau’s 8A, B and C functions remains 

appropriately compartmentalised. 

 

Recommendation 2.2: That the above be subject to independent audit on at least 

an annual basis. 

 

 

Regarding the Bill’s effect on the right to privacy 

18. Human rights should apply online. While this principle may seem self-evident to the 

Committee, there are many examples where democratic governments have actioned 

Internet policies that treat fundamental human rights, like privacy, as a matter of 

lesser importance online than off. While the ability of governments to collect 

communications and metadata has advanced under the Internet, it appears that the 

development and application of human rights law by governments to this changed 

environment has not.  

 

19. The right to privacy is recognised under international law. The International 

Covenant on Civil and Political Rights (ICCPR) states in relevant part that “no one 

shall be subjected to arbitrary or unlawful interference with his privacy…or 

correspondence” and that “everyone has the right to the protection of the law 

against such interference or attacks.”2 New Zealand ratified the ICCPR in 1978. 

 

20. International law provides that restrictions on these rights are justified only when 

such restrictions are prescribed by law, necessary to achieve a legitimate aim, and 

are proportionate to the aim pursued.3 

 

21. As part of New Zealand’s rights-based framework, privacy is protected under 

section 21 of BORA, which states that “Everyone has the right to be secure against 

unreasonable search or seizure, whether of the person, property, or 

correspondence or otherwise.” This right “may be subject only to such reasonable 

limits prescribed by law as can be demonstrably justified in a free and democratic 

society”.4 

 

22. The question is whether the incursion on privacy proposed by the Bill is 

proportionate to the aim of the proposed powers in question - the gathering of 

intelligence information (including Internet users’ communications and metadata) for 

the purpose of contributing New Zealand’s national security, international relations 

and economic well-being. 

 

                                                      
2 International Covenant on Civil and Political Rights, GA Res 2200, XXI (1966), article 17. 
3 Ibid, CCPR/C/21/Rev.1/Add.9, 2 November 1999, para 4. 
4 New Zealand Bill of Rights Act 1990, s 5. 
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23. The objectives of the Bureau are clearly important to us all. The proposed 

amendments of the Act are subject to such broad interpretation, however, that they 

could be argued to justify interception and access to a broad swath of 

communications. This point is made compellingly by the Law Society in its 

submission, where a number of the provisions are demonstrated to be both wide 

and uncertain in application.  We support all submissions that the Law Society make 

in this regard. 

 

24. The only safeguard that the law-abiding New Zealander is presented with in this Bill 

is their personal trust in the discretion of those in empowered to refrain from 

accessing their communications and metadata. This, however, is not an appropriate 

substitute for the legal safeguards that the law demands. 

 

25. InternetNZ appreciates that this is not the intention of the Bill. Yet despite best and 

stated intentions, the proposed language does not contain adequate safeguards “in 

the clearest possible terms”, as stated in the Bill’s Explanatory Note.5 To the 
contrary, there are not the clearest possible terms: there is ambiguity and broad 

capture beyond what is appropriate, in this incursion on the human right to privacy 

and NZBORA.  

 

26. We add a point of particular concern arising out of recent events.  It has become 

apparent, from the Kitteridge report, from the Dotcom affair, and the Director-

General’s public comments, that GCSB have been stretching to the point of 

distortion its desired interpretation of the existing legislation. By and large, the 

existing legislation is not controversial as to its interpretation, yet GCSB has pushed 

the boundaries. 

 

27. Normally, there are publicly available checks and balances on the exercise of public 

entity power.  Here, however, the power lies with GCSB and the Minister. The 

GCSB, enabled by unclear and broad legislation, can apply a distortionary, wide 

interpretation that no court would otherwise accept.  It has clearly been doing this 

so far, and that will continue unless the legislation sets clear boundaries.  We 

recognise that there must be both flexibility and a technology-neutral approach in 

the Act. However, that is no reason for not setting the boundaries of GCSB’s 

powers with crystal clear clarity. Without such clarity, the Bill cannot comply with 

NZBORA, as the balance is not clearly delineated. 

 

28. The Inspector-General’s role of course provides some checks and balances, and we 

welcome these, although the role ought be wider, as outlined by the Law Society and 

in this submission.  However, the Inspector-General thus far has been largely 

ineffectual in constraining the GCSB’s approach. We have little confidence that the 

Inspector-General’s new role will be sufficiently effective as an adequate check and 

balance. Thus the legislation needs to be clear, and must be clear to enable the 

Inspector-General do an effective job. 

 

 

                                                      
5 Government Communications Security Bureau and Related Legislation Amendment Bill 2013 (109-1) 

(explanatory note). 
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29. InternetNZ believes that the Committee should introduce checks and balances into 

the Bill to achieve this purpose, and suggests that additional steps be taken to ensure 

that the necessarily intrusive powers of the GCSB are appropriately constrained – 

with crystal clear clarity - so that New Zealanders' fundamental rights are recognised 

by the law.   

 
30. The following sections outline specific instances in the Bill that would benefit from 

further consideration. 

 

Application to New Zealanders unclear 

 

31. The proposed new s 14 states in essence that the Bureau may not purposefully 

intercept the private communications of New Zealand citizens or permanent 

residents (henceforth “New Zealanders”). Additional limitations are added to this 

exception by the Bill. In particular, “Incidentally obtained intelligence” on New 

Zealanders, however, may be retained by the Bureau and communicated to others in 

order to achieve the purposes in proposed s 25(2), both in the interest of New 

Zealand and “any other country”.  

 

32. It is unclear how broad or narrow any other countries’ determinations of threats or 

potential threats to their national security will be. This dramatically enlarges the 

scope of actionable communications. Together with the additional limitations added 

to s 14, the practical application to New Zealanders is unclear. 

 

33. Section 17 of the Act is repealed by the Bill, and effectively replaced by proposed 

section 15A, which empowers the Minister to enable the Bureau to intercept 

communications or access information infrastructures - “data in flight” and “data at 

rest”. We note that whereas ss 17(2)(a) and (b) of the current Act refer to “foreign 

communications”, new  s 15A refers to only “communications” (and 

“communications” is defined much more widely than what is normally understood by 

that word).  Current s 17(6) also references current  s 14, which prevents the GCSB 

from targeting New Zealanders. This reference is removed. 

 

34. The new function of the Bureau as encompassed in s 8C enables the Bureau to assist 

domestic entities in surveillance. The Bureau is able to act outside of its traditional 

restrictions and, in addition, operate under the criteria of the entity to which it 

provides assistance. The entities listed in s 8C(1) are able to intercept 

communications of New Zealanders. There does not seem to be anything within the 

Bill that restricts the Bureau from storing in its systems and databases interception 

communications from New Zealanders which were obtained while providing the 

new function of assistance.  

 

35. We echo the Law Society’s concern6 that through s 8C and other provisions “it 

would appear that if the GCSB is called upon to assist another specified agency (such as the 

Police) by performing activities instead of that other agency, the activities performed by the 

GCSB in that capacity will receive the imprimatur and secrecy and immunity protections of 

                                                      
6 At Para 29. 
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the GCSB Act, when the same activities engaged in by the specified other agency itself 

would not do so in terms of the other agency’s empowering legislation”. 

 

36. This is but one example of the extraordinary and unsatisfactory position that would 

result under this Bill.  Importantly, even if it could be argued that the correct 

statutory interpretation is narrower, experience shows that GCSB and others are 

likely to take the wider interpretation. That should not be left to doubt and 

opportunistic interpretation, where checks and balances are limited. After all, given 

the Law Society views quoted above, the Inspector General may have no choice but 

to give his or her sign-off to such extreme incursions on human rights, in breach of 

NZBORA, whatever reservations he or she may have. 

 

37. Taken together, it is unclear as to which safeguards, in practical effect, are provided 

by the Bill to protect New Zealanders’ private communications, including Internet 

communications. There appear to be none. 

 

Recommendation 3.1:  That the Bill be amended to ensure that any information 

collected on behalf of another entity be restricted to use and analysis only by that 

entity, and not the GCSB. 

 

Recommendations 3.2:  That the Committee recommends legislation that makes 

clear when New Zealander’s live or stored communications are not subject to 

interception or access by the Bureau. 

 

 

Lack of sufficient checks and balances, including independent oversight 

 

38. The Bill does not provide meaningful, adequate, independent oversight of the 

Minister and Bureau’s interception and access powers.  

a. For a s 15A warrant, the Minister merely consults the Minister of Foreign 

Affairs.  

b. Whereas the Director was previously required to give evidence on oath for 

an interception warrant to issue, he is no longer required to do so under the 

Bill, erasing a degree of accountability found in the Act. 

c. For a s 15B warrant, the Minister will issue it jointly with Commissioner of 

Warrants. The Commissioner of Warrants is appointed upon the 

recommendation of the Minister (following consultation with the Leader of 

the Opposition).  

 

39. We further note that “external oversight” of the GCSB lies with the Inspector-

General of Intelligence and Security, who is appointed upon the recommendation of 

the Minister, and the Intelligence and Security Committee, which is chaired by the 

Minister.  

 

40. InternetNZ submits that such a structure is not inherently predisposed towards 

running a meaningful, adequate and independent “external oversight” function for a 
Bureau which, by its very nature, is required to operate under a significant amount of 

secrecy. 
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41. To this extent, the scheme proposed in the GCSB Bill, especially taken in 

conjunction with the Telecommunications (Interception Capability and Security) Bill, 

is in fact less transparent than the scheme under which the United States currently 

operates its intelligence gathering activities. 

 

42. The US Foreign Intelligence Surveillance Act provides for electronic surveillance of 

foreign intelligence without a court order, and with a court order.7 In either case, 

the Foreign Intelligence Surveillance Court is involved. That Court has recently 

concluded that it may disclose its Opinions on electronic surveillance warrants 

pursuant to the Freedom of Information Act.8 

 

43. New Zealand should provide similar safeguards. The United States requires the 

involvement of a Court, however secret compared with others, yet a court who 

recently ruled that its opinions may be retrieved by the public. New Zealand 

provides no such opportunity for transparency.  

 
44. The Inspector-General has what would be a valuable review and audit obligation and 

right, except that it is too constrained. Under proposed s11(d) and (da) of the 

Inspector-General of Intelligence and Security Act 1996 (cl 31 of the Bill), the 

Inspector-General must review GCSB procedures and compliance systems annually, 

and he or she can conduct “unscheduled audits of those procedures and compliance 

systems”. 

 

45. That is a systemic review, and not a review of implementation (or lack of 

implementation) of those systems.  Yet what GCSB actually does when implementing 

the system is the most important thing to review and audit.  This provision in its 

current form ties the hands of the Inspector-General. An auditor of a company 

would never be so constrained to a systemic review (such a review would never 

detect fraud, for example, if there could be no operational and transactional audit).  

So why is this restraint happening here?  This potentially valuable provision, which 

would markedly increase reassurance to New Zealanders, should be amended to 

enable review and audit of implementation (or otherwise) of the systems; to enable 

review of particular decisions and surveillance, on an audit basis (that is, sampling, 

and specific review where  required, as the systemic review envisages).  The 

Inspector-General can publicly  report on his or her audit and review along the lines 

of proposed s25A. 

 

Recommendation 4.1:  In order to provide the public with meaningful external 

oversight of the Bureau’s activity and adequate privacy safeguards, InternetNZ 

recommends that the Bill require Judicial, not Ministerial, warrants for the 

interception of communications or access to information infrastructures. We note 

that the Privacy Commissioner has previously called for the same in reporting on the 

New Zealand Security Intelligence Service Amendment Bill 1999.9 

                                                      
7 50 USC §1802. 
8 In re motion for consent to disclosure of court records, US Foreign Intelligence Surveillance Court, Docket No. 

Misc. 13-01, Judge Reggie B. Walton (12 June 2013). 
9 “In my view a Ministerial warrant process is not satisfactory and I recommended that consideration be given 

to adopting a judicial warrant process. That, I believe, would offer better external accountability and public 

reassurance concerning the protection of civil and political rights, including privacy.” Report by the Privacy 

Commissioner to the Minister of Justice in relation to the New Zealand Security Intelligence Service 
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Recommendation 4.2:  InternetNZ further recommends that the Inspector-

General’s procedure and compliance system review and audit function is extended 

to review and audit of the implementation (or otherwise) of the procedure and 

compliance system, with annual public reporting.  

 

 

46. On a final note, paragraph 7 of the Regulatory Impact Statement for this Bill explains 

that the ability of the GCSB to exercise its powers comes with responsibility – 

responsibility to operate within the law and consequently to maintain the confidence of 

everyday New Zealanders. Yet, section 15A of the Bill enables the Minister to grant 

warrants for interception and access that the Bureau “cannot otherwise lawfully 

access”.  

 

47. Section15A justifies GCSB to act outside the law.  

 

Recommendation 5: That the Select Committee further elaborate the purpose and 

meaning of this language in Section 15A. 

 

 

  

                                                                                                                                                                     
Amendment Bill emphasising the inadequacy of public reporting obligations in relation to interception 

warrants. Privacy Commissioner (report, 9 February 1999).  
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Conclusion 

 

48. In a democratic society, governments must balance the intelligence gathering 

functions of security agencies, and those activities necessary for upholding national 

security, with the requirements for ensuring the privacy and civil liberties of their 

electorate. It could be argued that any situation in which a single Minister can 

authorise interception does not pass that balance test. 

 

49. In this sense the Bill offends the principle of the rule of law. “The rule of law means 

an absence of arbitrary power.” 10 This principle underpins New Zealand’s 

constitutional arrangements. When this principle falls, the effect of the intelligence 

gathering and analysis provisions of the Bill is to dramatically undermine important 

legal safeguards surrounding human rights, in particular the right to privacy.  

 

50. We append to our submission a recent statement on “International principles on the 

Application of Human Rights to Communications Surveillance”, which was developed 
in global consultation with civil society, industry and international experts in 

communications surveillance law, policy and technology.  

 

51. We thank the Committee for the opportunity to make this submission and for its 

consideration of the same. We look forward to discussing this submission with you 

soon. 

 

 

Yours sincerely, 

 

 
 

Jordan Carter  

Chief Executive (Acting) 

jordan@internetnz.net.nz | +64-4-495-2118  

 

  

                                                      

10 Philip A Joseph Constitutional and Administrative Law in New Zealand (2nd ed, Brookers, Wellington, 2011) at 

199. 
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InternetNZ wishes to include the following document for the Committee’s consideration. 

International Principles on the Application of Human Rights to Communications 

Surveillance 

Final version June 7 2013 

As technologies that facilitate State surveillance of communications advance, States are 

failing to ensure that laws and regulations related to communications surveillance adhere to 

international human rights and adequately protect the rights to privacy and freedom of 

expression. This document attempts to explain how international human rights law applies 

in the current digital environment, particularly in light of the increase in and changes to 

communications surveillance technologies and techniques. These principles can provide civil 

society groups, industry, and States with a framework to evaluate whether current or 

proposed surveillance laws and practices are consistent with human rights. 

These principles are the outcome of a global consultation with civil society groups, industry 

and international experts in communications surveillance law, policy and technology. 

Preamble 

Privacy is a fundamental human right, and is central to the maintenance of democratic 

societies. It is essential to human dignity and it reinforces other rights, such as freedom of 

expression and information, and freedom of association, and is recognised under 

international human rights law.[1]Activities that restrict the right to privacy, including 

communications surveillance, can only be justified when they are prescribed by law, they are 

necessary to achieve a legitimate aim, and are proportionate to the aim pursued.[2] 

Before public adoption of the Internet, well-established legal principles and logistical burdens 

inherent in monitoring communications created limits to State communications surveillance. 
In recent decades, those logistical barriers to surveillance have decreased and the 

application of legal principles in new technological contexts has become unclear. The 

explosion of digital communications content and information about communications, or 

"communications metadata," the falling cost of storing and mining large sets of data, and the 

provision of personal content through third party service providers make State surveillance 

possible at an unprecedented scale.[3] Meanwhile, conceptualisations of existing human 

rights law have not kept up with the modern and changing communications surveillance 

capabilities of the State, the ability of the State to combine and organize information gained 

from different surveillance techniques, or the increased sensitivity of the information 

available to be accessed. 

The frequency with which States are seeking access to communications content and 

communications metadata -- information about an individual's communications or use of 

electronic devices -- is rising dramatically, without adequate scrutiny.[4] When accessed and 

analysed, communications metadata may create a profile of an individual's private life, 

including medical conditions, political and religious viewpoints, interactions and interests, 

disclosing as much detail as, or even greater detail than would be discernible from the 

content of communications alone.[5] Despite the vast potential for intrusion into an 
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individual's private life, legislative and policy instruments often afford communications 

metadata a lower level of protection and do not place sufficient restrictions on how they 

can be subsequently used by agencies, including how they are data-mined, shared, and 

retained. 

In order for States to actually meet their international human rights obligations in relation to 

communications surveillance, they must comply with the principles set out below. These 
principles apply not only to the State's obligation to respect and fulfil individuals' rights, but 

also to the obligation to protect individuals' rights from abuse by non-State actors, including 

corporate entities.[6] The private sector bears equal responsibility for respecting and 

protecting human rights, particularly given the key role it plays in designing, developing and 

disseminating technologies; enabling and providing communications; and – where required – 

cooperating with State surveillance activities. Nevertheless, the scope of the present 

Principles is limited to the obligations of the State. 

Changing technology and definitions 

"Communications surveillance" in the modern environment encompasses the monitoring, 

interception, collection, preservation and retention of, interference with, or access to 

information that includes, reflects, arises from or is about a person's communications in the 
past, present or future. "Communications" include activities, interactions and transactions 

transmitted through electronic mediums, such as content of communications, the identity of 

the parties to the communications, location-tracking information such as IP addresses, the 

time and duration of communications, and identifiers of communication equipment used in 

communications. 

Traditionally, the invasiveness of communications surveillance has been evaluated on the 

basis of artificial and formalistic categories. Existing legal frameworks distinguish between 

"content" or "non-content," "subscriber information" or "metadata," stored data or in transit 

data, data held in the home or in the possession of a third party service 

provider.[7] However, these distinctions are no longer appropriate for measuring the 

degree of the intrusion that communications surveillance makes into individuals' private 

lives. While it has long been agreed that communications content deserves significant 

protection in law because of its capability to reveal sensitive information, it is now clear that 

other information arising from communications – metadata and other forms of non-content 

data – may reveal even more about an individual than the content itself, and thus deserves 

equivalent protection. Today, each of these types of information might, taken alone or 

analysed collectively, reveal a person's identity, behaviour, associations, physical or medical 

conditions, race, colour, sexual orientation, national origins, or viewpoints; or enable the 

mapping of the person's location, movements or interactions over time,[8] or of all people 

in a given location, including around a public demonstration or other political event. As a 
result, all information that includes, reflects, arises from or is about a person's 

communications and that is not readily available and easily accessible to the general public, 

should be considered to be "protected information", and should accordingly be given the 

highest protection in law. 

In evaluating the invasiveness of State communications surveillance, it is necessary to 

consider both the potential of the surveillance to reveal protected information, as well as 

the purpose for which the information is sought by the State. Communications surveillance 
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that will likely lead to the revelation of protected information that may place a person at 

risk of investigation, discrimination or violation of human rights will constitute a serious 

infringement on an individual's right to privacy, and will also undermine the enjoyment of 

other fundamental rights, including the right to free expression, association, and political 

participation. This is because these rights require people to be able to communicate free 

from the chilling effect of government surveillance. A determination of both the character 

and potential uses of the information sought will thus be necessary in each specific case. 

When adopting a new communications surveillance technique or expanding the scope of an 

existing technique, the State should ascertain whether the information likely to be procured 

falls within the ambit of "protected information" before seeking it, and should submit to the 

scrutiny of the judiciary or other democratic oversight mechanism. In considering whether 

information obtained through communications surveillance rises to the level of "protected 

information", the form as well as the scope and duration of the surveillance are relevant 

factors. Because pervasive or systematic monitoring has the capacity to reveal private 

information far in excess of its constituent parts, it can elevate surveillance of non-protected 

information to a level of invasiveness that demands strong protection.[9] 

The determination of whether the State may conduct communications surveillance that 

interferes with protected information must be consistent with the following principles. 

The Principles 

Legality: Any limitation to the right to privacy must be prescribed by law. The State must 

not adopt or implement a measure that interferes with the right to privacy in the absence of 

an existing publicly available legislative act, which meets a standard of clarity and precision 

that is sufficient to ensure that individuals have advance notice of and can foresee its 

application. Given the rate of technological changes, laws that limit the right to privacy 

should be subject to periodic review by means of a participatory legislative or regulatory 

process. 

Legitimate Aim: Laws should only permit communications surveillance by specified State 
authorities to achieve a legitimate aim that corresponds to a predominantly important legal 

interest that is necessary in a democratic society. Any measure must not be applied in a 

manner which discriminates on the basis of race, colour, sex, language, religion, political or 

other opinion, national or social origin, property, birth or other status. 

Necessity: Laws permitting communications surveillance by the State must limit 

surveillance to that which is strictly and demonstrably necessary to achieve a legitimate aim. 

Communications surveillance must only be conducted when it is the only means of achieving 

a legitimate aim, or, when there are multiple means, it is the means least likely to infringe 

upon human rights. The onus of establishing this justification, in judicial as well as in 

legislative processes, is on the State. 

Adequacy: Any instance of communications surveillance authorised by law must be 

appropriate to fulfil the specific legitimate aim identified. 

Proportionality: Communications surveillance should be regarded as a highly intrusive act 

that interferes with the rights to privacy and freedom of opinion and expression, threatening 
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the foundations of a democratic society. Decisions about communications surveillance must 

be made by weighing the benefit sought to be achieved against the harm that would be 

caused to the individual's rights and to other competing interests, and should involve a 

consideration of the sensitivity of the information and the severity of the infringement on 

the right to privacy. 

Specifically, this requires that, if a State seeks access to protected information through 
communications surveillance in the context of a criminal investigation, it must establish to 

the competent, independent, and impartial judicial authority that: 

a. there is a high degree of probability that a serious crime has been or will be 

committed; 

b. evidence of such a crime would be obtained by accessing the protected information 

sought; 

c. other available less invasive investigative techniques have been exhausted; 

d. information accessed will be confined to that reasonably relevant to the crime 

alleged and any excess information collected will be promptly destroyed or returned; 

and 

e. information is accessed only by the specified authority and used for the purpose for 

which authorisation was given. 

If the State seeks access to protected information through communication surveillance for a 

purpose that will not place a person at risk of criminal prosecution, investigation, 

discrimination or infringement of human rights, the State must establish to an independent, 

impartial, and competent authority: 

a. other available less invasive investigative techniques have been considered; 

b. information accessed will be confined to what is reasonably relevant and any excess 

information collected will be promptly destroyed or returned to the impacted 

individual; and 

c. information is accessed only by the specified authority and used for the purpose for 

which was authorisation was given. 

Competent Judicial Authority: Determinations related to communications surveillance 

must be made by a competent judicial authority that is impartial and independent.  The 

authority must be (1) separate from the authorities conducting communications surveillance, 

(2) conversant in issues related to and competent to make judicial decisions about 

communications technologies and human rights, and (3) have adequate resources in 

exercising the functions assigned to them. 

Due process: Due process requires that States respect and guarantee individuals' human 

rights by ensuring that lawful procedures that govern any interference with human rights are 

properly enumerated in law, consistently practiced, and available to the general 

public. Specifically, in the determination on his or her human rights, everyone is entitled to a 

fair and public hearing within a reasonable time by an independent, competent and impartial 

tribunal established by law,[10] except in cases of emergency when there is imminent risk of 

danger to human life. In such instances, retroactive authorisation must be sought within a 

reasonably practicable time period. Mere risk of flight or destruction of evidence shall never 

be considered as sufficient to justify retroactive authorisation.  
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User notification: Individuals should be notified of a decision authorising communications 

surveillance with enough time and information to enable them to appeal the decision, and 

should have access to the materials presented in support of the application for 

authorisation. Delay in notification is only justified in the following circumstances: 

a. Notification would seriously jeopardize the purpose for which the surveillance is 

authorised, or there is an imminent risk of danger to human life; or 
b. Authorisation to delay notification is granted by the competent judicial authority at 

the time that authorisation for surveillance is granted; and 

c. The individual affected is notified as soon as the risk is lifted or within a reasonably 

practicable time period, whichever is sooner, and in any event by the time the 

communications surveillance has been completed. 

Upon the expiry of the delay, communications service providers shall be free to notify 

individuals of the communications surveillance, voluntarily or upon request. 

Transparency: States should be transparent about the use and scope of communications 

surveillance techniques and powers. They should publish, at a minimum, aggregate 

information on the number of requests approved and rejected, a disaggregation of the 
requests by service provider and by investigation and purpose. States should provide 

individuals with sufficient information to enable them to fully comprehend the scope, nature 

and application of the laws permitting communications surveillance. States should enable 

service providers to publish the procedures they apply when dealing with State 

communications surveillance, adhere to those procedures, and publish records of State 

communications surveillance. 

Public oversight: States should establish independent oversight mechanisms to ensure 

transparency and accountability of communications surveillance.[11] Oversight mechanisms 

should have the authority to access information about State actions, including, where 

appropriate, access to secret or classified information; to assess whether the State is making 

legitimate use of its lawful capabilities; to evaluate whether the State has been transparently 

and accurately publishing information about the use and scope of communications 

surveillance techniques and powers; and to publish periodic reports and other information 

relevant to communications surveillance. Independent oversight mechanisms should be 

established in addition to any oversight already provided through another branch of 

government. 

Integrity of communications and systems: In order to ensure the integrity, security 

and privacy of communications systems, and in recognition of the fact that compromising 

security for State purposes almost always compromises security more generally, States 

should not compel service providers or hardware or software vendors to build surveillance 

or monitoring capability into their systems, or to collect or retain particular information 

purely for State surveillance purposes. A priori data retention or collection should never be 

required of service providers. Individuals have the right to express themselves anonymously; 

States should therefore refrain from compelling the identification of users as a precondition 

for service provision.[12] 

Safeguards for international cooperation: In response to changes in the flows of 

information, and in communications technologies and services, States may need to seek 
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assistance from a foreign service provider. Accordingly, the mutual legal assistance treaties 

(MLATs) and other agreements entered into by States should ensure that, where the laws 

of more than one state could apply to communications surveillance, the available standard 

with the higher level of protection for individuals is applied. Where States seek assistance 

for law enforcement purposes, the principle of dual criminality should be applied. States 

should not use mutual legal assistance processes and foreign requests for protected 

information to circumvent domestic legal restrictions on communications surveillance. 

Mutual legal assistance processes and other agreements should be clearly documented, 

publicly available, and subject to guarantees of procedural fairness. 

Safeguards against illegitimate access: States should enact legislation criminalising 

illegal communications surveillance by public or private actors. The law should provide 

sufficient and significant civil and criminal penalties, protections for whistle blowers, and 

avenues for redress by affected individuals. Laws should stipulate that any information 

obtained in a manner that is inconsistent with these principles is inadmissible as evidence in 

any proceeding, as is any evidence derivative of such information. States should also enact 

laws providing that, after material obtained through communications surveillance has been 

used for the purpose for which information was given, the material must be destroyed or 

returned to the individual. 

Signatories 

 Access Now 

 Article 19 (International) 

 Bits of Freedom (Netherlands) 

 Center for Internet & Society (India) 

 Comision Colombiana de Juristas (Colombia) 

 Derechos Digitales (Chile) 

 Electronic Frontier Foundation (International) 

 Open Media (Canada) 

 Open Net (South Korea) 

 Open Rights Group (United Kingdom) 

 Privacy International (International) 

 Samuelson-Glushko Canadian Internet Policy and Public Interest Clinic (Canada) 

 Statewatch (UK) 

  

 

[1] Universal Declaration of Human Rights Article 12, United Nations Convention on 
Migrant Workers Article 14, UN Convention of the Protection of the Child Article 16, 

International Covenant on Civil and Political Rights, International Covenant on Civil and 

Political Rights Article 17; regional conventions including Article 10 of the African Charter 

on the Rights and Welfare of the Child, Article 11 of the American Convention on Human 

Rights, Article 4 of the African Union Principles on Freedom of Expression, Article 5 of the 

American Declaration of the Rights and Duties of Man, Article 21 of the Arab Charter on 

Human Rights, and Article 8 of the European Convention for the Protection of Human 

Rights and Fundamental Freedoms; Johannesburg Principles on National Security, Free 
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Expression and Access to Information, Camden Principles on Freedom of Expression and 

Equality. 

[2] Universal Declaration of Human Rights Article 29; General Comment No. 27, Adopted 

by The Human Rights Committee Under Article 40, Paragraph 4, Of The International 

Covenant On Civil And Political Rights, CCPR/C/21/Rev.1/Add.9, November 2, 1999; see 

also Martin Scheinin, "Report of the Special Rapporteur on the promotion and protection of 
human rights and fundamental freedoms while countering terrorism," 2009, A/HRC/17/34. 

[3] Communications metadata may include information about our identities (subscriber 

information, device information),  interactions (origins and destinations of communications, 

especially those showing websites visited, books and other materials read, people interacted 

with, friends, family, acquaintances, searches conducted, resources used), and location 

(places and times, proximities to others); in sum, logs of nearly every action in modern life, 

our mental states, interests, intentions, and our innermost thoughts 

[4] For example, in the United Kingdom alone, there are now approximately 500,000 

requests for communications metadata every year, currently under a self-authorising regime 

for law enforcement agencies who are able to authorise their own requests for access to 
information held by service providers. Meanwhile, data provided by Google's Transparency 

reports shows that requests for user data from the U.S. alone rose from 8888 in 2010 to 

12,271 in 2011. In Korea, there were about 6 million subscriber/poster information requests 

every year and about 30 million requests for other forms of communications metadata 

every year in 2011-2012, almost of all of which were granted and executed. 2012 data 

available at 

http://www.kcc.go.kr/user.do?mode=view&page=A02060400&dc=K02060400&boardId=103

0&cp=1&boardSeq=35586 

[5] See as examples, a review of Sandy Petland's work, "Reality Mining", in MIT's Technology 

Review, 2008, available at  http://www2.technologyreview.com/article/409598/tr10-reality-

mining/ and also see Alberto Escudero-Pascual and Gus Hosein, "Questioning lawful access 

to traffic data", Communications of the ACM, Volume 47 Issue 3, March 2004, pages 77 - 

82. 

[6] Report of the United Nations Special Rapporteur on freedom of opinion and expression, 

Frank La Rue, 3 June 2013, available 

athttp://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session23/A.HRC

.23.40_EN.pdf. 

[7]"People disclose the phone numbers that they dial or text to their cellular providers, the 

URLS that they visit and the e-mail addresses with which they correspond to their Internet 

service providers, and the books, groceries and medications they purchase to online 

retailers . . . I would not assume that all information voluntarily disclosed to some member 

of the public for a limited purpose is, for that reason alone, disentitled to Fourth 

Amendment protection." United States v. Jones, 565 U.S. ___, 132 S. Ct. 945, 957 (2012) 

(Sotomayor, J., concurring). 

[8] "Short-term monitoring of a person's movements on public streets accords with 

expectations of privacy" but "the use of longer term GPS monitoring in investigations of 
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most offenses impinges on expectations of privacy." United States v. Jones, 565 U.S., 132 S. 

Ct. 945, 964 (2012) (Alito, J. concurring). 

[9] "Prolonged surveillance reveals types of information not revealed by short-term 

surveillance, such as what a person does repeatedly, what he does not do, and what he does 

ensemble. These types of information can each reveal more about a person than does any 

individual trip viewed in isolation. Repeated visits to a church, a gym, a bar, or a bookie tell a 
story not told by any single visit, as does one's not visiting any of these places over the 

course of a month. The sequence of a person's movements can reveal still more; a single 

trip to a gynecologist's office tells little about a woman, but that trip followed a few weeks 

later by a visit to a baby supply store tells a different story.* A person who knows all of 

another's travels can deduce whether he is a weekly church goer, a heavy drinker, a regular 

at the gym, an unfaithful husband, an outpatient receiving medical treatment, an associate of 

particular individuals or political groups – and not just one such fact about a person, but all 

such facts."U.S. v. Maynard, 615 F.3d 544 (U.S., D.C. Circ., C.A.)p. 562; U.S. v. Jones, 565 U.S. 

__, (2012), Alito, J., concurring. "Moreover, public information can fall within the scope of 

private life where it is systematically collected and stored in files held by the authorities. 

That is all the truer where such information concerns a person's distant past. In the Court's 

opinion, such information, when systematically collected and stored in a file held by agents 

of the State, falls within the scope of "private life" for the purposes of Article 8(1) of the 

Convention." (Rotaru v. Romania, [2000] ECHR 28341/95, paras. 43-44. 

[10] The term "due process" can be used interchangeably with "procedural fairness" and 

"natural justice", and is well articulated in the European Convention for Human Rights 

Article 6(1) and Article 8 of the American Convention on Human Rights. 

[11] The UK Interception of Communications Commissioner is an example of such an 

independent oversight mechanism. The ICO publishes a report that includes some aggregate 

data but it does not provide sufficient data to scrutinise the types of requests, the extent of 

each access request, the purpose of the requests, and the scrutiny applied to them. 

See http://www.intelligencecommissioners.com/sections.asp?sectionID=2&type=top. 

[12] Report of the Special Rapporteur on the promotion and protection of the right to 

freedom of opinion and expression, Frank La Rue, 16 May 2011, A/HRC/17/27, para 84. 
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21 June 2013 

(Please email confirmation of receipt of this submission - thanks.) 

GCSB - Government Communications Security Bureau and 
Related Legislation Amendment Bill 

http://www.parliament.nz/en-
NZ/PB/Legislation/Bills/f/b/f/00DBHOH_BILL12122_1-Government-
Communications-Security-Bureau-and.htm 

NAME: Penelope Bright (aka) Penny Bright 

ADDRESS: 86A School Rd, Kingsland Auckland 1021 

PHONE: (09) 846 9825     021 211 4 127 

EMAIL: waterpressure@gmail.com 

I WISH TO BE HEARD IN PERSON BY THE COMMITTEE ON THIS SUBMISSION: 

___________________________________________________ 

BACKGROUND: 

http://techliberty.org.nz/gcsbs-new-powers-for-wide-spread-spying-on-new-
zealanders/ 

GCSB’s new powers for wide-spread spying on New 
Zealanders 
Posted on June 9, 2013 

There have recently been a number of revelations about the US 
government spying on its citizenry and other people around the 
world (a good summary). Many people have been shocked to find 
out the extent of the US's spying and access into theoretically 
private systems. 
What many New Zealanders don't realise is that the NZ 
government is currently changing both the GCSB Act of 2003 and 
the Telecommunications Interception Capability Act of 2004 to 
allow similar levels of access to New Zealand communications for 
the GCSB (Government Communications Security Bureau). 
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Current law 

The current TICA law already gives the GCSB, Police or SIS the 
technical capability to intercept all NZ communications if they have 
a valid warrant. 

The GCSB can get warrants to spy on the communications of 
foreign people and organisations, although they can spy without a 
warrant if it doesn't require the installation of any device (e.g. 
wireless/satellite/radio/mobile). 

TICS - Telecommunications Interception 
Capability and Security Bill 

The new TICS Bill clarifies and expands on these interception 
capabilities. It also allows them to be extended to service providers 
(people who offer "goods, services, equipment, and facilities that 
enable or facilitate telecommunication") such as email providers, 
Trademe forums, Mega, etc. 
TICS continues the existing regime where these interception 
powers can only be accessed with a valid warrant, but keep 
reading for the new exceptions to this in the GCSB Bill. 

Furthermore, the TICS Bill also creates a new role for the GCSB, 
ensuring the security of New Zealand's telecommunications 
infrastructure. This includes wide powers of oversight and 
control of how communications networks are managed and 
implemented in order to "protect New Zealand's national security 
or economic wellbeing". 

GCSB - Government Communications Security 
Bureau and Related Legislation Amendment Bill 

The new GCSB Bill gives the GCSB three purposes (we'll come back 
to these): 
o 8A - Information assurance and cybersecurity. (Expanded from protecting 

government communications to a much wider responsibility for New Zealand's 
communications.) 

o 8B - Intelligence gathering, analysis and sharing. (Similar to the existing law 
except that it adds "gathering information about information infrastructures" to the 
existing spying on foreign people/organisations.) 

o 8C - Helping the Police, SIS and Defence Force by providing advice and 
assistance in helping them execute their own legally obtained warrants. (This is 
entirely new.) 
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The bill doesn't significantly change how the GCSB can apply for an 
interception or search warrant, but it does add a whole new class 
of "access authorisation". To quote section 15A(1)( b) 

The Director may apply in writing to the Minister for the issue of an access authorisation 
authorising the accessing of 1 or more specified information infrastructures or classes of 
information infrastructures that the Bureau cannot otherwise lawfully access. 

These authorisations are granted at the whim of the Minister 
(although see below) and are incredibly wide-ranging and open-
ended. There are no recommendations of limits (other than what 
the Minister sees fit to impose) and there is no automatic expiry. 
And just in case you thought that the TICA/TICS law might provide 
some protection, the GCSB Bill goes on to add section 15A(5): 

 ......................... 

http://www.scoop.co.nz/stories/BU1306/S00357/industry-groups-concerned-at-
prism-implications.htm 

Industry groups concerned at PRISM implications. 
Wednesday, 12 June 2013, 9:10 am 
Press Release: Internet NZ 

 
Industry groups concerned at PRISM implications. Call for TICSA/GCSB Bills submission 
extension. 

 
Media release – 12 June 2013 

A group of New Zealand ICT organisations yesterday sent an open letter to Prime Minister 
John Key and Law and Order Committee Chair Jacqui Dean calling for an extension to 
submissions on the TICS and GCSB Bills currently out for consultation. 

The letter, signed by InternetNZ, TUANZ, NZRise, CatalystIT and the Institute of IT 
Professionals (IITP), calls for more time to study the impact recent revelations about the US 
electronic surveillance programme PRISM will have on the Telecommunications Interception 
Capability and Security (TICS) and Government Communications Security Bureau and 
Related Legislation Amendment (GCSB) Bills. 

Submissions are due Thursday 13 June, but in light of the secretive and serious nature of 
PRISM, more time is needed to evaluate and prepare considered responses. 

Last week news broke which revealed that end-user communications, both stored and in 
real-time, are collected and intercepted, analysed and disseminated by the US Government 
and its intelligence partners. 

An ex-CIA operative – Edward Snowden – leaked top secret documents on the US 
surveillance programme PRISM. PRISM is administered by the US National Security 
Agency allegedly in conjunction with leading Internet companies such as Google and 
Facebook. 

InternetNZ Acting Chief Executive Jordan Carter says a great deal of New Zealanders’ 
Internet traffic over PRISM partners services will have passed and is passing through the 
United States. 

New information about PRISM is coming to light very rapidly and further and more detailed 
information is expected to be revealed in coming months. 
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Those intending to file a submission on the TICS and GCSB Bills must now reconsider their 
position on important sections within these Bills, including interception of customers’ 
electronic communications and the collection and sharing of electronic information between 
surveillance agencies. 

“PRISM raises a number of important questions in both the TICS and GCSB Bills that 
require further analysis in order to fully understand how New Zealand Internet users are 
affected,” says Carter. 

TUANZ CEO Paul Brislen says the revelations of the past week mean it’s vital the 
implication of the international regime be included in any submission. 

“It’s important we get a clear view of just what the news coming out of the US could mean 
for these two pieces of legislation. Parliament wants pass robust legislation that stands the 
test of public scrutiny and can be used properly by the agencies involved. 

IITP Chief Executive Paul Matthews says “given the international developments in recent 
days, it has become even more essential that the issues covered by these Bills be 
considered carefully. Rushing these through via a significantly condensed consultation 
process simply doesn't bode well for good outcomes for New Zealand.” 

 
Copy of letter to Committee Chairs: 

 
11th June 2013 

Rt Hon John Key  
Chairperson,  
Intelligence and Security Committee 

Jacqui Dean MP  
Chairperson,  
Law and Order Committee 

Private Bag 18888  
Parliament Buildings  
Wellington 

 
Dear Mr Key and Ms Dean: 

Request for submissions extensions on the GCSB and TICS Bills 

We, the undersigned organisations, respectfully request that your committees extend the 
deadline for submissions on the Government Communications Security Bureau and Related 
Legislation Amendment, and Telecommunications (Interception Capability and Security) 
Bills, in light of recent developments, occurring globally, on the United States National 
Security Agency’s PRISM programme. 

A number of us have previously requested a modest extension on these Bills. PRISM, 
however, raises complex issues that relate to the TICS and GCSB Bills. These issues are 
still unfolding and, accordingly, we require more time to evaluate and prepare considered 
responses. We request that the submission deadline for each Bill be extended by two to four 
weeks.  
ends" 

http://www.scoop.co.nz/stories/HL1306/S00064/pm-post-cabinet-press-conference-10-
june-2013.htm 

 Reported comments at the 'post-cabinet press conference' held on 10 June 2013, 
regarding the expectation of the Prime Minister for  the GCSB to act within the law: 

"The PM was asked if he there was any chance that the National Security Agency of the 
United States had collected in information on New Zealanders. 
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It has been revealed that The United States intelligence agency have been engaged in 
widespread secret interception of internet communications. 

Mr Key said he could not go into the operational techniques of either the GCSB or New 
Zealand's security partners but he expected the GCSB to act within the law. The GCSB did 
work with other intelligence agencies from time to time but New Zealand did not have a 
“wholesale reciprocal”of information exchange." 

 
 
MY SUBMISSION: 
 
In New Zealand, citizens have  LAWFUL rights to privacy under the NZ Privacy Act 
1993: 
 
http://www.legislation.govt.nz/act/public/1993/0028/latest/DLM297038.html 
 
 'Principle 1', of the above-mentioned Privacy Act 1993: 
 
"Personal information shall not be collected by any agency unless— 
(a) the information is collected for a lawful purpose connected  

with a function or activity of the agency; and 
  Principle 4: 

 
"Personal information shall not be collected by an agency— 

(a) by unlawful means; or 

(b) by means that, in the circumstances of the case,— 

  (i) are unfair; or 

  (ii) intrude to an unreasonable extent upon the personal  
affairs of the individual concerned." 
 
s.5 of the Privacy Act 1993 
http://www.legislation.govt.nz/act/public/1993/0028/latest/DLM297036.html 

5Act to bind the Crown 
 This Act binds the Crown. 

 
 ____________________________________ 

 http://www.parliament.nz/en-NZ/PB/Legislation/Bills/f/b/f/00DBHOH_BILL12122_1-Government-Com
Security-Bureau-and.htm 
 
Compare the growing attacks on the lawful rights of citizens to privacy 
with the lack of accountability at the highest levels of Government 
- Cabinet! 
 
How can you have 'transparency' and 'accountability' 
without proper WRITTEN RECORDS? 
 
Why isn't the Public Records Act 2005 being applied in a proper  
way to Cabinet, regarding the CREATING of records? 

http://www.legislation.govt.nz/act/public/2005/0040/latest/DLM345729.html 
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17. Requirement to create and maintain  

records 
 

 (1)Every public office and local authority must  
create and maintain full and accurate records of its  
affairs, in accordance with normal, prudent  
business practice, including the records of any  
matter that is contracted out to an independent  
contractor. 
 
(2)Every public office must maintain in an  
accessible form, so as to be able to be used for  
subsequent reference, all public records that are 
 in its control, until their disposal is authorised by  
or under this Act or required by or under another  
Act. 
 

http://www.cabinetmanual.cabinetoffice.govt.nz/8.86 
 
Ministerial records 
General 

8.86During their time in office, and on leaving  

office, Ministers will need to consider how to store  

or dispose of the papers created or received in their capacity  

as Ministers of the Crown ("ministerial records").  

These papers fall broadly into the following three categories: 

a. Cabinet and Cabinet committee records (agendas,  
b. papers, and minutes); 
c. ministerial papers and files; 
d. departmental papers and files. 

8.87The following paragraphs provide guidance on the  

storage and disposal of ministerial records. The Cabinet  

Office and Archives New Zealand are able to provide  

additional advice. 

8.88Ministers also receive and hold papers in their  

non-ministerial capacity; for example, correspondence  

with constituents and private or personal papers.  

(These papers are referred to as "non-ministerial records".) Archives New Zealand is also ab
guidance on the storage and disposal of these papers.  

(See paragraphs 8.98 and 8.99.) 

Cabinet and Cabinet committee records 

Disposal or storage 

8.89By convention, Ministers are permitted to retain  
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personal copies of Cabinet records on leaving office. The documents,  

however, are not their personal property. The licence to  

retain Cabinet records continues only for a Minister's lifetime,  

after which the records should be returned to  

Archives New Zealand 

___________________________________ 

BECAUSE I SUSPECT THAT I MAY HAVE BEEN ONE OF THE 88 NEW  

ZEALANDERS UNLAWFULLY SPIED UPON BY THE GCSB 

I HAVE MADE A FORMAL COMPLAINT TO THE PRIVACY 

COMMISSIONER: 

 

The reply from the Assistant Commissioner (Mike Flahive) 

dated 7 June 2013 stated: 

 

"Privacy Act Complaint: Penny Bright and Government  

Communications Security Bureau (Our Ref: C/25391) 

thank you for your email received by us on 15 May 2013  

in which you complain against the Government  

Communications Security Bureau ("GCSB"). 

 

I understand that on 10 April 2013 you sent a letter to 

the GCSB Director, Ian Fletcher and requested information 

the GCSB may hold on you.  The GCSB responded to your  

request on 9 May 2013 and relied on section 32 of the  

Privacy Act.  The GCSB said it could neither confirm  

nor deny the existence or non-existence of the information  

you requested. 

 

You have asked us to review the GCSB's response to your 

request.  I note in a phone conversation with our Office on  

22 May you asked if we could get a response to you before  

13 June. Regrettably this is not going to be possible as the  

GCSB will need a few weeks in order to respond to our  

notification. 

 

Your complaint raises issues under principle 6. of the Privacy Act. 

I enclose a copy of this principle for your information. 

 

GCSB has been told of your complaint and asked to provide comments  
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to us as soon as possible.  Once we receive a response, we will be  

in a better position to assess your complaint.  We will then be in contact 

with you to discuss your complaint further." 

 

Encl: Principle 6 ( http://www.legislation.govt.nz/act/public/1993/0028/latest/DLM296639.h

( My complaint to the Privacy Commissioner is attached, for your perusal as  
part of my submission). 
 
I do NOT support this GCSB - Government Communications Security Bureau and 
Related Legislation Amendment Bill. 
 
In my considered opinion, the current GCSB Act is crystal clear, it has NOT been 
followed. 
 
Would the Minister in charge of the GCSB, Prime M inister John Key, the 
Inspector-General of Intelligence and Security, Paul Neazor, the Director of the 
GCSB, and those GCSB staff responsible for relying upon SIS and Police warrants 
to (unlawfully) 'spy' on New Zealanders, all be prepared to swear (or affirm)  an 
affidavit that they had all actually READ the current GCSB Act? 
 
If not - why not? 
 
Penny Bright 
'Anti-corruption / anti-privatisation' campaigner 
2013 Auckland Mayoral candidate 

 
 
 
15 May 2013 
 
URGENT! 'Open Letter' / GCSB Privacy Act Complaint by Auckland Mayoral candidate Penny Bright,  
to Privacy Commissioner Marie Shroff: 

 

PRIVACY ACT COMPLAINT FORM                                                                             

Date:15 May 2013 
  
1. Your name and contact details 
  
Name:  Ms Penelope Mary Bright  
             (aka Penny Bright) 
  
Postal address, and email: 
86A School Rd,  
Kingsland  
Auckland 1021 
 
waterpressure@gmail.com 
  
Telephone number/s:  
Ph (09) 846 9825 
021 211 4 127 
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2(a) The name and contact details of the person and/or organisation (“the agency”) about whose actions you 
are complaining (we will need to tell them of your complaint) 
  
Name: The Government Communications Security Bureau 
(GCSB)  
  
Postal address: 
PO Box 12209. Thorndon Wellington 6144 
  
Telephone number/s: 
(04) 472 6881 
  
(b) What is your relationship to that agency  
 
I don't know - that's what I'm trying to find out - whether or not I am one of the 88 New Zealanders who has 
been unlawfully spied upon, as outlined in the Kitteridge Report. 
 
http://www.nbr.co.nz/sites/default/files/images/Review%20of%20Compliance_%20final%2022%20March%202013.pdf 
 
"5. The review of activities that had stopped (involving assistance to  other domestic agencies) led the 
Bureau to seek legal advice from the Crown Law Office on a number of issues.  In relation to some 
assistance that GCSB has provided to the New Zealand Security Intelligence Service and (more rarely) the 
Police  since before the enactment of the GCSB Act2003, the Solicitor-General confirmed the difficulties in 
interpreting the GCSB Act and the risk of an adverse outcome if a Court were to consider the basis of that 
assistance.    
 
All relevant  instances of assistance (concerning 88 individuals in total), dating between 1 April 2003 and 
26 September 2012, have been identified and a report has been provided to the Minister Responsible for the 
GCSB, in parallel with this report, so that he can determine the appropriate action to be taken." 
 
  
3. Have you already contacted the agency about your complaint? 
 
Yes, I have made formal written complaints to both the Director of the GCSB Ian Fletcher, and the  
Inspector-General of Intelligence and Security, Paul Neazor.  
  
If your answer is yes, what was the response? Please send us copies of any correspondence that you have 
had with the agency about the matter. 
 
A full list of correspondence is in the body of this email. 
  
4. What types of action would resolve your complaint? 
 
In the first instance, I want to know YES or NO, if I am one of the 88 New Zealanders who has been 
unlawfully spied upon by the GCSB. 
 
If YES - I want to know what information about me the GCSB holds in their records. 
 
If YES - I want to know to the NAMES of other bodies (nationally and/or internationally) - if any - to whom the 
GCSB has forwarded - if any -  information about me. 
 
If YES - I want to know exactly WHAT information about me - if any - has been forwarded to any other bodies 
(nationally or internationally).  
  
  
5. What is the complaint about? (please tick the relevant box or boxes and provide details) 
  

  
 

 
(a)   That you have asked for access to information about you and that request has been refused; 
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 YES 
  
Please send us copies of any documents you have which can show us what happened, or make clear notes 
of what happened (with dates and other details). 
 
(Included in the body of this email) 
  
6. Explain how this action or these actions of the agency have caused (or may cause) a negative effect on 
you (please provide evidence where available) 
  
At this stage - I don't know - so I can't (yet) comment. 
  
_____________________________________________________________________________________ 
 
CHRONOLOGY OF CORRESPONDENCE (With the GCSB) 
 
(On 10 April 2013, I rang the Office of the Prime Minister, in order to find out the proper process to follow, in 
order to make a 'Privacy Act' request to find out whether I had been one of the 88 New Zealanders unlawfully 
spied upon by the GCSB. 
 
Should I make a Privacy Act request directly to the Minister responsible for the GCSB - Prime Minister John 
Key? 
 
I was advised to make a Privacy Act request to the Director of the GCSB, Ian Fletcher, email 
: info@gcsb.govt.nz  ) 
 
 
A) 'Open Letter' / Privacy Act Request to the Director of the GCSB, Ian Fletcher from Auckland Mayoral 
Candidate, Penny Bright - 10 April 2013: 
 
 
10 April 2013 
 
'Open Letter' / Privacy Act Request to the Director of the GCSB, Ian Fletcher from Auckland Mayoral 
Candidate, Penny Bright. 
 
Dear Director, 
 
I am concerned that I may be one of the 88 New Zealanders who has been unlawfully spied upon by 
the GCSB. 
 
http://www.newstalkzb.co.nz/auckland/news/nbpol/897270024-gcsb-could-be-in-real-trouble 
 
This morning I contacted the Prime Minister's Department, to find out the proper process to follow, in order to 
find out if I was/am one of the 88 New Zealanders who has been unlawfully spied upon by the GCSB. 
 
I was advised to make a Privacy Act Request directly to the GCSB, to the following email 
address: info@gcsb.govt.nz  
 
Under the Privacy Act, I hereby request copies of all information held by the GCSBabout myself - Penelope 
Mary Bright  (aka Penny Bright). 
 
I look forward to your prompt response. 
 
Yours sincerely, 
 
Penny Bright 
'Anti-privatisation and anti-corruption campaigner' 
 
2013 Auckland Mayoral Candidate 
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Occupy Auckland Appellant (in my own name) 
www.occupyaucklandvsaucklandcouncilappeal.org.nz 
 

Ph  (09) 946 9825 

 021 211 4 127  
_____________________________________________________________________________________ 
 
(After talking to a media contact, I was advised that the email I had been given to contact the 
GCSB, info@gcsb.govt.nz  wasn't correct, and was bouncing back. 
 
So - on 11 April 2013, I then rang the Department of the Prime Minister and Cabinet (DPMC) and was given 
the phone number for the GCSB  (04) 472 6881 
 
I rang this number and was put forward to the EA for Director Ian Fletcher (Helena Connell), who confirmed 
that the correct email address was Information@gcsb.govt.nz 
 
I was also given the email address for the PA for the Inspector-General of Intelligence and Security, 
Paul Neazor - carole.cole@justice.govt.nz and told I could use helena.connell@gcsb.govt.nz as a point of 
contact for Rebecca Kitteridge. 
 
 
 
 
 
 
 
 
 
 
B. Email from GCSB, 11 April 2013, advising that they hadn't received my complaint. 
 

PRIVACY ACT REQUEST 

 

n <Information@gcsb.govt.nz> 

Good morning 

We have not received your email can you please resend.  

Kind Regards 

 

The information contained in this e-mail message is intended for the addressee(s) only and does not 
represent official GCSB policy unless otherwise stated. If you are not the intended recipient you must not 
use, disclose, copy or distribute this message or the information which it contains. If you have received this 
message in error, please destroy it and advise the GCSB Helpdesk (helpdesk@gcsb.govt.nz). 

______________________________________________________________________________________ 
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C: My 'Open Letter' / PRIVACY ACT request, dated 11 April 2013, emailed to the correct GCSB email 
address: 
 
11 April 2013 
 
It appears that I was given an incorrect email address for the GCSB by the Prime Minister's Office -
 info@gcsb.govt.nz -  when the correct address is information@gcsb.govt.nz 
 
Following is my 'Open Letter' PRIVACY ACT (NOT Official Information Act) request, for which I would 
appreciate a prompt acknowledgment of receipt thereof. 
 
Thanks. 
 
From: Penny Bright <waterpressure@gmail.com> 
Date: Wed, Apr 10, 2013 at 3:49 PM 
Subject: 'Open Letter' / Privacy Act Request to the Director of the GCSB, Ian Fletcher, from Auckland 
Mayoral Candidate, Penny Bright. 
To: info@gcsb.govt.nz 
Cc: John Key <j.key@ministers.govt.nz>, David Fisher <david.fisher@nzherald.co.nz>, 
"audrey.young@nzherald.co.nz" 
<audrey.young@nzherald.co.nz>, john.armstrong@nzherald.co.nz, jessica.mutch@tvnz.co.nz, 
"garner@radiolive.co.nz" <garner@radiolive.co.nz>, cosdesk@tv3.co.nz, campbelllive 
<campbelllive@tv3.co.nz>, "news@radiolive.co.nz" <news@radiolive.co.nz>, "news@tvnz.co.nz" 
<news@tvnz.co.nz>, "news@newstalkzb.co.nz" <news@newstalkzb.co.nz>, "Radio NZ newsdesk 
(External)" <aknews@radionz.co.nz>, Ian Wishart <ian@investigatemagazine.com>, ian sinclair 
<ian.sinclair@tvnz.co.nz>, "Q&A@tvnz.co.nz" <Q&A@tvnz.co.nz>,  

 

Jane Patterson 
<Jane.Patterson@radionz.co.nz>, checkpoint@radionz.co.nz, sunday@radionz.co.nz, sunday@tvnz.co.nz, 
"brian.rudman@nzherald.co.nz" <brian.rudman@nzherald.co.nz>, "Rob Stock (SUN)" <rob.stock@star-
times.co.nz>, simon.day@fairfaxmedia.co.nz 
 

10 April 2013 
 
'Open Letter' / Privacy Act Request to the Director of the GCSB, Ian Fletcher from Auckland Mayoral 
Candidate, Penny Bright. 
 
Dear Director, 
 
I am concerned that I may be one of the 88 New Zealanders who has been unlawfully spied upon by the 
GCSB. 
 
http://www.newstalkzb.co.nz/auckland/news/nbpol/897270024-gcsb-could-be-in-real-trouble 
 
This morning I contacted the Prime Minister's Department, to find out the proper process to follow, in order to 
find out if I was/am one of the 88 New Zealanders who has been unlawfully spied upon by the GCSB. 
 
I was advised to make a Privacy Act Request directly to the GCSB, to the following email 
address: info@gcsb.govt.nz  
 
Under the Privacy Act, I hereby request copies of all information held by the GCSB about myself - Penelope 
Mary Bright  (aka Penny Bright). 
 
I look forward to your prompt response. 
 
Yours sincerely, 
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Penny Bright 
'Anti-privatisation and anti-corruption campaigner' 
 
2013 Auckland Mayoral Candidate 
 
Occupy Auckland Appellant (in my own name) 
www.occupyaucklandvsaucklandcouncilappeal.org.nz 
 

Ph  (09) 946 9825 

 021 211 4 127  
_____________________________________________________________________________________ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
D: Email  dated 11 April 2013, from the GCSB acknowledging receipt of my complaint: 
 
 

n <Information@gcsb.govt.nz> 

 

Thank you for your email we will be in touch in due course 

 Regards 

From: Penny Bright [mailto:waterpressure@gmail.com]  
Sent: Thursday, 11 April 2013 11:31 a.m. 
To: Information; Helena Connell; carole.cole@justice.govt.nz 
Cc: John Key; David 
Fisher; audrey.young@nzherald.co.nz;john.armstrong@nzherald.co.nz; jessica.mutch@tvnz.co.nz;garner@radiolive.co.n
z; cosdesk@tv3.co.nz; campbelllive;news@radiolive.co.nz; news@tvnz.co.nz; news@newstalkzb.co.nz; Radio NZ 
newsdesk (External); Ian Wishart; ian sinclair; Q&A@tvnz.co.nz; Jane 
Patterson; checkpoint@radionz.co.nz; sunday@radionz.co.nz;sunday@tvnz.co.nz; brian.rudman@nzherald.co.nz; Rob 
Stock (SUN);simon.day@fairfaxmedia.co.nz; zduffy@mediaworks.co.nz;bridget.mills@radionz.co.nz 
Subject: 'Open Letter' / Privacy Act Request to the Director of the GCSBIan Fletcher 

 

The information contained in this e-mail message is intended for the addressee(s) only and does not 
represent official GCSB policy unless otherwise stated. If you are not the intended recipient you must not 
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use, disclose, copy or distribute this message or the information which it contains. If you have received this 
message in error, please destroy it and advise the GCSB Helpdesk (helpdesk@gcsb.govt.nz). 

 _____________________________________________________________________________________ 
 
Because I had not been given any time framework from the GCSB as to how long it would take to answer my 
above-mentioned Privacy Act request, on Monday 15 April 2013, I rang Helena Connell, EA to GCSB 
Director Ian Flecher, who referred me to Mark Frew, who was the OIA/Privacy person for the GCSB. 
 
On Tuesday 16 April 2013, I rang the GCSB and spoke to Mark Frew, who told me that they had a huge 
number of (Privacy Act) requests and were 'processing them'. 
 
I was not given a time frame by which I could expect a response. 
 
On Wednesday 17 April 2013, I left a message on Mark Frew's phone, again requesting a 'progress report' 
on when I could expect a reply to my Privacy Act request. 
 
On Friday 19 April 2013, I rang the GCSB to ask Mark Frew again for a 'progress report', and was told by by 
a Lisa Fong, that Mark Frew was away for 2 weeks, and she would get someone to ring me back. 
 
On Friday 19 April 2013, I was phoned by Counsel for the GCSB, Matt Harding, who advised me that my 
Privacy Act request would be answered within the statutory 20 working days ( 9 May 2013). 
 
On Thursday 9 May 2013, I rang Counsel for the GCSB, Matt Harding, at 3pm, and asked where was my 
Privacy Act reply? 
 
He replied that the day was not yet over, and promised I would have a reply by 5pm. 
 
 
However - by 5pm - I failed to receive my promised Privacy Act reply. 
 
Friday 10 May 2013, I checked my answer phone, and discovered Matt Harding had left a message on 
Thursday 9 May 2013, at 5.15pm, apologising  for not sending my Privacy Act reply, and asking  me to ring 
him. 
 
On Friday 10 May 2013, I rang Matt Harding, who told me that 'other issues had arisen' and was requesting a 
further 10 working days to reply to my Privacy Act request. 
 
I was angry, because I could see no reason for this delay - that surely all that was required was to go to the 
file containing the 85 SIS warrants and 3 Police warrants, to check "B" for "Bright", which should arguably 
take all of 5 minutes. 
______________________________________________________________________________________ 
 
E: 10 May 2013, I sent an URGENT 'Open Letter' to Matt Harding, Counsel for the GCSB, asking him to put 
in writing his request for a 10 working day extension for my Privacy Act request: 
 
10 May 2013 
 
Matt Harding 
Counsel, 
GCSB 
 
'Open Letter' URGENT! GCSB Counsel Matt Harding: Please confirm in writing your 10 working day time 
extension to my Privacy Act request. 
 
Dear Matt,  
 
As discussed by phone  at 12.40pm  today, please send an email ASAP, confirming our discussion, where 
you said the GCSB wanted a 10 working day extension to my Privacy Act request, although the statutory 
requirement of 20 working days was up yesterday, 9 May 2013. 
 
Please provide, in writing, the reasons for this 10 working day time extension to this Privacy Act request 
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 As I stated to you on the phone, (which you may have recorded?) I do NOT accept that there should be any 
need for this 10 working day time extension.  
 
Please be reminded of the following sections of the 'Kitteridge Report', regarding the GCSB's record-
keeping:. 
 
http://www.nbr.co.nz/sites/default/files/images/Review%20of%20Compliance_%20final%2022%20March%20
2013.pdf 

 
155. It must be said, however, that an institution that exercises the intrusive powers of the state has a greater 
obligation than most organisations to keep adequate records of its activities for the purposes of audit and  
oversight.  
 
156. That has not been my experience at GCSB. There have been many basic documents that I have been 
unable to find and that others have struggled to find for me. Legal opinions, memoranda of understanding  
between GCSB and other organisations, Cabinet minutes – these are all basic authorising documents that 
ought to be kept in an accessible place for those who need to rely upon them. 
 
157. I should add that some parts of GCSB are very thorough in their record keeping. For example, 
my review of warrants and authorisations revealed a good level of record keeping. The reason is likely 
to be because these files are reviewed by the Inspector-General on a regular basis. ................. " 
 
(My highlighting)  
 
As I explained to you on the phone, surely, even if there were 5000 persons who had made Privacy Act 
requests, in order to establish whether or not they were one of the 88 New Zealanders upon whom the 
GCSB had unlawfully spied, surely it would just be a simple matter of listing the names alphabetically, then 
checking them against the 88 names in the SIS and Police warrant files? 
 
I repeat my offer:  
 
Would you like me to come to Wellington and check for myself? 
 
"B" for BRIGHT - in the SIS or Police warrant file. 
 
I'm sure it would take me all of 5 minutes. 
 
Please be further advised  of my intention to make formal complaints to both the Prime Minister, John Key, 
as the Minister responsible for the GCSB; the Inspector-General of the GCSB, (and Rebecca Kitteridge), in 
the form of an 'Open Letter' - which I will distribute widely, in my customary fashion as an 'anti-corruption 
whistleblower'. 
 
I look forward to your prompt reply. 
 
Kind regards, 
 
Penny Bright 
 
'Anti-corruption/anti-privatisation' campaigner. 
Auckland Mayoral candidate 
 
www.occupyaucklandvsaucklandcouncilappeal.org.nz 
www.dodgyjohnhasgone.com 
 
PS: As the GCSB has been unlawfully spying on New Zealanders, I suspect your organisation may already 
have this information?  
............................. 
____________________________________________________________________________________________________ 
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F: On Friday 10 May 2013, I received by email, my Privacy Act reply signed by the Director of the GCSB, Ian 
Fletcher, dated 9 May 2013.  (Attached). 
 
However, this Privacy Act reply left me none the wiser, because the  Director of the GCSB, Ian Fletcher, 
stated that the GCSB could neither 'confirm nor deny the existence of non-existence of the information 
requested'. 
 

 
______________________________________________________________________________________ 
 
Friday 10 May 2013, I rang Counsel for the GCSB, Matt Harding, and asked him why he had lied to me, and 
requested a 10 working day extension for my Privacy Act request on 9 May 2013, when the reply I had 
received from the Director was dated 9 May 2013? 
 
I terminated the phone call after telling him, in no uncertain terms that I was 'not happy with the bullsh*t' . 
______________________________________________________________________________________ 
 
G: 13 May 2013, I sent an URGENT 'Open Letter' to Paul Neazor Inspector-General of Intelligence and 
Security,(cc'ed to Rebecca Kitteridge, and the Solicitor-General Michael Heron) 
 'Please confirm whether I am one of the 88 New Zealanders unlawfully spied upon by the GCSB' : 
 
13 May 2013 
 
Paul Neazor 
Inspector-General of Intelligence and Security  
 
Open Letter /OIA request to Paul Neazor 
Inspector-General of Intelligence and Security: 
 
 Please confirm whether I am one of the 88 New Zealanders unlawfully spied upon by the GCSB: 
 
Dear Inspector-General 
 
On 11 April  2013, I followed the 'due process' as outlined to me by the Office of the Prime Minister, in order 
to find out whether or not I was one of the  88 New Zealanders unlawfully spied upon by the GCSB. 
 
I made a Privacy Act request to the Director of the GCSB, Ian Fletcher. 
 
One month later, I am none the wiser, and appear to have gone around in a big, fat circle - to no avail. 
 
The Privacy Act reply from the Director of the GCSB, Ian Fletcher, dated 9 May 2013 (attached) states: 
 

 
 
This is absolutely unacceptable to me. 
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I have read the GCSB Act myself, and in my considered opinion, it is perfectly clear to me, that it does NOT 
allow New Zealanders to be spied upon, and there is clearly no lawful provision for the GCSB to rely upon 
SIS or Police warrants. 
 

ie: The 'assistance provided by the GCSB to NZ SIS and the New Zealand Police' had no lawful basis. 
 
Does this mean that every person who has made a Privacy Act request to theGCSB is going to get this same 
reply from the Director Ian Fletcher? 
 
Since I was 18 years old, (I am now 58), I have been a political activist, and put a huge amount of time and 
effort into trying to help improve the lot of the '99%' - public majority. 
 
During the 1981 Springbok Tour, I was publicly named on Muldoon's SIS list as a 'subversive'. (Declassified 
SIS file attached). 
 
I was not able to get a copy of my SIS file, when I applied 3 or 4 years ago, despite being a fiercely 
independent, politically 'non-aligned' 'Public Watchdog', with a proven track record as an 'anti-privatisation /  
anti-corruption'  whistle-blower. 

 
 
I have on my office wall, a 'Good Citizens Award', 'in recognition of your outstanding service to the 
community'. 
 
http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=10655565 
 
If I am arguably a 'friend of the people' - but regarded as some form of 'enemy of the State' - then whose 
interests are the State serving? 
 
Has  the Minister responsible for the GCSB - Prime Minister John Key 'got it in for me', because I have been 
very vocal in my opposition to him, some of his 'shonky' actions, his Wall St banker background and his 
'corporate sector' style of work? 
 
 
 
 
 
 
In 2008, before the election, I  took a private prosecution against John Key over TranzRail: 
 
https://www.youtube.com/watch?v=gFTYZVQo-A8 
 
In February 2011, I asked Prime Minister John Key to his face at a Grey Power public meeting, if he would 
personally profit from NZ's growing indebtedness as a result of his shareholding in the Bank of America. 
 
https://www.youtube.com/watch?v=VXwNoaOpDMw 
 
http://www.scoop.co.nz/stories/PO1111/S00095/wheres-nationals-corporate-welfare-reform.htm 
 
Do I not have the democratic right as a concerned citizen of this country to ask these 'hard' questions? 
 
______________________________________________________________________________________ 
 
Please be reminded of your role in ensuring that the GCSB complies with the law, and that complaints are 
independently investigated: 
 
http://www.justice.govt.nz/publications/global-publications/d/directory-of-official-information-archive/directory-
of-official-information-december-2009/alphabetical-list-of-entries-1/i/inspector-general-of-intelligence-and-
security 

" FUNCTIONS AND RESPONSIBILITIES 
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The Inspector-General of Intelligence and Security assists Ministers responsible for intelligence and security 

agencies in the oversight and review of the agencies: New Zealand Security Intelligence Service and the 

Government Communications Security Bureau. Specifically, the Inspector-General assists in ensuring that 

the activities of the agencies comply with the law and that complaints relating to them are independently 

investigated." 

______________________________________________________________________________________ 

My complaint is that the attached  Privacy Act reply from GCSB Director Ian Fletcher does NOT tell me 

whether I am one of the 88 New Zealanders who has been unlawfully spied upon by the GCSB. 

Am I one of those 88? 

Yes or no? 

You are the Inspector-General. 

You know who these 88 New Zealanders are. 

Please provide the information which confirms whether I, Penelope Mary Bright (aka Penny Bright),  am I one 

of the 88 New Zealanders who has been unlawfully spied upon by the GCSB. 

Looking forward to your prompt reply. 

Yours sincerely, 

Penny Bright 

Ph   (09) 846 9825 

 021 211 4 127 

'Anti-privatisation / anti-corruption' campaigner. 

Attendee: Australian Public Sector Anti-Corruption Conference 2009 

Attendee: Transparency International Anti-Corruption Conference 2010 

Successful Occupy Auckland Appellant (in my own name). 

occupyaucklandvsaucklandcouncilappeal.org.nz 

www.dodgyjohnhasgone.com 

www.pennybright4epsom.org.nz 

www.pennybright4mayor.org.nz 

www.stopthesupercity.org.nz 

__________________________________________________________________________________________________ 
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On 14 May 2013, I rang the office of the Inspector-General for Intelligence and Security, Paul Neazor,  in 

order to confirm with his PA, that my above-mentioned 'Open Letter' to the Inspector-General, had been 

received. 

To my surprise, the phone was answered by the Inspector-General for Intelligence and Security, Paul 

Neazor, himself. 

He confirmed that he had received and read my 'Open Letter', but did not confirm a time-frame for his 

response. 

H: On May 14 2013, the Inspector-General for Intelligence and Security, Paul Neazor, replied to my 'Open 

Letter', also refusing to confirm whether or not I was one of the 88 New Zealanders who has been unlawfully 

spied upon by the GCSB: 

14 May 2013 

Dear Ms Bright, I refer to your email of yesterday and our short telephone conversation this morning. 
  
I would first say that I do not accept the validity of the statement that 88 New Zealanders were unlawfully 
spied upon by the GCSB. That expression was, as I understand it, a news media version of what Ms 
Kitteridge referred to in her report. What she said related to uncertainty whether the collection of metadata 
was covered by the GCSB Act reference to communications of New Zealand persons. 
  
In his reply to you the Director indicated that the issue referred to operations relating to national security and 
law enforcement. From my examination of the facts I agree that that statement is correct. 
 
 
 
  
I am not prepared to answer your "yes or no" question. The law allows the Bureau to answer as it did for a 
simple reason: if it were otherwise, a person who was under investigation would be able to find that out 
simply by asking. I doubt if any official body in the world which investigates security or criminal breaches 
operates on that basis. 
  
My complaint jurisdiction charges me with inquiring whether any New Zealand person has or may have been 
adversely affected by any action of an intelligence agency. 
  
From what you have said about the past and recent events I have no reason to believe that you have been or 
may have been adversely affected by any action of an intelligence agency. 
  
Yours faithfully 
D.P. Neazor 
Inspector-General  
 
  
Personal Assistant 
Inspector-General of Intelligence & Security 
P O Box 5069 
Wellington 
Tel: 473 8672 
 
 

There is considerable public interest in this matter. 
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I was interviewed on Radio New Zealand ('Morning Report') which was played this morning, Wednesday 15 

May 2013: 

http://www.radionz.co.nz/national/programmes/morningreport/audio/2555103/gcsb-refuses-to-tell-people-if-

they've-been-illegally-spied-on.asx 

I look forward to the acknowledgement of this complaint at your earliest opportunity. 

Kind regards, 

Penny Bright 

'Anti-corruption/anti-privatisation' campaigner. 

2013 Auckland Mayoral candidate 

Ph (09) 846 9825                       

021 211 4 127 
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Date: 21 June 2013 
A Submission to the Intelligence and Security Committee 
on the Government Communications Security Bureau and Related Legislation  
Amendment Bill 
Submitted by: Denis Tegg BA. LLB 
 
 
I do not wish to appear before the committee to speak to my submission 
 
I oppose the bulk of the Government Communications Security Bureau and  
Related Legislation Amendment Bill. I specifically oppose the expansion of  
GCSB powers in Part 1 of the bill. The bill is an excellent opportunity to  
improve the transparency of intelligence oversight in New Zealand by bringing 
the Inspector-General of Intelligence and Security and the Intelligence and  
Security Committee under the coverage of the Official Information Act 1982. 
Amendments to the Government Communications Security Bureau Act  
2003 
 
I oppose the amendments to the Government Communications Security  
Bureau Act 2003 in the bill and ask that they not be passed. 
 
Despite assertions to the contrary, the primary effect of the amendments to  
the GCSB Act in the bill is to broaden the powers of the GCSB and allow it to  
spy on New Zealanders. This is unjustified and a threat to democratic  
freedoms. 
 
The supposed justification for these amendments is that the law is "unclear".  
This is incorrect. Section 14 of the Act is crystal clear: the GCSB is barred  
from intercepting the communications of New Zealanders. And as the  
Hansard of the debates when the Act was passed makes clear, that was the  
clear intent of the government and of the House. The fact that the GCSB has  
ignored the law is not a good reason to change it. 
 
The revised interception powers in section 14 of the bill apply not just to  
foreign intelligence-gathering, but also to information assurance and cyber- 
security. The justification for the latter is weak. According to the bill's  
Regulatory Impact Statement, they are required in order to prevent cyber- 
crime (identified as "cyber-borne frauds and scams") in order to "allow the  
GCSB to see who (namely New Zealand individuals and companies) is being  
attacked". This is a disproportionate response, akin to the police placing  
hidden cameras inside everyone's house in order to detect burglars. 
The new interception powers are broader than the existing ones, applying not  
just to specific persons or places, but to classes of persons or places. As  
written, they would allow GCSB to obtain a warrant applying to "all members  
of Greenpeace", or to all ISP email servers. 
 
Recent revelations from the USA about widespread surveillance by their  
National Security Agency on domestic telephone metadata and on internet  
user data in cooperation with major internet companies such as Apple and  
Google invites suspicion that the GCSB could engage in similar behaviour.  
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Under the bill, this would be completely legal. Given the level of secrecy  
involved, the best way to prevent such suspicions is not to grant the powers in 
the first place. 
 
Finally, I am concerned about the new objective of the bureau in section 6 of  
the bill, which includes "the economic well-being of New Zealand". In an  
environment where the government denounces critics of its policies as being  
guilty of "economic sabotage", extending the GCSB's ambit to encompass  
economic security while giving it domestic spying powers invites suspicion,  
and can only have a chilling effect on political discourse. 
 
Government surveillance, or the potential for government surveillance, has a  
chilling effect on political expression and a corrosive effect on social  
relationships between citizens. It must be kept to an absolute minimum if we  
are to remain a free and democratic society. No justification has been  
provided for these powers, and therefore they should not be granted.  
 
I also oppose the claimed function of the GCSB (a spy agency) to be the  
international relations of New Zealand. That is a proper function of the  
diplomatic corps. 
 
Official Information Act 
I ask that while Parliament is revisiting the Inspector-General of Intelligence  
and Security Act 1996 and Intelligence and Security Committee Act 1996, it  
add both the Inspector-General of Intelligence and Security and the  
Intelligence and Security Committee to Schedule 1 of the Official Information  
Act 1982. 
 
The Inspector-General of Intelligence and Security performs a watchdog  
function over the SIS and GCSB. While they report annually to Parliament,  
these reports have been difficult to obtain, and there is little real information  
available about their work. Public confidence in their role would be improved  
by more openness. 
 
The Committee is a government body, but it operates totally in secret.  
Confidence in its work (and hence in the New Zealand intelligence community 
as a whole) would be increased if the public were able to learn such basic  
facts as how often it met and whether it considered any matters beyond the  
annual reports of intelligence agencies (that is, whether it was providing  
robust and proactive oversight) without having to depend on the grace and  
favour of the Prime Minister. 
 
The agencies the Inspector-General and Committee are responsible for - the  
SIS and GCSB - are both themselves subject to the OIA. The OIA contains a  
conclusive withholding ground for information likely to the security and  
defence or foreign relations of New Zealand, and this is sufficient to protect  
any such information either may handle. 
 
Specific Changes 
- Remove the ability for Ministerially approved access where it is otherwise  
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unlawful 
– Provisions to spy on New Zealanders should be removed all together 
–Direct or indirect data collection about New Zealanders should not be  
allowed  
–An annual audit should be imposed to make sure the GCSB is complying  
with the Protected Disclosures Act of 2000 and all staff are adequately  
informed of what that entails 
- The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and  
15A(1)(b) as well as the entirety of Section 15A(5) should be deleted. 
- Section 8C and related provisions authorising GCSB spying on New  
Zealanders should be deleted from the Bill. 
- A specific provision should be introduced in the Bill prohibiting the GCSB  
from providing data about New Zealanders and New Zealand information  
infrastructure, whether collected directly or incidentally, from being given to  
any and every foreign organisation. 
- The Intelligence and Security Committee Act 1996 be amended so as to  
provide the Committee with the powers to undertake the same functions that  
the Inspector-General of Intelligence and Security has under Section 11 of the 
Inspector-General of Intelligence and Security Act 1996. 
- A provision be included in the Bill that it is mandatory for the person  
issuing an urgent warrant or authorisation under Section 19A to inform the  
Minister as soon as the Minister is available after the issue of such warrant or  
authorisation. 
- The list of agencies that the GCSB is allowed to assist should be able to  
be expanded only by amending the Act rather than an Order in Council. 
- Include a provision in the Bill that requires the GCSB Director to certify to  
the Inspector-General of Intelligence and Security annually that all applicable  
requirements of the Protected Disclosures Act 2000 have been fully complied  
with and that all staff are adequately informed of internal procedures in  
relation to protected disclosures. Such information should be reported to the  
House of Representatives in accordance with Section 12(3). 
Intrusive nature of the agency’s operations 
 
The combination of Sections 15A and 25 lays the foundation for ubiquitous  
surveillance in New Zealand, almost entirely in the hands of Ministers. . In  
some cases, as detailed in Section 16, this does not even require a warrant or 
any oversight whatsoever 
. 
Under the guise of its Section 8A and 8B functions as well as the purposes  
laid out in Section 25(2), the GCSB will be able to collect, store and 
analyse all communications ‘just in case’ it is necessary as opposed to a  
response to an actual need. 
 
Section 15A(1)(a) allows the GCSB to apply for an interception warrant to the  
Minister “authorising the use of interception devices to intercept  
communications not otherwise lawfully obtainable’ 
 
A similar provision is contained in Section 15A(1)(b). 
Further, Section 25 provides GCSB with wide discretion in the 
retention, use and communication of incidental information collected. 
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Together, these Sections provide the GCSB with the ability to undertake 
ubiquitous surveillance 
. 
There are no barriers for the data collected to be shared with the National  
Security Agency (NSA) and others in the Five Eyes arrangement. Not only  
does the Bill create a Surveillance State, it provides for New Zealanders to be  
subject to ubiquitous surveillance in real time by foreign states. 
 
The words “not otherwise lawfully obtainable” in Sections 15A(1)(a) and  
15A(1)(b) as well as the entirety of Section 15A(5) should be deleted. 
Section 8(3) allows the GCSB Director, subject to only the Minister’s 
control, to be able to prioritise Section 8C functions over the others. 
 
This concern is not hypothetical as evidenced by the NSA’s increased focus  
on domestic surveillance in the United States of America. 
Section 8C and related provisions authorising GCSB spying on New  
Zealanders should be deleted from the Bill. 
Information flow to the NSA 
 
What sets the GCSB apart from the SIS is its close ties with NSA and others  
in the Five Eyes arrangement. 
Data collected by the GCSB will flow without any check or oversight to the  
NSA, including that collected by spying on New Zealanders under Section 8C 
as well as that resulting from an interception warrant/access authorisation  
under Section 15B and from New Zealand information infrastructure 
(including the content of the communications themselves) without a warrant  
under Section 16. 
 
How that data is subsequently stored and used by the NSA , as well as for  
what purpose, is beyond New Zealand’s sovereign control or even knowledge. 
In addition, data collected by the GCSB under secret warrants and based  
solely on Ministerial discretion will flow to the NSA due to the  
 
Telecommunications (Interception Capability and Security)Bill going through  
the legislative process in parallel 
The data is from lawful interception, duty to assist requests, and network  
security reviews. 
 
A specific provision should be introduced in the Bill prohibiting the GCSB from 
providing data about New Zealanders and New Zealand information  
infrastructure, whether collected directly or incidentally, from being given to  
any and every foreign organisation. 
 
 
Strengthen oversight arrangements 
GCSB needs to be able to operate in secrecy and outside normal public  
scrutiny processes. 
Experience shows that effective oversight is even more important in such  
situations as otherwise misuse of powers and convenient interpretations of  
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the law are inevitable. The proposed oversight arrangements are clearly  
inadequate against this standard. 
Cross-party political oversight of the GCSB can provide a measure of  
additional oversight 
 
For example, the Intelligence and Security Committee should be able to  
independently initiate an enquiry and satisfy itself that incidental information in 
relation to third parties collected, retained and communicated by the GCSB is  
in accordance with Section 25. 
The Intelligence and Security Committee Act 1996 be amended so as to  
provide the Committee with the powers to undertake the same functions that 
the Inspector -Intelligence and Security has under Section 11 of 
the Inspector-General of Intelligence and Security Act 1996 
. 
Mandatory informing the Minister on urgent issue of a  
warrant/authorisation 
Section 19A provides for the people specified in Section 19A(2) to issue an  
urgent warrant or authorisation if the Minister is unavailable. To provide for  
continued oversight of the Minister and prevent the Minister from disclaiming  
knowledge of the urgent warrant/authorisation, the Minister should be  
mandatorily informed of the urgent warrant or authorisation issue. 
A provision be included in the Bill that it is mandatory for the person issuing  
an urgent warrant or authorisation under Section 19A to inform the Minister as 
soon as the Minister is available after the issue of such warrant or  
authorisation. 
 
List of agencies that can be assisted 
Section 8C(1)(d) provides for the GCSB to assist any department (within the  
meaning of the Public Finance Act 1989) by an Order in Council. This is a  
very low threshold and does not allow for any debate or consideration by  
Parliament. Yet the intrusive and secretive nature of the GCSB’s activities 
requires careful public consideration of appropriateness and proportionali 
ty before the list of departments it is able to assist is extended. 
 
For example, if the GCSB is used to assist Inland Revenue in tackling tax  
avoidance or the Ministry of Social Development in benefit fraud, this should  
be the subject of Parliamentary consideration and the legislative process  
rather than a Cabinet decision. 
 
The list of agencies that the GCSB is allowed to assist should be able to be  
expanded only by amending the Act rather than an Order in Council. 
 
Ensure whistleblowing process is working 
The amended Section 11 increases penalties for unauthorised disclosures by  
GCSB staff. Given the secretive nature of the organisation, it is vital that  
public interest disclosure provisions work effectively. Section 12 of the 
Protected Disclosures Act 2000 provides for special rules that apply to 
the GCSB in relation to the internal procedures that it must have in place. 
Include a provision in the Bill that requires the GCSB Director to certify to the  
Inspector-General of Intelligence and Security annually that all applicable  
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requirements of the Protected Disclosures Act 2000 have been fully complied  
with and that all staff are adequately informed of internal procedures in  
relation to protected disclosures 
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